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DEFENSE SECURITY COOPERATION AGENCY

WASHINGTON, DC 20301-2800

FOREWORD [Insert date]

This Manual is reissued under the authority of DoD Directive 5105.65, “Defense Security
Cooperation Agency,” October 31, 2000, (reference (a)). It provides guidance for the
administration and implementation of Security Assistance and related activities in compliance
with the Foreign Assistance Act (FAA), the Arms Export Control Act (AECA) (references (b)
and (c)), and related statutes and directives.

DoD 5105.38-M, “Security Assistance Management Manual,” October 1, 1988, (reference (d)) is
hereby canceled.

This Manual applies to the Office of the Secretary of Defense (OSD), the Military Departments
(MILDEPS), the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Office of
the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field
Activities, Security Cooperation Organizations (SCOS), and all other organizational entities
within the Department of Defense (hereafter referred to collectively as “the DoD Components™)
engaged in management or implementation of Security Assistance.

This Manual is effective immediately and is mandatory for use by all the DoD Components. The
DoD Component heads may issue supplementary instructions when necessary for unique
requirements within their organization. A copy of any supplemental instructions must be
provided to the Defense Security Cooperation Agency (DSCA) (Strategy Directorate).
Deviations from policies shall not be implemented without prior approval of the Director,
DSCA.

Send recommended changes to the Manual through channels to:

Defense Security Cooperation Agency
Attn: DSCA (Strategy Directorate)
Crystal Gateway North, Suite 303
Washington DC, 20301-2800

Users may access this publication via the DSCA Homepage, http://www.dsca.mil. Upon formal
request through Security Assistance channels, a hard copy will be provided by the Defense
Institute of Security Assistance Management, 2335 Seventh Street, Wright-Patterson Air Force
Base, OH 45433-7803. Subscriptions to hard copy SAMM and other DISAM publications are
available for sale to the public. Call (937) 255-2994 for details.

Director

Defense Security Cooperation Agency

2 FOREWARD
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(ad)  DoD 5400.7-R, “DoD Freedom of Information Act Program,” September 1998

(ae) DoD Instruction 5400.10, “OSD Implementation of DoD “Freedom of Information Act” (FOIA)
Program,” January 24, 1991

(af) Executive Order 12600, “Predisclosure Notification Procedures for Confidential Commercial
Information,” June 23, 1987 5

(ag)  Section 130c of title 10, United States Code, Nondisclosure of Information: Certain Sensitive
Information of Foreign Governments and International Organizations

(@ah)  Deputy Under Secretary of Defense - Policy Support (DUSD(PS)) Handbook, “International
Programs Security,” current edition 6

(ai) DoD 5100.76-M, “Physical Security of Sensitive Conventional Arms, Ammunition, and
Explosives,” August 12, 2000

@) National Institute of Standards and Technology (NIST) Publication 10-4, Federal Information
Processing Standards: Countries, Dependencies, Areas of Special Sovereignty, and Their
Principal Administrative Division, April 1995 7

(ak)  Federal Acquisition Regulation (FAR), current edition 8

@@h Defense Federal Acquisition Regulation Supplement (DFARS), current edition 9

(am)  National COMSEC Instruction (NACSI) 6001, “Foreign Military Sales of Communications
Security Articles and Services to Foreign Governments and International Organizations,”
September 21, 1984 (classified) 10

(an)  Joint Chiefs of Staff Memorandum 131, “Joint and Combined Communications Security,” July
18, 1983 (For Official Use Only) 11

(a0)  National Security Telecommunications and Information Systems Security Policy (NSTISSP) No.
8, “National Policy Governing the Release of Information Systems Security (INFOSEC) Products
or Associated INFOSEC Information to Foreign Governments,” February 13, 1997 12

(ap) CJCSI 6510.06, “Communications Security Releases to Foreign Nations,” February 15, 2001 (For
Official Use Only) 13

(ag)  Section 7307 of title 10, United States Code, Naval Vessels - Disposals to Foreign Nations

(ar) DoD Directive 5120.49 “DoD International Technology Transfer Coordinating Committee,”
March 14, 1990 — Cancelled on December 21, 2007, and not replaced

5 For information Visit www.archives.gov/federal_register/codification/executive_order/12600.html

6 For information contact Director, International Security Programs, ODUSD(P)PS, 2200 Defense Pentagon,

Washington DC, 20301-2200

7 For information Visit www.itl.nist.gov/fipspubs/fip10-4.htm

8 For information Visit www.arnet.gov/far/

9 For information Visit www.acq.osd.mil/dp/dars/dfars.html

10 For information contact CNSS Secretariat, National Security Agency, 9800 Savage Road, STE 6716, Ft Meade,

MD, 20755-6716

11 For information contact OCJCS Public Affairs, 9999 Joint Staff, Room 2D844, Pentagon, Washington DC

20318-9999

12 For information contact CNSS Secretariat, National Security Agency, 9800 Savage Road, STE 6716, Ft Meade,
MD 20755-6716

13 For information contact OCJCS Public Affairs, 9999 Joint Staff, Room 2D844, Pentagon, Washington DC
20318-9999
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(as)
(at)
(au)

(av)

(aw)

(ax)

(ay)
(az)

(ba)
(bb)
(bc)

(bd)

(be)
(bf)
(bg)
(bh)
(bi)
(bj)
(bk)

(bl)
(bm)

DoD 5105.38-M, October 3, 2003

Joint Federal Travel Regulations (JFTR), Volume 1, “Uniformed Service Members,” current
edition 14

Joint Travel Regulations (JTR), Volume 2, “Department of Defense Civilian Personnel,” current
edition 15

Executive Order 12958, “Classified National Security Information,” April 17, 1995 16

Section 1073 of Public Law 106-398, 2001, Authority To Withhold Certain Sensitive Information
From Public Disclosure

Assistant Secretary of Defense (Networks and Information Integration) Document “Department
of Defense Global Positioning System (GPS) Security Policy, Interim International Supplement”
(For Official Use Only) 17

Appendix 2411(c) of title 50, United States Code, Confidentiality (Export Administration Act of
1979)

Section 1905 of title 18, United States Code, Disclosure of Confidential Information Generally
Chairman of the Joint Chiefs of Staff Instruction (CJCSI) 4110.01B, “Uniform Materiel
Movement and Issue Priority System—Force/Activity DesigNATOrs,” January 18, 2002 18
Section 133b of title 10, United States Code, Deputy Under Secretary of Defense for Logistics
and Material Readiness

Section 975 of title 10, United States Code, Deputy Under Secretary of Defense for Logistics and
Material Readiness

DoD Directive 1225.6, “Equipping the Reserve Forces,” April 7, 2005(cf) DoD Directive
2010.9, "Acquisition and Cross-Servicing Agreements”, April 28, 2003

Section 1241(b) of title 46, United States Code, Transportation in American Vessels of
Government Personnel and Certain Cargoes

(Section 901(b) of Merchant Marine Act of 1936, as amended)

Section 2631 of title 10, United States Code, Preference to U.S. Vessels

(Cargo Preference Act of 1954)

Section 40118 of title 49, United States Code, Government-Financed Air Transportation

(Fly America Act)

Section 951 of title 21, United States Code, Drug Import and Export

(Controlled Substances Import and Export Act)

DoD 4500.9-R, “Defense Transportation Regulation,” December 2000

MIL-STD-2073-1, “DOD Standard Practice For Military Packaging,” May 10, 2002 19
MIL-STD 129, “Standard Practice for Military Marking,” current edition 20

Title 21, Code of Federal Regulations, Part 1312, “Importation and Exportation of Controlled
Substances”

Section 953(a)(3) and (e)(1)) of title 21, United States Code, “Drug Import and Export:
Exportation of Controlled Substances”

DoD 4160.21-M-1, “Defense Demilitarization Manual,” October 1991

14 For information Visit www.dtic.mil/perdiem/jftr.html

15 For information Visit www.dtic.mil/perdiem/jtr.html

16 For information Visit www.archives.gov/federal_register/codification/executive_order/12958.html

17 For information contact OASD(NII), 6000 Defense Pentagon, Washington DC 20301-6000

18 For information contact OCJCS Public Affairs, 9999 Joint Staff, Room 2D844, Pentagon, Washington DC
20318-9999

19 For information Visit http://assist.daps.dla.mil/docimages/0003/22/11/STD20731.PD9
20 For information Visit http://assist.daps.dla.mil/docimages/0003/51/85/STD129P.PD8
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(bn)
(bo)
(bp)
(ba)
(br)

(bs)

(bt)
(bu)

(bv)
(bw)
(bx)
(by)
(bz)
(ca)
(cb)
(cc)
(cd)

(ce)
(cf)

(cq)
(ch)

(ci)
(cj)

(ck)
(cl)

(cm)

(cn)
(co)

DoD 5105.38-M, October 3, 2003

DoD Directive 2140.2, “Recoupment of Nonrecurring Costs (NCs) on Sales of U.S. Items,”
January 13, 1993

Section 544 of Public Law 103-87, “Foreign Operations, Export Financing, and Related Programs
Appropriations Act of 1994”

Section 1321 of Public Law 104-106, “National Defense Authorization Act for Fiscal Year 1996”
Section 1004 of Public Law 101-510, “National Defense Authorization Act for Fiscal Year 1991”
Section 166a of title 10, United States Code, Combatant Commands: Funding Through the
Chairman of the Joint Chiefs of Staff

Section 401 of title 10, United States Code, Humanitarian and Civic Assistance Provided in
Conjunction with Military Operations

Section 1050 and 1051 of title 10, United States Code, Payment of Personnel Expenses

Section 2010 of title 10, United States Code, Participation of Developing Countries in Combined
Exercises: Payment of Incremental Expenses

Section 2011 of title 10, United States Code, Training with Friendly Foreign Forces

Section 2561 of title 10, United States Code, Humanitarian Assistance

Section 9381-9383 of title 10, United States Code, Aviation Leadership Program

Section 195 of title 14, United States Code, Coast Guard Academy - Admission of Foreign
Nationals for Instructions; Restrictions; Conditions

Chapter 4 of Public Law 105-277, “Department of Transportation: Caribbean Support Tender
(CST) training capability”, October 21, 1998

Section 2249c of title 10, United States code, Regional Defense Combating Terrorism
Fellowship Program

Defense Language Institute English Language Center (DLIELC) “English Language
Training Support for Security Cooperation Organizations”

DoD Directive 2000.11, “Procedures for Handling Requests for Political Asylum and Temporary
Refuge,” March 3, 1972

DaoD Instruction 5410.17, “United States Field Studies Program for International Military and
Civilian Students and Military-Sponsored Visitors,” September 15, 2006 (formerly DoD
Directive 5410.17., “Informational Program for Foreign Military Trainees in the United States,”
March 1, 1985.

Section 2341-2350 of title 10, United States Code, Acquisition and Cross Servicing Agreements
DoD Directive 2010.9, “Mutual Logistic Support Between the United States and Governments of
Eligible Countries and NATO Subsidiary Bodies,” September 30, 1988

DoD 4515.13-R, “Air Transportation Eligibility,” November 1994

DoD Directive 4515.12, “Department of Defense Support for Travel of Members and Employees
of the Congress,” December 12, 1964

Department of State Foreign Affairs Manual, Volume 6, Section 129.5, October 1, 199921
Section 1033 of Public Law 105-85, Department of Defense Authorization Bill 1998: Authority
to provide additional support for counter-drug activities of Peru and Colombia

Section 724 of Appendix G of Public Law 106-113, “Codification of Required Notice of
Proposed United Nations Peacekeeping Operations” (22 U.S.C. 287b and 287¢(2))

Section 483 of title 40, United States Code, Property Utilization (Federal Property and
Administrative Services Act of 1949)

Section 606 and Section 609 of Public Law 104-208, “NATO Participation Act of 1994”

Section 2581 of title 10, United States Code, Requirements for transfer of excess UH-1 Huey and
AH-1 Cobra helicopters to foreign countries

Section 7307 of title 10, United States Code, Naval Vessels: Disposal to Foreign Nations

21 For information Visit http://foia.state.gov/famdir/masterdocs/06fam/06m0120.pdf
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(cp)

(cq)
(cr)

(cs)
(ct)

(cu)
(cv)

(cw)
(cx)
(cy)
(c2)

(da)
(db)

(dc)
(de)
(df)

(dg)
(dh)

(di)

(di)

DoD 5105.38-M, October 3, 2003

Sections 706 and 707 of Public Law 106-280, “Security Assistance Act of 2000,” October 6,
2000

DoD 4140.1-R, “DoD Material Management Regulation,” May 1998

Section 112b of title 1, United States Code, U.S. International Agreements; Transmission to
Congress (Case Act)

Title 22, Code of Federal Regulations, Part 181, Coordination, Reporting and Publication of
International Agreements

DoD Directive 2010.6, “International Co-Production Projects and Agreements Between the
United States and Other Countries or International Organizations,” November 10, 2004

Section 3(g) of Public Law 101-623, “International Narcotics Control Act of 1990,”

Section 2667 of title 10, United States Code, Leases: Non Excess Property of Military
Departments

Section 98b of title 50, United States Code, “Acquisition and Development of Strategic Raw
Materials - National Defense Stockpile (Section 3 of the Strategic and Critical Materials Stock
Piling Act)

DoD 4160.21-M, “Defense Materiel Disposition Manual,” Aug 1997

DoD Instruction 2030.08, “Trade Security Controls On DoD Excess And Surplus Personal
Property,” May 23, 2006

Section 402 of title 10, United States Code, Transportation of Humanitarian Relief Supplies to
Foreign Countries

Section 404 of title 10, United States Code, Foreign Disaster Assistance

Section 2557 of title 10, United States Code, Excess Non-lethal Supplies: Availability for
Homeless Veteran Initiatives and Humanitarian Relief

DoD Directive 2205.2, “Humanitarian and Civic Assistance (HCA) Provided in Conjunction with
Military Operations,” October 6, 1994

Section 8009 of Public Law 107-248, “The Department of Defense Appropriations Act for Fiscal
Year 2003,” October 23, 2002

Executive Order 12163, Administration of Foreign Assistance and Related Functions, September
29, 1979 22

DoD 5105.65-M, “FMS Case Reconciliation and Closure Manual,” August 11, 2004

Section 168 of title 10, United States Code, Military-To-Military Contacts and Comparable
Activities

Under Secretary of Defense (Acquisition, Technology, and Logistics) memorandum, June 02,
2005, subject: “Investment Review Process Overview and Concept for Operation for Investment
Review Boards”

Section 2222 of title 10, United States Code, Defense business systems: architecture,
accountability, and modernization

22 For information Visit
www.archives.gov/federal_register/codification/executive_order/12163.html
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ACRONYMS

Abbreviation
AA&E
ACC
ACDA
ACOTA
ACSA
ACSS
ADL
ADM
ADP
ADUSD(TP)
AECA
AFI
AFJMAN
AFP
AFR
AFSAC
AFSAT
AGE
AID or USAID
AlG
AlK
ALP
AMC
AMRAAM
AO
AOR
APO
APOD
APOE
AR
AR
ASD(APSA)
ASD(GSA)
ASD(HD&ASA)

ASD(ISA)

DoD 5105.38-M, October 3, 2003

Meaning
Arms, Ammunition and Explosives
Accelerated Case Closure
Arms Control and Disarmament Agency
African Contingency Operations Training and Assistance
Acquisition and Cross-Servicing Agreement
Africa Center for Strategic Studies
Advanced Distance Learning
Administration and Management (DSCA Business Operations)
Automated Data Processing
Assistant Deputy Under Secretary of Defense - Transportation Policy
Arms Export Control Act
Air Force Instruction
Air Force Joint Manual
Annual Funding Plan
Africa Region
Air Force Security Assistance Center
Air Force Security Assistance Training
Aerospace Ground Equipment
(United States) Agency for International Development
Address Information Group
Assistance-in-Kind
Aviation Leadership Program
Air Mobility Command
Advanced Medium-Range Air-to-Air Missiles
Action Officer
Area of Responsibility
Army Post Office
Aerial Port of Debarkation
Aerial Port of Embarkation
American Republic Region
Army Regulation
Assistant Secretary of Defense for Asian and Pacific Security Affairs
Assistant Secretary of Defense for Global Security Affairs

Assistant Secretary of Defense for Homeland Defense and Americas’
Security Affairs

Assistant Secretary of Defense for International Security Affairs
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Abbreviation
ASD(ISP)
ASD(LA)
ASD(NII)
ASD(RA)
ASD(SO/LIC)

ASD(SO/LIC-CN)

ASDA
AT
ATEA
ATMG
BATFE
BEQ
BOQ
BOS
BPR
C4ISR

CAO
CAS
CBA
CBJ
CBL
CBS
CBSR
CCB
CCBL
CCIF
CDTS
CE
CEMIS
CETS
CFD
CFM
CFS
CHDS
CIA

DoD 5105.38-M, October 3, 2003

Meaning
Assistant Secretary of Defense for International Security Policy
Assistant Secretary of Defense for Legislative Affairs
Assistant Secretary of Defense for Networks and Information Integration
Assistant Secretary of Defense for Reserve Affairs

Assistant Secretary of Defense for Special Operations/Low Intensity
Conflict

Assistant Secretary of Defense for Special Operations/Low Intensity
Conflict/Counter-Narcotics

Automated State Department Approval

Anti-Tamper

(DoD) Anti-Tamper Executive Agent

Arms Transfer Management Group

Bureau of Alcohol, Tobacco, Firearms, and Explosives
Bachelor Enlisted Quarters

Bachelor Officers’ Quarters

Base Operating Support

Business Process Reengineering

Command Control Communications Computers Intelligence Surveillance
and Reconnaissance

Collateral Action Officer

Contract Administration Services

Commercial Banking Account

Congressional Budget Justification

Commercial Bill of Lading

Commercial Buying Service

Census Bureau Shipment Report

Configuration Control Board

Collect Commercial Bill of Lading

Combatant Command Initiative Fund
Counter-Drug Training Support

Central Command

Case Execution Management Information System
Contractor Engineering Technical Services
Country Finance Director

Country Financial Management (DSCA Business Operations)
Contract Field Services

Center for Hemispheric Defense Studies

Central Intelligence Agency
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Abbreviation
CIF
CIO
CJCS
CJcsl
CLSSA
CMP
COCOM
CODEL
COM
COMSEC
CONUS
COR
CORCOM
CPD
CPI
CRA
C-SEAP
CSP
CST
CTR
CTFP
CUl
DASA DEC

DBO
DCA
DCAA
DCC
DCMA
DCS
DDA
DELG
DELP
DEPSECDEF
DESC
DFARS
DFAS
DGR

DoD 5105.38-M, October 3, 2003

Meaning
Cost, Insurance and Freight
Chief Information Officer
Chairman of the Joint Chiefs of Staff
Chairman of the Joint Chiefs of Staff Instruction
Cooperative Logistics Supply Support Arrangement
Comptroller (DSCA Business Operations)
Combatant Command
Congressional or Congressional Staff Delegation
Chief of Mission (U.S. Diplomatic Mission)
Communications Security
Continental United States
Contracting Officer’s Representative
EDA Coordinating Committee
Country Program Director
Critical Program Information
Continuing Resolution Authority
Cadet Semester Exchange Abroad Program
Concurrent Spare Parts
Caribbean Support Tender
Cooperative Threat Reduction
Combating Terrorism Fellowship Program
Controller Unclassified Information

Deputy Assistant Secretary of the Army for Defense Exports and
Cooperation

DSCA Directorate of Business Operations
Defense Cooperation in Armaments
Defense Contract Audit Agency

Direct Commercial Contracts

Defense Contract Management Agency
Direct Commercial Sale

Designated Disclosure Authority

Defense Export Loan Guarantee

Defense English Language Program
Deputy Secretary of Defense

Defense Energy Support Center

Defense Federal Acquisition Regulation Supplement
Defense Finance and Accounting Service
Designated Government Representative
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Abbreviation
DIA
DIADS
DIC
DIFS
DIMO
DISA
DISAM
DISCO
DISP
DLA
DLAI
DLIELC
DLIS
DMS
DoC
DoD
DoDD
DoDFMR
DoDlI
DoDIG
DoS
DoS (ISN/MTR)

DoS (PM)

DoS (PM/DDTC)
DoS (PM/RSAT)
DoT

DPDS

DRB

DRMO

DRMS

DSADC
DSAMS

DSCA

DSS

DTC

DTRA

DTS

DoD 5105.38-M, October 3, 2003

Meaning
Defense Intelligence Agency
DSCA IMET Allocation Database System
Defense Industrial Cooperation
Defense Integrated Financial System
Defense Institute of Medical Operations
Defense Information Systems Agency
Defense Institute of Security Assistance Management
Defense Industrial Security Clearance Office
Defense Industrial Security Program
Defense Logistics Agency
Defense Logistics Agency Instruction
Defense Language Institute English Language Center
Defense Logistics Information Service
Defense Message System
Department of Commerce
Department of Defense
Department of Defense Directive
Department of Defense Financial Management Regulation
Department of Defense Instruction
Department of Defense Inspector General
Department of State

Department of State, Bureau of International Security and
Nonproliferation/Office of Missile Threat Reduction

Department of State (Bureau of Political and Military Affairs)
Department of State - Directorate of Defense Trade Controls
Department of State - Office of Regional Security and Arms Transfer Policy
Department of Transportation

Defense Property Disposal Service

Defense Resources Board

Defense Reutilization and Marketing Office

Defense Reutilization and Marketing Service

Defense Security Assistance Development Center

Defense Security Assistance Management System

Defense Security Cooperation Agency

Defense Security Service

Delivery Term Code

Defense Threat Reduction Agency

Defense Transportation System
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Abbreviation
DTSA
DTSI
DUSD(PS)
DVOT
DWCF
DX
E.O.
EACC
EAP
ECL
EDA
EEE
E-IMET
EIPC
ELT
ENDP
EOQ
EPG
ESF
ETSS
EU
EUM
EUR
FAA
FAD
FAR
FAW
FDS
FFB
FICS
FM
FMC
FMCS
FMF
FMS
FMS ADMIN
FMSCR
FMSO

DoD 5105.38-M, October 3, 2003

Meaning
Defense Technology Security Administration
Defense Trade Security Initiative
Deputy Under Secretary of Defense (Policy Support)
Distinguished Visitor Orientation Tours
Defense Working Capital Fund
Direct Exchange
Executive Order
Enhanced Accelerated Case Closure
East Asia and Pacific Region
English Comprehension Level
Excess Defense Article
Emergency, Extraordinary Expenses
Expanded International Military Education and Training
Enhanced International Peacekeeping Capabilities
English Language Training
Exception to National Disclosure Policy
Economic Order Quantity
European Participating Governments
Economic Support Fund
Extended Training Service Specialist
European Command
End-Use Monitoring
European Region
Foreign Assistance Act
Force Activity DesigNATOr
Federal Acquisition Regulation
Financial Analysis Worksheet
Foreign Disclosure System
Federal Financing Bank
FMS Integrated Control System
Financial Management
Full Mission Capable
Foreign Military Construction Services
Foreign Military Financing
Foreign Military Sales
Foreign Military Sales Administrative (Fund)
Foreign Military Sales Credit
Foreign Military Sales Order
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Abbreviation
FOB
FOIA
FORDTIS
FPO
FPS
FRB
FRS
FSC
FSG
FSN
FTD
FTE
FSP
FVS
FY
FYDP
FYPA
GAO
GBL
GC
GEBAT
GEOINT
GFE
GFM
GPS-PPS
GRE
GSA
GSOMIA
GWOT
HA
HA/MA
HAC
HAO
HAP
HAPC
HAP-EP
HASC
HAZMAT

DoD 5105.38-M, October 3, 2003

Meaning
Free On Board
Freedom of Information Act
Foreign Disclosure and Technical Information System
Fleet Post Office
Financial Policy and Support (DSCA Business Operations)
Federal Reserve Bank
Federal Reserve System
Federal Supply Classification
Federal Supply Group
Foreign Service National
Field Training Detachment
Field Training Exchanges
Field Studies Program (formerly IP — Informational Program)
Foreign Visit System
Fiscal Year
Future Years Defense Program
Fiscal Year Planning Assessment
General Accounting Office
Government Bill of Lading
General Counsel
Government Excess Baggage Authorization Ticket
Geospatial-Intelligence
Government Furnished Equipment
Government Furnished Materiel
Global Positioning System — Precise Positioning System
Graduate Record Examination
General Services Administration
General Security of Military Information Agreements
Global War on Terrorism
Humanitarian Assistance
Humanitarian Assistance and Mine Action
House Appropriations Committee
Humanitarian Assistance Other
Humanitarian Assistance Program
Humanitarian Assistance Policy Committee
Humanitarian Assistance Program - Excess Property
House Armed Services Committee
Hazardous Materiel
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Abbreviation
HCA
HDR
HFAC
HIV
IAAFA
ICASS
ICP
IEMP
ILCO
ILS
IMC
IMET
IMF
IMSO
INCLE
IPL
IPO
IRRD
ISAN
ISR
ISTL
IT
ITAR
ITO
JCET
JCS
JFTR
JLOC
JMPAB
JR
JSAT
JTR
JVI
LAA
LO/CLO
LOA
LOAD
LOI

DoD 5105.38-M, October 3, 2003

Meaning
Humanitarian and Civic Assistance
Humanitarian Daily Rations
House Foreign Affairs Committee
Human Immunodeficiency Virus
Inter-American Air Forces Academy
International Cooperative Administrative Support Services
Inventory Control Point
International Engine Management Programs
International Logistics Control Office
Integrated Logistics Support
Internal Management Control
International Military Education and Training
International Monetary Fund
International Military Student Officer
International Narcotics Control and Law Enforcement
Integrated Priority List
(Navy) International Programs Office
Issue Release and Receipt Documents
International Security Assistance Network
Industrial Security Regulation
Integrated Standardized Training List
Information Technology
International Traffic in Arms Regulations
Invitational Travel Orders
Joint Combined Exchange Training
Joint Chiefs of Staff
Joint Federal Travel Regulations
Joint Logistics Operations Center
Joint Materiel Priorities and Allocation Board
Joint Regulation
Joint Security Assistance Training (Regulation)
Joint Travel Regulations
Joint Visual Inspection
Limited Access Authorization
Low Observable/Counter Low Observable
Letter of Offer and Acceptance
Letter of Offer and Acceptance Data
Letter of Intent
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Abbreviation
LOR
LPA
LRC
LSC
LSE
LTD
MANPADS
MAP
MAPAD
MAPEX
MAPOM
MARAD
MASFEX
MASL
MDA
MDE
MEDEVAC
MET
MFA
MFP
MFR
MIA
MILDEP
MILSTRIP
MIMEX
MIRR
MISWG
MLA
MNS
MOA
MOD
MOS
MOU
MPA
MPP
MREs
MRI
MS

DoD 5105.38-M, October 3, 2003

Meaning
Letter of Request
Legislative and Public Affairs
Logistics Readiness Center (Chairman of the Joint Chiefs of Staff)
Logistics Support Charge
Logistics Support Expense
Language Training Detachments
Man-Portable Air Defense System
Military Assistance Program
Military Assistance Program Address Directory
Military Assistance Program Excess
MAP-Owned Materiel
Maritime Administration
Military Assistance Service Funded Excess
Military Articles and Services List
Missile Defense Agency
Major Defense Equipment
Medical Evacuation
Mobile Education Team
Ministry of Foreign Affairs
Major Force Program
Memorandum for Record
Missing in Action
Military Department
Military Standard Requisitioning and Issue Procedures
Major Item Material Excess
Materiel Inspection and Receiving Report
Multinational Industrial Security Working Group
Manufacturing Licensing Agreements
Mission Needs Statement
Memorandum of Agreement
Ministry of Defense
Months
Memorandum of Understanding
Military Personnel Account
Mission Program Plan
Meals-Ready-to-Eat
MILSTRIP Routing Identifier
Mission Sustainment
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Abbreviation
MSP
MSC
MTCR
MTDS
MTT
NACSI
NAD
NADR
NAMSA
NATO
NAVICP
NAVINST
NAVSCIATTS
NC
NCB
NDP
NDPC
NDPS
NDU
NESA
NESA
NETSAFA
NGA
NIIN
NIPO
NISP
NISPOM
NIST
NO
NOA
NR
NSA
NSAS
NSC
NSDD
NSN
NSSC
NVD

DoD 5105.38-M, October 3, 2003

Meaning
Mission Strategic Plan
Military Sealift Command
Missile Technology Control Regime
Manpower and Travel Data Sheet
Mobile Training Team
National Communication Security Instruction
National Armaments Director
Nonproliferation, Anti-Terrorism, Demining, and Related Programs
NATO Maintenance and Supply Agency
North Atlantic Treaty Organization
Naval Inventory Control Point
Navy Instruction
Naval Small Craft Instruction and Technical Training School
Nonrecurring Cost
National Codification Bureau
National Disclosure Policy
National Disclosure Policy Committee
National Disclosure Policy System
National Defense University
Near East and South Asia Region
Near East South Asia Center for Strategic Studies
Naval Education and Training Security Assistance Field Activity
National Geospatial-Intelligence Agency
National Item Identification Number
Navy International Programs Office
National Industrial Security Program
National Industrial Security Program Operating Manual
National Institute of Standards and Technology
Northern Command
Notice of Availability
Non Regional
National Security Agency
National Security Assistance Strategy
National Security Council
National Security Decision Directive
National Stock Number
Notice of Supply and/or Service Completion
Night Vision Device
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Abbreviation
O&M
OA
OBL
OC-ALC
OCONUS
OoDS
OED
OFDA
OGC
OHDACA
oJT
OMB
OPI
OPR
ORC
ORD
ORF
OSD
OSP
oT
OT&E
P&A
PA
PA
PAO
PBAS
PC&H
PCC
PCCSG/HMA
PCH&T
PCS
PD
PDA
PDF
PDLI
PDM
PEC
PEM

Meaning
Operations and Maintenance
Obligational Authority
Ocean Bill of Lading
Oklahoma Air Logistics Center
Outside the Continental United States
Ozone Depleting Substance
Offer Expiration Date
Office of Foreign Disaster Assistance
DSCA Office of General Counsel
Overseas Humanitarian, Disaster and Civic Air
On-The-Job Training
Office of Management and Budget
Oral Proficiency Interviews
Office of Primary Responsibility
Offer Release Code
Operational Requirements Document
Official Representation Funds
Office of the Secretary of Defense
Offshore Procurement
Orientation Tour
Operational Test and Evaluation
Price and Availability
Pacific Command
Procurement Appropriation
Primary Action Officer
Program Budget Allotment System
Packing, Crating, and Handling
Policy Coordinating Committee

DoD 5105.38-M, October 3, 2003

Policy Coordinating Committee Subgroup on Humanitarian Mine Action

Packing, Crating, Handling, and Transportation
Permanent Change of Station

Presidential Determination

Principal Disclosure Authority

Portable Document Format

Project Directive Line Item

Program Decision Memorandum

Pricing Element Code

Program Element Monitor
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Abbreviation
PFP
PKO
PLAD
PM
PM/RSAT

PME
PML
PMO
POC
POD
POE
POM
POTUS
POW
PPBS
PPR
PROS
PWS
QAT
QOL
R&D
RCN
RCS
RDT&E
RFP
RIM
RM
RSI
SA
SA
SAAM
SAARMS
SAC
SAF/IA
SAMM
SAN
SANG

DoD 5105.38-M, October 3, 2003

Meaning
Partnership for Peace
Peace Keeping Operations
Plain Language Address DesigNATOTr
Program Manager

Bureau of Political-Military Affairs/Office of Regional Security and Arms
Transfers

Professional Military Education

Program Management Line

Program Management Office

Point of Contact

Port of Debarkation

Port of Embarkation

Program Objective Memorandum

President of the United States

Prisoner of War

Planning, Programming, and Budgeting System
Positions of Prominence Report

Parts and Repair Ordering System

Performance Work Statement

Quality Assurance Team

Quality of Life

Research and Development

Record Control Number

Reports Control Symbol

Research, Development, Test & Evaluation
Request for Proposal

Retainable Instructional Materials

Resource Management

Rationalization, Standardization, and Interoperability
Security Assistance

Specialized English Training Advised

Special Assignment Airlift Mission

Security Assistance Automated Resource Management Suite
Senate Appropriations Committee

Secretary of the Air Force for International Affairs
Security Assistance Management Manual
Security Assistance Network

Saudi Arabia National Guard
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Abbreviation
SAPRWG
SASC
SAT
SATFA
SBA
SBLC
SC
SC
SCETWIG
SCO
SCI
SCIP
SDAF
SDDC
SDI
SDR
SECDEF
SECSTATE
SED
SET
SFRC
SHAPE
SME
SNAP
SO
SO/LIC
SOF
SOFA
SOwW
SPAN
SPO
SR
STL
SVI
TA
TAA
TAC
TAD
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Meaning
Security Assistance Planning and Review Working Group
Senate Armed Services Committee
Security Assistance Team
Security Assistance Training Field Activity
Special Billing Arrangement
Standby Letter of Credit
Source Code
Security Cooperation
Security Cooperation Education and Training Workgroup
Security Cooperation Organization/Officer
Special Compartmented Information
Security Cooperation Information Portal
Special Defense Acquisition Fund
(Military) Surface Deployment and Distribution Command
Strategic Defense Initiative
Supply Discrepancy Report
Secretary of Defense
Secretary of State
Shipper’s Export Declaration
Specialized English Training
Senate Foreign Relations Committee
Supreme Headquarters Allied Powers, Europe
Significant Military Equipment
Simplified Nonstandard Acquisition Process
Southern Command
Special Operations/Low Intensity Conflict
Special Operations Forces
Status of Forces Agreement
Statement of Work
DoD Security Policy Automation Network
Systems Program Office
Specialized English Training Required
Standardized Training List
Single Vendor Integrity
Type of Assistance
Technical Assistance Agreement
Type of Address Code
Temporary Additional Duty
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Abbreviation
TAFT
TAR
TAT
TBC
TCG
TCN
TDP
TDR
TDY
TL
TLA
TLW
TMS
TOEFL
TOR
TOW-2B
TPA
TPS
TRANSCOM
u.s.
U.S.C.
UAV
UCMJ
ULO
UMMIPS
UN
UND
UNLOA
UPT
USAF
USAMMA
USAREUR
USARPAC
USASAC
USCENTCOM
USCG
USD(AT&L)
USD(C)
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Meaning
Technical Assistance Field Team
Team After-Action Review
Technical Assistance Team
Transportation Bill Code
Technical Coordinating Group
Transportation Control Number
Technical Data Package
Transportation Discrepancy Report
Temporary Duty
Termination Liability
Travel and Living Allowance
Termination Liability Worksheet
Training Management System
Test of English as a Foreign Language
Term of Reference
Tube-Launched, Optically-Tracked, Wire-Guided Missile
Total Package Approach
Technology Protection System
U.S. Transportation Command
United States
United States Code
Unmanned Aerial Vehicle
Uniform Code of Military Justice
Unliquidated Obligation
Uniform Material Movement and Issue Priority System
United Nations
Urgency of Need DesigNATOr
United Nations Letters of Assist
Undergraduate Pilot Training
United States Air Force
United States Army Medical Materiel Agency
United States Army - Europe
United States Army - Pacific
United States Army Security Assistance Command
United States Central Command
United States Coast Guard
Under Secretary of Defense for Acquisition, Technology, and Logistics
Under Secretary of Defense, Comptroller
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Abbreviation
usD(l)
USD(P)
USDR
USEUCOM
USG
USJFCOM
USMC
USML
USN
USPACOM
USPS
USSOCOM
USSOUTHCOM
USTRANSCOM
V&A
WAAS
WCF
WCN
WHINSEC
WHS
WIF
WMD
WPOD
WPOE
WSLO

Meaning
Under Secretary of Defense for Intelligence
Under Secretary of Defense for Policy
United States Defense Representative
United States European Command
United States Government
United States Joint Forces Command
United States Marine Corps
United States Munitions List
United States Navy
United States Pacific Command
United States Postal Service
United States Special Operations Command
United States Southern Command
United States Transportation Command
Valuation and Availability
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Washington Headquarters Services Allotment Accounting System

Working Capital Fund
Worksheet Control Number

Western Hemisphere Institute for Security Cooperation

Washington Headquarters Services
Warsaw Initiative Fund

Weapons of Mass Destruction
Water Port of Debarkation

Water Port of Embarkation
Weapons System Logistics Officer
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Cl. CHAPTER 1

SECURITY ASSISTANCE OVERVIEW

C1.1. SECURITY ASSISTANCE PROGRAMS

C1.1.1. Definition and Purpose. Security Assistance is a group of programs, authorized by
law, that allows the transfer of military articles and services to friendly foreign Governments.
Security Assistance transfers may be carried out via sales, grants, leases, or loans and are
authorized under the premise that if these transfers are essential to the security and economic
well-being of allied Governments and international organizations, they are equally vital to the
security and economic well-being of the United States (U.S.). Security Assistance programs
support U.S. national security and foreign policy objectives. They increase the ability of our
friends and allies to deter and defend against possible aggression, promote the sharing of
common defense burdens, and help foster regional stability. Security Assistance can be the
delivery of defense weapon systems to foreign Governments; U.S. Service schools training
international students; U.S. personnel advising other Governments on ways to improve their
internal defense capabilities; U.S. personnel providing guidance and assistance in establishing
infrastructures and economic bases to achieve and maintain regional stability; etc. When we
assist other nations in meeting their defense requirements, we contribute to our own security.

C1.1.2. Types of Security Assistance. Table C1.T1. outlines some of the major types of
Security Assistance and identifies the department (Department of Defense or Department of
State (DoS)) that administers the program. Each program or activity is described in more detail
in later chapters of this Manual.

Table C1.T1. Major Types of Security Assistance Programs

Type of Security Assistance Program Administered by:

1 Foreign Military Sales (FMS) DoD
2 Foreign Military Construction Services (FMCS) DoD
3 Foreign Military Sales Credit (FMSCR) DoD
4 Leases DoD
5 Military Assistance Program (MAP) DoD
6 International Military Education and Training (IMET) DoD
7 Drawdown DoD
8 Economic Support Fund DoS
9 Peace Keeping Operations (PKO) DoS
10 International Narcotics Control and Law Enforcement DoS

(INCLE)
1 Nonproliferation, Anti-Terrorism, Demining, and Related DoS

Programs (NADR)
12 Commercial Export Sales Licensed Under the Arms Export DoS

Control Act (AECA) of 1976, as amended (reference (c))
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C1.2. AUTHORITIES FOR SECURITY ASSISTANCE

C1.2.1. Leqislative Authorities for Security Assistance Security Assistance authorizations
and appropriations are provided primarily under three public laws: the Foreign Assistance Act
(FAA) of 1961, as amended (reference (b)); the Arms Export Control Act (AECA) of 1976, as
amended (reference (c)); and annual appropriations acts for Foreign Operations, Export
Financing and Related Programs. Each year, the Administration submits a Security Assistance
appropriations budget request as part of the President’s budget submission. The Administration
may also request legislative amendments to authorization laws from Congress. Congress
reviews the request, authorizes and appropriates funds, and enacts necessary legislative
amendments for carrying out Security Assistance programs. Standing authorizations relate to
programs 1-7 shown in Table C1.T1. Programs 3, 5, 6, 8, 9, 10, and 11 are U.S. Government
(USG)-financed programs that require annual appropriations from Congress. Appropriations
may also be requested to reimburse the Department of Defense for the value of items furnished
under Military Assistance Drawdown. In the event appropriations are not enacted prior to the
beginning of the fiscal year, essential activities are usually carried out under a Continuing
Resolution Authority (CRA). The CRA is a temporary or stopgap appropriation made by
Congress.

C1.2.2. Annual Legislative Initiatives for Security Assistance. Each year the Defense
Security Cooperation Agency (DSCA) solicits input from the Military Departments (MILDEPS),
other defense agencies, and Combatant Commands, through the Chairman of the Joint Chiefs of
Staff, regarding the upcoming year’s Security Assistance legislative initiatives. These initiatives
are reviewed for submission within the Administration’s proposed annual foreign aid and
defense legislation. DSCA forwards its legislative proposals to the Office of the General
Counsel, Department of Defense (OGC, DoD) for departmental and interagency coordination.
The OGC, DoD submits the initiatives to the Office of Management and Budget (OMB) for
approval prior to submission to Congress.

C1.2.3. Executive Orders for Security Assistance. Detailed Security Assistance requirements
are also found in Executive Order (E.O.) 11958 (reference (e)). This Executive Order allocates
authority and responsibility for Security Assistance principally to the Secretary of Defense and
the Secretary of State. The Secretary of Defense authority is further delegated to the
Undersecretary of Defense, Policy (USD(P)) and to the Director, DSCA, in DoD Directive
5105.65 (reference (a)).

C1.2.4. Requlations and Manuals for Security Assistance.

C1.2.4.1. Security Assistance activities must be in compliance with law, this Manual and
additional policy guidance issued by DSCA, the Secretary of Defense, and the Secretary of State.
Implementing Agencies may supplement this Manual with internal regulations or policy
guidance covering details unique to their organizations. Supplements must be consistent with
this Manual. Information copies of the supplements must be sent to DSCA (Strategy
Directorate).

C1.2.4.2. Other DoD regulations and manuals that cover specific program details relating
to Security Assistance are referenced throughout this Manual. Identify any inconsistencies
between these regulations and this Manual to DSCA (Strategy Directorate) for resolution.

36 CHAPTER 1



DoD 5105.38-M, October 3, 2003

C1.3. PLANNING FOR SECURITY ASSISTANCE

C1.3.1. General. Long-range Security Assistance planning assists friendly and allied
Governments to identify and assess their military capabilities and requirements. The USG
welcomes consultation with friends and allies regarding planning to meet their defense needs or
to undertake research, development, production, and logistics support programs of mutual
interest. Information obtained through consultation is important in the planning process and
helps ensure orderly program implementation.

C1.3.1.1. The necessary planning for follow-on support, training, and other elements of
continuity should accompany the transfer of end-items. The “total package approach” ensures
items can be operated and maintained in the future.

C1.3.1.2. DoD Security Assistance planning activities must be consistent with U.S.
military strategic plans and objectives, policy guidance issued by the Secretary of Defense and
policy guidance issued by the Secretary of State. See DoD Directive 5132.03 (reference (f)).

C1.3.2. Responsibilities for Security Assistance The primary responsibilities for Security
Assistance planning are quoted from the corresponding document (if applicable) below.

C1.3.2.1. Defense Security Cooperation Agency (DSCA). “Direct, administer, and
provide overall policy guidance for the execution of security cooperation and additional DoD
programs....” DoD Directive 5105.65 (reference (a)).

C1.3.2.2. Chairman of the Joint Chiefs of Staff. “Provide implementation guidance for
military plans and programs and provide the Secretary of Defense with military advice
concerning security assistance programs, actions, and activities security cooperation” DoD
Directive 5132.03 (reference (f)).

C1.3.2.3. Combatant Commands. “Develop campaign plans, as appropriate, to conduct
security cooperation programs and activities...” See DoD Directive 5132.03 (reference (f))

C1.3.2.4. Military Departments (MILDEPSs) and Other Implementing Agencies.
MILDEPs and other Implementing Agencies provide information for Security Assistance
planning (e.g., information related to production capacity).

C1.3.2.5. Security Cooperation Organizations (SCOs). “...evaluation and planning of the
host Government’s military capabilities and requirements;...” FAA, section 515(a) (reference

(b)).

C1.3.2.6. Secretary of State. “...the continuous supervision and general direction of
economic assistance, military assistance, military education and training, including ...
determining whether there shall be a security assistance program and the value thereof, to the end
that such programs are effectively integrated both at home and abroad, and that the foreign
policy of the United States is best served thereby.” FAA, section 622(c) reference (b).

C1.3.2.7. Foreign Government. Foreign Governments determine their security objectives
based on their own priorities.
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C1.3.3. Planning Considerations for Security Assistance. Security Assistance planning
capability varies from country-to-country. Crises, conflicts, and other events may change
program direction and overall financing options.

C1.3.3.1. Security Assistance plans consider the economic capabilities of the foreign
Government, the support provided by third parties, and the overall U.S. and regional
conventional arms transfer policies. The amount and type of military equipment that a country
can support is also considered. Security Assistance plans emphasize the country’s capabilities to
organize, employ, and manage national resources allocated to defense. Plans should be
consistent with overall political, economic, technological, and national security goals of the
United States.

C1.3.3.2. A “needs assessment” is a critical part of long-range Security Assistance plans.
The assessment lists items that the country team believes necessary to maintain the country’s
defense.

C1.3.3.3. Discussions and correspondence between DoD representatives and foreign
officials on the development of plans, programs, and related data are conducted with the mutual
understanding that the discussions do not constitute or imply any commitment on the part of the
United States.

C1.3.4. Planning Activities and Tools. Several tools exist to aid the Security Assistance
planning process.

C1.3.4.1. Military Assistance Budget Process. For the purposes of this section, military
assistance is defined as Foreign Military Financing (FMF) and International Military Education
and Training (IMET). The Military Assistance Budget is under the direct purview of the DoS
and is included in its International Affairs Budget request to OMB. The Secretary of State is the
final authority on what funding levels are included in the DoS budget request. Military
assistance funding, appropriated by the U.S. Congress, is provided to the Department of Defense
by the DoS to execute the authorities in FAA, sections 503(a) and 541 (reference (b)) and
AECA, section 23 (reference (c)). Military assistance funding is administered by DSCA.

C1.3.4.1.1. Military Assistance Budget Call. Within the DoS, the Bureau of Political
and Military Affairs (DoS (PM)) is the focal point for the Military Assistance Budget. DoS
(PM) issues the budget call to DSCA and sets the deadline for the budget submission. Upon
receipt of the budget call, DSCA (Legislative and Public Affairs Office) sends a cable to all
SCOs, Combatant Commands, and the Chairman of the Joint Chiefs of Staff providing details of
the budget call.

C1.3.4.1.2. Strategic Guidance and Priorities. The Secretary of Defense’s guidance
serves as the overarching strategic guidance for FMF and IMET Budget development. Approved
regional Combatant Command plans are also used in developing the annual FMF and IMET
Budget recommendation. FMF and IMET Budget requests should reflect the Secretary of
Defense’s strategic priorities as funding constraints exist with any budgetary process and
resources are not limitless.
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C1.3.4.1.3. Mode of Military Assistance Budget Submissions. Budget requests are
submitted and maintained using the FMF and IMET Budget Formulation and Submission Tool
via the World Wide Web. The web tool provides a central, on-line repository of FMF and IMET
budgetary data that provides a timely, efficient, and visible method for budget development and
subsequent reporting. SCOs that have difficulty accessing the web tool may submit their data via
another mode for import into the web tool. SCOs should submit requests to use the alternate
mode to the appropriate Combatant Command who requests approval from DSCA.

C1.3.4.1.4. Scope of Military Assistance Budget Submissions. Military Assistance
funding is a key tool in promoting foreign policy and national security objectives. As such, it is
imperative, based on the congressionally mandated National Security Assistance Strategy
(NSAS) reporting, that DSCA incorporate a long-term strategy into the Military Assistance
Budget process. Therefore, budget submissions incorporate the following elements: 5 years of
out-year program requirements; objective-oriented input detailing what needs to be accomplished
and why, how long it takes, and the desired end state; justifications that detail what is required in
the way of materiel and/or services and why this is critical in meeting the stated objective;
measurement of how effective past funding has been in meeting objectives; prioritization of
requirements; and funding requests that are consistent with the purpose of the source of funding
being sought.

C1.3.4.1.5. Military Assistance Budget Call and the DoS Mission Program Plan
(MPP). The SCO’s FMF and IMET Budget requests should reflect the Department of Defense’s
views. The MPP reflects the Chief of Mission's (COM’s) views on required funding, which may
differ from the SCO’s views. The MPP input is tasked separately by the DoS. The SCO
provides the data it compiled for the FMF and IMET Budget as input to any tasking it may
receive for the MPP.

C1.3.4.1.6. Factors Influencing Final Military Assistance Budgetary Funding
Recommendations. There are many factors that impact decisions that result in the final DoD
funding recommendations provided to the DoS. They include: fiscal constraints; policy and
political concerns; sanctions; absorption capability (IMET); schoolhouse capacity (IMET); and
effective and efficient use of previously provided funding.

C1.3.4.1.7. Channels and Notional Timeline of Military Assistance Budget
Submissions. Table C1.T2. outlines the organizational chain and notional timeline for budget
submissions. An actual timeline is provided via electronic mail (e-mail) and posted on the web
site as each annual budget cycle approaches. Organizational submission dates must be met in
order for the annual DoD funding recommendation to arrive at the DoS by the deadline.
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Table C1.T2. Channels and Notional Timeline for Military Assistance Budget Submissions

Date Action

. DSCA requests the SCOs to prepare their annual FMF and IMET Budget submissions.
Mid December h
SCOs formulate their budget requests.
SCOs submit their budget requests to the Combatant Commands, who review and modify
the SCOs requests, as required, to address DoD requirements.
Combatant Commands submit budget data to the Chairman of the Joint Chiefs of Staff,
who reviews and ensures DoD requirements are accurately addressed.
Combatant Commands submit budget data to DSCA. DSCA and the Office of the
Secretary of Defense (OSD) Policy Regional offices review the Chairman of the Joint
Chiefs of Staff submission and make adjustments as necessary to address other factors that
influence final budgetary funding recommendations.
Late March DSCA conducts “roundtable” discussions with Combatant Commands and the Joint Staff.

DSCA coordinates and prepares budget recommendation package for the Deputy Secretary
of Defense.

Late April DSCA submits DoD budget recommendation to the DoS.

Late January

Late February

Early March

Early April

C1.3.4.2. Security Assistance Survey Teams. When requested by a country, teams
conduct surveys in-country to review military capabilities and to make recommendations for
meeting Security Assistance objectives. These teams generally are funded by an FMS case and
include USG personnel as well as representatives of the host country, commercial contractors,
etc. A comprehensive survey of a country’s military capabilities may be requested to provide a
baseline for a new program. Surveys may also be conducted as part of an ongoing program to
address specific needs. Types of surveys include defense requirements surveys, site surveys,
general surveys or studies, and engineering assessment surveys. Figure C1.F1. provides
information regarding survey teams, their roles, and reporting requirements. Logistics
conferences for program definition are excluded from these requirements.

C1.3.4.3. Materiel Notices. Materiel notices inform countries of events that impact their
ability to acquire or support an item through FMS. They normally call for submission of a Letter
of Request (LOR) officially requesting the items or associated support. Implementing Agencies
prepare notice messages or letters when U.S. production of an item is scheduled to end or the
United States is making a periodic buy of items that may have foreign demand. The
Implementing Agency coordinates proposed notices with the involved DoD Components and
then with DSCA (who in turn coordinates with the DoS) prior to release. Correspondence
includes rationale for issuing the notification, the deadline for receipt of an LOR, and the final
date for acceptance of the Letter of Offer and Acceptance (LOA). Notices are sent only to
countries that have shown interest in the items and are eligible to purchase the items under the
National Disclosure Policy (NDP) as implemented in DoD Directive 5230.11 (reference (h)).
“Interest” includes previous purchase (via FMS or commercial), request for Price and
Availability (P&A) data, or purchase of related weapon systems that use the items. See Chapter
6, paragraph C6.4.7. for information on System Support Buyouts.
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Figure C1.F1. Security Assistance Survey Teams

Security Assistance Survey Teams (AECA, Section 26 (Reference (c)))
I. General

A. The Assistant Secretary of Defense for International Security Affairs (ASD(ISA)) coordinates DoD actions
on surveys to assess country or international organization capabilities and future needs. This includes the
interface with the DoS and other agencies. Survey actions, including personnel details, are also coordinated
with the Joint Staff and DSCA.

B. The decision to dispatch a survey team includes an assessment of U.S. and country impact on funding for
the program on which the survey is conducted, the program’s regional arms control implications, interface with
current arms sales policies, and pertinent data beyond strictly military considerations, such as human rights
factors. This information is reflected in the Terms of Reference (TORs) developed by the combatant
command/lead agency and provided to the team.

C. Teams normally are led by the Department of Defense with the DoS invited to provide a deputy team chief
of roughly comparable rank. MILDEP affiliation is determined by the survey purpose. For surveys to meet a
requirement rather than to evaluate overall capabilities, the lead agency is identified during initial staffing of the
requirement. When a joint team is required, the team chief is determined on the basis of the MILDEP having
predominant interest. DoD participation is limited to the minimum number required to effectively gather the
technical information necessary to ensure the success of the survey. The Secretary of State has the final
authority to rule on the survey team participation by agencies other than the Department of Defense, although
these decisions normally are reached by DoD/DoS consensus. Concerns of other agencies are carefully
considered in determining team composition.

D. DSCA, based on AECA, section 26(b) (reference (c)) and as part of the overall AECA, section 36(a)
(reference (c)) quarterly report to Congress, includes a list of Security Assistance surveys authorized during the
preceding calendar quarter. The report includes the following information: country surveyed, dates of survey,
purpose of survey, and number of USG personnel participating.

1. The lead MILDEP is responsible for submitting the report to DSCA (Business Operations) no later than
30 days after the end of each quarter. The report identifies Security Assistance surveys conducted during
the preceding quarter. Negative reports are required.

2. DSCA reviews each submission and provides a consolidated report with the quarterly report to
Congress.

E. Necessary staffing is accomplished before finalization of survey reports to ensure each report reflects a
coordinated USG position. Coordination with DSCA is required for each draft survey report within 30 days of
its preparation. Consistent with AECA, section 26(c) (reference (c)), individual survey reports should not be
provided to Congress unless a specific request is received. The lead MILDEP ensures that a copy of each such
request is forwarded to the Director, DSCA, for submission to Congress.

Il. Termsof Reference (TORYS)
A. Security Assistance Survey Teams shall:

1. Report to the U.S. Ambassador or, in his or her absence, the charge d’affaires upon arrival in country
and serve under the overall supervision of the Ambassador. Formal consultations with the host country are
conducted subject to the concurrence of the Ambassador, with the participation of such embassy staff as he
or she may direct (the SCO office is normally the coordination office within the mission). Prior to
departure, the team briefs the Ambassador as well as the SCO on preliminary conclusions. Additionally,
the team considers, on a case-by-case basis, whether its evaluation warrants leaving an interim report with
the host country upon departure.
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Figure C1.F1. Security Assistance Survey Teams(continued)

2. Ensure recommendations reflect the total package concept including end-items, ancillary equipment,
training, ammunition, and logistics. Recommendations are not necessarily based on U.S. force solutions.
At least three levels of funding alternatives should be presented in the report.

3. Evaluate the military manpower base, its capacity, the existing logistics support capability, the
capability of the country to prevent compromise of sensitive data and equipment, training requirements,
and compatibility of recommended equipment with the host country’s current inventory.

4. Debrief the respective combatant command on preliminary findings prior to its return to the United
States.

B. Security Assistance Survey Teams shall avoid:
1. Making comments to host Governments concerning possible availability of USG resources in any form.

2. Providing the host Government any Price and Availability (P&A) data, DoD lead times on equipment,
or indicate prospects for accelerated deliveries. P&A or Letter of Offer and Acceptance (LOA) data
estimates can only be provided through channels and procedures described in Chapter 5 of this Manual.
The team may provide general orders of magnitude information for illustrative purposes.

3. Committing the USG to the sale of any specific defense article or service.

4. Providing any possible indication that the USG would assist in construction of airfields, camps, or other
military facilities.

5. Providing any kind of independent assessment or confirmation of the external threat as perceived by the
host country. Release of classified information is in accordance with NDP-1.

6. Providing military advice concerning tactics, doctrine, basing, combat planning, or operations.
7. Making commitments to follow-up technical discussion or further surveys.
8. Except as discussed in 11.A.1 above, providing the host country with an interim report.

I11. Security Assistance Survey Team Procedures

A. Consideration of conducting a survey is a result of presenting the USG with a significant defense sales
request, or requesting the USG survey defensive capabilities and requirements. Also, the USG may, at its own
initiative, propose a survey team.

B. The normal response to the initial request for a survey is that the scope of the request requires review before
a decision on the survey can be given. A comprehensive review of current defense sales restraint policies,
regional arms control considerations, potential economic impacts, and human rights implications of defense
sales is then initiated.

C. The DoS and the Department of Defense review the defense sales request within the context of policy
guidance, highlighting areas requiring policy decisions. The Department of Defense prepares a preliminary
assessment of the availability of the requested equipment or services, as well as the requesting nation’s
requirement for and technical ability to absorb the items in question. The DoS reviews the Foreign Military
Financing (FMF) situation for the host country, where applicable. Any statement regarding FMF beyond the
current fiscal year’s approved budget must receive Executive Office clearance by the National Security Council
(NSC) and the Office of Management and Budget (OMB). Future financing contributions can only be made in
accordance with prevailing procedures.

D. The DoS and the Agency for International Development (AID) estimate the extent of the ability of the host
country to devote its economic resources to defense purchases without deleterious effect on the host country
economy. Needs for additional information are identified during this review.
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Figure C1.F1. Security Assistance Survey Teams(continued)

E. Simultaneously with the above review, the U.S. Embassy is instructed by the DoS to contact appropriate
host country ministries to ascertain the extent to which the host country is willing to commit its own resources
to military purposes over the next 3 to 5 years, noting that financial parameters are essential ingredients in a
realistic survey effort.

F. The Director, Central Intelligence Agency (CIA), is requested to produce an interagency threat assessment.

G. Information gathered above is incorporated by the DoS into an Action Memorandum to the Secretary of
State, coordinated with the Department of Defense, OMB, and NSC, to determine:

1. whether to send a survey team and

2. the mission of the team. If a decision is made to send the team prior to completion of the information
gathering process outlined above, as many of the steps as possible shall be completed prior to the departure
of the team. Affirmative decisions are reported to Congress by DSCA as required by AECA, section 26(b)
(reference (c)).

H. If the decision is made to dispatch a survey team, TORs and team composition are developed by the
Department of Defense in coordination with the DoS and AID, if appropriate. The NSC and OMB must clear
the TORs and team composition. The U.S. Embassy ensures that the Government of the country to be surveyed
understands and accepts the projected scope. If a decision is made not to dispatch the survey team, the U.S.
Embassy, by direction of the DoS, conveys this decision to the Government, with rationale.

I. Pre-departure briefings for Security Assistance survey teams include:

1. Scope and mission of the survey, Congressional or legal considerations, and arms control considerations
(DoS/DoD).

2. Condition of the host country economy (DoS/AID).
3. Political situation in the host country and personal conduct in-country (DoS).
4. Threat assessment and armed forces (CIA/Defense Intelligence Agency (DIA)).
J. In-country gathering of information. The survey is conducted in accordance with the TORs.

K. Within 10 duty days after returning to CONUS, a preliminary briefing is given by the team chief to
appropriate DoS, DoD, AID, NSC, OMB, CIA, and DIA personnel, with special attention to issues requiring
high-level policy review.

L. Within 30 days of return to the continental United States (CONUS), the team provides the draft report for
review.

M. All appropriate agencies simultaneously review the draft review. The Arms Transfer Management Group
(ATMG) serves as the interagency forum for the coordination of the report and the formulation of policy issues.
The NSC staff, as necessary, reviews the survey findings and makes recommendations to the President.

N. The approved report is presented to the host country and to Congress, if requested, pursuant to AECA,
section 26(c) (reference (c)).
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C1.4. SECURITY ASSISTANCE IN WARTIME AND EXTRAORDINARY
CIRCUMSTANCES

C1.4.1. Commitments. The following provision, adapted from AECA, section 42(e)(1)
(reference (c)), is contained in the Standard Terms and Conditions of each LOA. This would
have a higher likelihood of being used in times of crisis or war.

“Under unusual and compelling circumstances, when the national interest of the United
States requires, the USG reserves the right to cancel or suspend all or part of this LOA at any
time prior to the delivery of defense articles or performance of defense services.”

C1.4.2. Self-Evaluation. Each country or international organization evaluates its needs and
develops contingency plans to the level necessary to process orders quickly in an emergency.

C1.4.3. Alternatives. While Security Assistance arrangements may be canceled in certain
situations, the United States continues these programs to the extent our national security
requirements permit. In most situations, Security Assistance programs continue and may even
increase for some countries directly involved in the emergency. However, assets may not be
sufficient to meet all requirements. Some of the considerations and a summary of possible
alternatives are outlined below.

C1.4.3.1. DSCA, through the Implementing Agencies, identifies incomplete or open FMS
orders and cases and the Director, DSCA, in consultation with the Joint Staff, reallocates any
undelivered materiel among FMS countries. The Joint Staff consults with the Combatant
Commanders as necessary.

C1.4.3.2. Assets may be allocated between U.S. and FMS requirements based on the
level of conflict and other pertinent factors. The Joint Staff’s Joint Materiel Priorities and
Allocation Board (JMPAB) reviews requirements based on MILDEP and Combatant Command
input and recommends a worldwide Allocation Plan to the Secretary of Defense. Within the
theater, the Combatant Command allocates to U.S., allied, and friendly forces. Chairman of the
Joint Chiefs of Staff Instruction (CJCSI) 4120.01A (reference (i)) provides information on this
allocation process.

C1.4.3.3. A Presidential Determination may be required to exercise emergency
authorities, e.g., waiver of pre-sale notification requirements (AECA, section 36(b) (reference
(©))); drawdown (FAA, sections 506 and 552 (reference (b))); or authority to bill after delivery
(AECA, section 21(d) (reference (c))).

C1.4.3.4. After consultation between the DoS and Department of Defense, emergency
legislation may be presented to Congress to meet the needs of the situation, e.g., modification of
Congressional reporting requirements or a supplemental Security Assistance funding request.

C1.4.3.5. When appropriate, DSCA (Strategy Directorate) works with the Joint Staff and
the MILDEPs to establish a Project Code to help expedite requisitions for foreign partners. (See
Chapter 6, paragraph C6.4.2. for more information on project codes).
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C2. CHAPTER 2

RESPONSIBILITIES AND RELATIONSHIPS
C2.1. RESPONSIBILITIES AND RELATIONSHIPS - GENERAL

C2.1.1. Asdiscussed in Chapter 1, section C1.2., Congress authorizes and appropriates funds
for the United States Government (USG)-financed portions of Security Assistance. Congress
also oversees the sale of defense articles and services to foreign countries and international
organizations. Executive Branch agencies such as the National Security Council, the Office of
Management and Budget, the Department of the Treasury, and others have responsibilities
related to Security Assistance. However, aside from the President, the principal legidlated
responsibilities fall to the Department of State (DoS) and the Department of Defense (DoD).

C2.2. DEPARTMENT OF STATE

Under Executive Order 11958 (reference (€)), the Secretary of State is responsible for continuous
supervision and genera direction of the Security Assistance program. Thisincludes determining
whether (and when) there will be a program or sale for a particular country or activity (to include
International Military Education and Training (IMET)) and, if so, its size and scope. It also
includes the determination of budget requests and allocation of funds for military assistance.

The DoS reviews and approves export license requests for direct commercial sales of items on
the United States (U.S.) Munitions List. The DoS aso reviews and approves third party
transfers. The DoS ensures Foreign Assistance Act (FAA), section 503 (reference (b)) eligibility
and obtains FAA, section 505 (reference (b)) assurances from recipient countries and
organizations. The DoS prepares the SCO Mission Program Plan and reviews and submits FMS
projections (the Javits report) required under the Arms Export Control Act (AECA), section 25
(reference (¢)) to Congress and the Congressional Budget Justification (CBJ).

C2.3. DEPARTMENT OF DEFENSE - ORGANIZATIONS

The Secretary of Defense establishes military requirements and implements programs to transfer
defense articles and services to eligible foreign countries and international organizations. Within
the Department of Defense, the principal planning agencies for Security Assistance are the
Defense Security Cooperation Agency (DSCA), the Combatant Commands, the Joint Staff, the
Security Cooperation Organizations (SCOs), and the Military Department (MILDEP)
international organizations.

C2.3.1. Defense Security Cooperation Agency (DSCA). DSCA directs, administers, and
supervises the execution (to include closure) of al Security Assistance programs for the
Department of Defense. DSCA isthe DoD foca point for Government-to-Government arms
transfers, budget, legidative, projections, forecasting, and other Security Assistance matters
(including IMET). DSCA conducts international |ogistics and sales negotiations with foreign
countries, provides financial management, develops and implements Security Assistance
policies, and assists U.S. industry in exporting military equipment and services. All authorities
conferred on the Secretary of Defense by the FAA and AECA pertaining to Security Assistance
and all authorities under those acts delegated by the President to the Secretary of Defense are
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redel egated to the Director, DSCA. See DoD Directive 5105.65 (reference (a)). The Director,
DSCA, isnot in the SCO direct chain of command, but funds SCO program management.

C2.3.2. Under Secretary of Defense for Policy (USD(P)). USD(P) isthe Secretary of
Defense' s principal Security Assistance representative. The Director, DSCA, provides USD(P)
staff support for Security Assistance matters. USD(P) is responsible for overall policy and
relationships in regard to the North Atlantic Treaty Organization (NATO) and its members and
other alliances and security partners. USD(P) ensures that both U.S. and allied technology
receive the necessary protection through management of technology security. USD(P), through
the Office of the Deputy Under Secretary of Defense for Technology Security Policy and
National Disclosure Policy (DUSD(TSP&NDP)), oversees implementation of National
Disclosure Policy (NDP)-1 and operation of the National Disclosure Policy Committee (NDPC),
ensures implementation of NATO security policy within the USG on behalf of the Secretary of
Defense and provides security policy for international programs. USD(P) coordinates with the
DoSon al bilateral and multilateral agreements (except for Contract Administration Services
(CAS) reciproca waivers). USD(P) Assistant Secretaries with regional responsibilities
coordinate on Security Assistance matters that directly affect their regions.

C2.3.3. Under Secretary of Defense for Acquisition, Technology, and Logistics
(USD(AT&L)). TheUSD(AT&L) isthe principal staff assistant and advisor to the Secretary of
Defense for all mattersrelating to the DoD Acquisition System; research and devel opment;
production; logistics; command, control, communications, and intelligence activities related to
acquisition; military construction; and procurement. The USD(AT&L) isresponsible for co-
devel opment, co-production, co-procurement, logistics support, wartime host-nation support, and
research interchange with allied and friendly foreign nations. In coordination with USD(P),
USD(AT&L) promotes cooperation in science and technology and defense acquisition with allies
and friendly foreign nations, and is responsible for associated international agreements.
USD(AT&L) negotiates and concludes CAS reciproca agreements and waivers and must concur
on sales of major defense equipment (MDE) that have not yet completed Operational Test and
Evaluation.

C2.3.4. Under Secretary of Defense, Comptroller (USD(C)). USD(C) establishes policies
and procedures involving financial management, fiscal matters, accounting, pricing, auditing,
and international balance of payments related to Security Assistance. (See DoD Directive
5132.03 (reference (f))

C2.3.5. Military Departments (MILDEPs) and Other Implementing Agencies. Security
Assistance program management is an integral part of the overall defense mission of each
MILDEP. The MILDEPs and other Implementing Agencies prepare and execute Foreign
Military Sales (FMS) cases to provide defense articles and services to meet approved Security
Assistance requirements. They also provide information for Security Assistance planning (e.g.,
information related to production capacity). The MILDEP Secretaries advise the Secretary of
Defense on al Security Assistance matters that impact their departments. They act for the
Secretary of Defense on Security Assistance matters when the responsibility has been
specifically delegated. The Secretaries ensure their departments are responsive to the Secretary
of Defense (or to organizations with delegated authority such as DSCA). Other Implementing
Agenciesinclude the National Geospatial-Intelligence Agency (NGA), the Defense Logistics
Agency (DLA) (see paragraph C2.3.6.), the Defense Threat Reduction Agency (DTRA), and the
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National Security Agency (NSA). See Chapter 5, Table C5.T2. for a complete list of
Implementing Agencies.

C2.3.6. Defense Logistics Agency (DLA). The Director, DLA advises the Secretary of
Defense on al Security Assistance matters impacting DLA and acts for the Secretary of Defense
when responsibility has been delegated. DLA prepares FM S cases for catal oging services,
disposal services, and Excess Defense Articles (EDA) at the Defense Reutilization and
Marketing Service (DRMS). DLA coordinates on MILDEP FMS cases exclusively for medical
equipment and supplies (except for U.S. Army cases prepared by U.S. Army Medical Materiel
Agency (USAMMA)), clothing and textiles, subsistence, and bulk petroleum. Astheitem
manager for consumable stock-funded secondary items, DLA supply centers work with the
MILDEPsto fill requisitions, process Supply Discrepancy Reports (SDRS), close cases, etc.

C2.3.7. Defense Contract Management Agency (DCMA). DCMA performs contract
administration and management, quality assurance, and inspection for the Department of
Defense, other federal agencies, foreign Governments, international organizations, and others as
authorized. See DoD Directive 5105.64 (reference (j)). Thisincludes contracts that support
FMS cases.

C2.3.8. Defense Contract Audit Agency (DCAA). DCAA performs all necessary contract
auditing for the Department of Defense and provides accounting and financia advisory services
regarding contracts and subcontracts to all the DoD Components responsible for procurement
and contract administration. These services are provided in connection with negotiation,
administration, and settlement of contracts and subcontracts. See DoD Directive 5105.36
(reference (k)). Thisincludes contracts that support FM S cases.

C2.3.9. Defense Finance and Accounting Service (DFAS). DFAS performs accounting,
billing, disbursing, and collecting functions for the Security Assistance program. DFAS also
issues accounting procedures. The primary site for Security Assistanceis DFAS Denver. See
DoD Directive 5118.5 (reference (1)).

C2.3.10. The Joint Chiefs of Staff. The Joint Chiefs of Staff provide implementation
guidance for U.S. military plans and programs, provide the Secretary of Defense with military
advice concerning security cooperation, and review, in conjunction with USD(P), combatant
command campaign plans (including security cooperation aspects) and oversee deconfliction of
the campaign plans as necessary. The Joint Chiefs of Staff assign force and activity designators
for prioritiesin the allocation of defense articles, defense services, and military education and
training between partner countries and organizations and among partner countries and
organizations and the U.S. Armed Forces and recommend priorities for allocation of materiel and
equipment for partner countries when competing needs cannot be resolved by Director, DSCA.
See DoD Directive 5132.03 (reference (f)).

C2.3.11. Combatant Commanders. The Combatant Commanders develop campaign plans,
as appropriate, to conduct security cooperation programs and activities; coordinate on seam
issues (for combatant commands with geographic responsibility) or coordinate on their
individual functional responsibilities (for combatant commands with a global focus); complete
campaign plan and campaign support plan assessments, as appropriate; provide appropriate
assistance as requested by the USD(P) or the Director, DSCA; and supervise the SCOs in matters
related to execution of the Guidance for Employment of the Force, including the provision of
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necessary technical assistance and administrative support to the SCOs. See DoD Directive
5132.03 (reference (f)).

C2.3.12. Defense Security Service (DSS).  Although not directly involved with Security
Assistance, DSS (formerly Defense Investigative Service) administers the National Industrial
Security Program (NI1SP) on behalf of the Secretary of Defense, who is the NISP Executive
Agent. DSS implementsindustrial security policy established by the Assistant Secretary of
Defense (Networks and Information Integration) (NI1), based upon security policies devel oped
by national level decision making authorities, and promulgated within Executive Orders. DSS
provides Government contracting agencies with assurance that a contractor is both eligible to
access and has a system in place to properly safeguard classified information for whichiitis
entrusted. Toward that goal, DSS implements DoD 5220.22-M (reference (m)), the security
requirements of 22 CFR parts 120-130 (the International Traffic in Arms Regulations (ITAR),
reference (n)), and U.S. obligations under international industrial security agreements, and
oversees the export of classified articles and services by U.S. industry under direct commercid
sales (DCS) arrangements.

C2.4. DEPARTMENT OF DEFENSE — CASE MANAGERS

C2.4.1. Definition. The Case Manager integrates functional and inter- and intra-
organizational efforts for the successful performance of an FMS case including logistics and
financial management and closure. The Implementing Agency assigns a Case Manager to each
Letter of Offer and Acceptance (LOA) or FM S case before the case isimplemented.

C2.4.1.1. FMS cases vary in dollar magnitude and complexity. For example, a $25
million sale of amajor weapon system is extremely complex. A $50 million LOA for off-the-
shelf replacement sparesis less complex. While the two are different in complexity and dollar
value, they both require emphasis and special management attention (even avery low value case
may involve many different functional activities), and both are managed in accordance with
well-defined guidelines. The level of case management also depends on the purchaser’s
expertise and previous experience with the weapon system, budget constraints, etc.

C2.4.1.2. Management begins during Price and Availability (P&A) and LOA preparation
and should include atotal package.

C2.4.2. Responsibilities. The Case Manager isthe focal point for case activities and
manages all aspects of the FMS case. Table C2.T1. lists some of the Case Manager’s
responsibilities.

C2.4.3. Accountability. The Case Manager must accomplish the program objectives of the
assigned case while adhering to applicable laws and regulations. The Case Manager achieves
successful performance when the case objectives are met. These objectives are: provide al
articles or servicesincluded in the case on schedule; provide the items within the stated value;
and close the case in atimely manner.
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Table C2.T1. Case Manager Responsibilities

Case Manager Responsibilities
(not inclusive)

Establish initial and long-range goals and objectives for execution.
Ensure foreign disclosure and international transfer arrangements are approved prior to
signature of the LOA or agreement.
Prepare a master plan (including a plan for case closure).
Develop afinancial and logistics management plan.
Approve plans of execution, scope, and schedul e of work.
Review and verify funding and program requirements.
Integrate the program.
Initiate requirements.
Ensure that all schedules are accurate and timely.
Validate that costs are accurate and billed.
11 | Reconcile cases especially during execution.
12 | Respond to purchaser, higher headquarters, counterparts, functional activities, and other
supporting agencies.
13 | Initiate working agreements with supporting activities as appropriate.
14 | Analyze performancein relation to required performance specifications.
15 | Maintain a complete chronological history (significant events and decisions).
16 | Provide status, progress, and forecast reports.
17 | Ensure al automation records are in agreement.
18 | Prepare case for closure.
19 | Ensure that case records are retained in accordance with DoD 7000.14-R (reference (0))
Volume 15, Chapter 6. Retention period is 10 years after the date of final closure.

N
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C2.4.4. Authority. FMS cases require concentrated management effort. The Case Manager
has arole in each of the major elements of the case: acquisition, programming, logistics, and
finance; and isinvolved in every aspect of planning and executing assigned cases. Effective case
management depends on the performance and interaction of many organizations. The Case
Manager must have the authority to take action and task other organizations in the day-to-day
management of acase. If asupporting activity's performance is deficient in regard to a case, the
Case Manager may not be able to meet case objectives. The manager attempts to resolve
problems with the supporting activity and elevates the issue when necessary to ensure that case
objectives are met. However, the manager’ s fina authority islimited to the chain of command -
the manager must use established lines of communication and authority. The Case Manager
coordinates on al decisionsinvolving the case. However, there may be situations when higher
authority preempts the Case Manager’ s authority, such as fina negotiations with FMS
purchasers or diverted deliveries. These situations must be communicated promptly to the Case
Manager and potential impacts documented for future reference.

C2.4.5. Case Control. The Case Manager develops a Master Plan that separates the case into
management components, indicates significant activities requiring coordination, and establishes
an implementation schedule. The plan identifies key points of contact and their assigned
responsibilities. It is prepared at the beginning of the case and updated as required. The Case
Manager tailors the Master Plan to fit the complexity of the case. The Case Manager makes
periodic comparisons of actual versus programmed deliveries and associated costs, updates the
supply, delivery, and financial schedules, and controls the flow of funds from the case to the
supporting activities.
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C2.4.6. Reporting Requirements. The Case Manager informs the community of the
progress, status, problems, and resource requirements of the case. In addition, the Case Manager
responds to information requests from higher authorities (e.g., DSCA). The Case Manager uses
normal channels of communications to higher authorities, supporting activities, and the
purchaser to advise how the case is progressing and what is needed. The Case Manager
establishes procedures with supporting activities to provide management information in support
of the case.

C2.4.7. Case Manager Training. Organizations must ensure that individuals assigned as
Case Managers receive adequate training. The following Defense Institute of Security
Assistance Management (DISAM) courses are recommended as a part of atraining plan for a
Case Manager: Basic Continental U.S. (CONUS), Financial Management, Case Management,
Reconciliation and Closure, Logistics and Customer Support, and Training Management. In
addition, Implementing Agencies conduct internal training to cover the organization’s unique
FMS procedures and to address case management issues. See Chapter 13, paragraph C13.2.3.
for information on Defense Security Assistance Management System user training.

C2.5. DEPARTMENT OF DEFENSE — SECURITY COOPERATION ORGANIZATIONS
(SCQOY)

C2.5.1. Definition. The FAA authorizes the President to assign U.S. military personnel
overseas to manage Security Assistance programs administered by the Department of Defense.
The generic term SCO encompasses all DoD elements, regardless of actual title, located in a
foreign country to carry out Security Assistance management functions under the FAA and the
AECA. The programsinclude grant military assistance (including those grant programs
provided under the authority of Peacekeeping Operations (FAA, section 551 (reference (b))),
IMET, and FMS. SCO personnel serve under the direction and supervision of the COM to
ensure that DoD Security Assistance management responsibilities are properly executed.

C2.5.2. SCO Functions. SCO personnel perform the following functions funded by FMS and
FMF Administrative funds (see Chapter 14, paragraph C14.3.2. for additiona information on
SCO funding).

C2.5.2.1. Security Assistance Program Management and Oversight. SCO personnel
provide management oversight of Security Assistance activities to ensure compliance with legal
and policy provisions. Table C2.T2. lists these functions.

C2.5.2.2. General Advisory and Training Assistance. SCO personnel may provide
advisory and training assistance to the host country military establishment; however, this
assistance must be minimal and cannot interfere with the SCO’ s performance of Security
Assistance management responsibilities.

C2.5.2.3. Administrative Support. The SCO can provide normal administrative support
for personnel assigned in-country to perform non-Security Assistance functions so long as such
support does not reach alevel that would require additional administrative personnel. If the
support for non-Security Assistance personnel requires additional administrative personnel,
Operations and Maintenance (O& M), Military Personnel Account (MPA), Research and
Development (R&D), or other funded billets must be provided.
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Table C2.T2. SCO Functions - Security Assistance Program Management and Oversight

SCO Functions - Security Assistance Program M anagement and Oversight
(not inclusive)

Provide interface for exchange of information and advice between the host nation's military establishment,
the Chief of Mission (COM), and the DoD Components responsible for the Security Assistance programs.

1 Thisincludes promotion of Rationalization, Standardization, and Interoperability (RSl) and other armaments
cooperation measures in connection with Security Assistance programs.

5 Provide the host country information needed to make decisions concerning Security Assistance programs.
Encourage the host country to establish and depend on its procurement mission in the United States.

3 Evaluate host military capability to employ and maintain requested equipment and assist, asrequired, in
processing Security Assistance requests. (Referred to as the Country Team Assessment.)

4 | Assist the NDPC in evaluating host country security programs and negotiating security agreements.

5 | Facilitate the timely and efficient implementation of approved host country Security Assistance programs.
Assist U.S. MILDEPs and the host country in the receipt, transfer, and acceptance of Security Assistance

6 . . . .
materiel, training, and other services (to include drawdowns, etc.).

7 Monitor Security Assistance programs' and transactions' progress, initiate appropriate remedial action, or
advise the appropriate DoD Components of problems and issues encountered.

8 Perform programming, planning, management, and implementation functions relating to FMS and IMET
programs.
Inform host country of U.S. Security Assistance laws, policies, and procedures.

10 | Monitor FM S hilling statements and payments and inform the host country of financial requirements.

11 Engage the host military, to the extent practicable, in cooperative planning for total military acquisitions
over a3 to 5 year planning period.

12 Acquire information on host country potential defense acquisitions and anticipate demands on U.S.
resources.
Report on the use of U.S. origin defense articles, services, and training by the host country. These
procedures vary from country to country; therefore, no standards are prescribed. The SCO should use
available resources (e.g., country reporting or documentation, temporary duty (TDY) personnel assigned in-

13 | country performing other duties, other elements of the U.S. Diplomatic Mission, and spot checks during the
normal course of SCO duties and travel). The SCO should report on an exception basis through established
Security Assistance channels and maintain records on file. See Chapter 8 for more details on End-Use
Monitoring (EUM).

14 | Assist the host country to identify, administer, and properly dispose of excess Security Assistance materiel.

15 | Provideinput to the COM for the Mission Program Plan (MPP).
Coordinate and supervise activities of DoD personnel and elements that are in-country under DoD

16 | sponsorship (excluding Defense Intelligence Agency (DIA)) or other Security Assistance authority. See
Chapter 11, section C11.13. for more information on these responsibilities.
Coordinate between U.S. defense industry representatives and the host nation defense establishment, and

17 | provide oversight, without limitation to any country or group of countries, for in-country RS| and Defense
Industrial Cooperation (DIC) initiatives.

18 | Supervise C-12 aircraft activities.

19 Perform SCO administrative functions to include budget preparation and execution and review of

organizational and manning requirements.
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C2.5.2.4. U.S. Defense Representative (USDR). When designated as USDR, the SCO
Chief complies with DaoD Instruction 5105.57 (reference (p)).

C2.5.2.5. Safeguarding Classified Material. The SCO safeguards U.S. Security
Assistance-related classified information located in foreign countries. Except for classified
information authorized for release to aforeign Government or international organization
pursuant to DoD Directive 5230.11 (reference (h)), and under the security control of that
Government or organization, the retention of U.S. classified material is authorized only if itis
necessary to satisfy USG mission requirements. This includes classified material temporarily
transferred into aforeign country via USG personnel authorized to escort or carry such material.
Whether permanently or temporarily retained, classified material shall be stored under USG
control as follows:

C2.5.25.1. At aU.S. military installation or alocation where the United States enjoys
rights of inviolability, such as an embassy or consulate.

C2.5.2.5.2. At aUSG activity located in a building used exclusively by USG tenants,
provided the building is under 24-hour control by USG personnel.

C2.5.2.5.3. At aUSG activity located in abuilding not used exclusively by USG
tenants nor under host Government control, provided the classified material is stored in security
containers approved by General Services Administration (GSA) and is under 24-hour control by
USG personnel.

C2.5.2.5.4. At aUSG activity located in a building not used exclusively by USG
tenants but which is under host Government control, provided the classified material is stored in
GSA-approved security containers that are further secured in alocked room or areato which
only USG personnel have access.

C2.5.2.5.5. When host Government, including locally hired foreign national USG
employees, and USG personnel are collocated, U.S. classified material that has not been
authorized for release to the host Government pursuant to DoD Directive 5230.11 (reference (h))
shall, to the extent possible, be segregated from releasabl e classified material to facilitate
physical control and prevent inadvertent compromise. However, U.S. classified materia that is
releasabl e to the host country need not be subject to the 24-hour U.S. control requirement
provided the host Government exercises its own control measures over the pertinent areas or
containers during non-duty hours.

C2.5.2.5.6. SCO personnel shall escort foreign nationasin areas where non-
releasable U.S. classified material is present. However, when required by operational necessity,
foreign nationals may be permitted, during duty hours, unescorted entry to such areas provided
the non-releasable information is properly stored or is under the direct personal supervision and
control of cleared USG personnel who can prevent unauthorized access.

C2.5.2.5.7. Foreign Service Nationals (FSNs) employed by the USG in SCOs or in
other U.S. installations may not have accessto U.S. classified information unless specifically
authorized under a Limited Access Authorization (LAA) issued in accordance with DoD 5200.2-
R (reference (g)). LAA shall not be issued merely as a convenience or to avoid the requirement
to control access by foreign nationa employees to areas and information. The FSN must
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demonstrate a unique skill or expertise in support of alawful and authorized Government
function, require access to classified information in performance of the job, and thereisno
cleared or clearable U.S. citizen available. Asthe LAA isissued under the condition that access
is not inconsistent with determination of releasability to the country of which the individual isa
citizen, the requirements for control of non-releasable U.S. classified information also apply to
foreign nationals employed by the United States.

C2.5.2.6. Congressional Threat Report Preparation. AECA, section 21(c)(2) (reference
(c)) requires areport to Congress, under certain conditions, within 48 hours of a change in status
of significant hostilities or terrorist acts, or a series of such acts, that may endanger American
lives or property.

C2.5.2.6.1. Report Criteria. Thereport isrequired when the following criteriaare
met, including instances where there is doubt in this regard.

C2.5.2.6.1.1. U.S. military or U.S. civilian personnel are in-country performing
defense services under the AECA or the FAA, other than those assigned to SCOs. The term
“defense services’ does not include administrative services performed by the SCO. The term
“U.S. civilian personnel” means USG civilian employees and U.S. employees of U.S. firms
under DoD contracts financed by Security Assistance funds, including FM S case funds. 1f SCO
personnel are the subjects of hostile or terrorist acts, but there is no one else in-country
performing defense services, areport to Congress is not required.

C2.5.2.6.1.2. The existence or the change in status of hostilities or terrorist acts
from the previous situation must be of a meaningful nature.

C2.5.2.6.1.3. The hostilities or terrorist acts must constitute a general threat to
American lives or property.

C2.5.2.6.2. SCO Chief Responsibilities for Threat Report. The SCO Chief identifies
when areport is required and coordinates this report with the country team. The SCO Chief
transmits a message by the most rapid means available to USD(P), the Office of the General
Counsel, Department of Defense (OGC, DoD), the Chairman of the Joint Chiefs of Staff, the
Combatant Command, DSCA, DIA, and the DoS. The report includes the location; a description
of the hostilities or acts, including an explanation of how they constitute a meaningful change in
the existing situation; the estimated number of U.S. personnel present in-country; and any
additional information needed to assist evaluating the situation.

C2.5.2.6.3. Processing the Threat Report. Upon receipt of areport, the Director,
DSCA, through DSCA (Office of the General Counsel (OGC)), consults immediately with the
OGC, DoD providing relevant facts and a recommendation as to whether areport to Congress
under AECA, section 21(c)(2) (reference (b)) should be made. The OGC, DoD then consults
with USD(P), the Chairman of the Joint Chiefs of Staff, the DoS, and others as appropriate, to
determine whether a report to Congressis required and advises the Secretary of Defense or
Deputy Secretary of Defense of the conclusion. If areport to Congressis required, the OGC,
DoD advises the Director, DSCA, and provides an approved draft of the report. The Director,
DSCA, submits the required report to Congress. If areport is not required, the OGC, DoD
prepares a memorandum for record and provides a copy to the Director, DSCA.
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C2.5.2.7. Non-Security Assistance Funded Functions. Some functions in-country should
be performed by personnel who are not funded by Security Assistance administrative funds.
These functions include:

C2.5.2.7.1. Specific Case Advice and Training. If direct advice and training
assistance is required for a specific purpose (particularly assistance related directly to an FMS
case), it must be provided by Technical Assistance Field Teams (TAFTS), Technical Assistance
Teams (TATs), Mobile Training Teams (MTTSs), or similar teams authorized by the FAA or the
AECA and paid for by the host country through an FMS case. (See Chapter 11, section C11.13.
for more information on Security Assistance Teams.). In general, SCO travel isfunded viathe
T-20 account, which is subsidized through DSCA’s annual allocation of administrative funds to
the Combatant Commands. If the Implementing Agency determines SCO travel isrequired to
support a specific FM S case or group of cases, an FM S case line may be used to pay for the
SCO'stravel and per diem costs (not salaries).

C2.5.2.7.2. Armaments Cooperation. Personnel dedicated to Armaments Cooperation
are funded from sources other than Security Assistance. These personnel are under the
supervision and oversight of the SCO Chief and perform the Armaments Cooperation functions
listed in Table C2.T3. If there are no Armaments Cooperation personnel assigned to the SCO,
the SCO chief isresponsible for these functions to the degree staff assets permit.

C2.5.2.7.3. Collateral Duties. The COM must approve assignment of collateral
duties. These duties most often relate to functions performed on behalf of U.S. forces under the
direction of the Combatant Commander. If these duties are to be conducted on a continuing
basis, the Combatant Command should conduct a review and classification prior to assignment to
determine appropriate funding categories and provide the results to the Director, DSCA. SCO
personnel may perform these duties if they do not detract from the ability to perform the Security
Assistance mission.

C2.5.2.7.4. Trandation Services. The host country is responsible for transating
documents. SCOs should convey this point to host country counterparts. For purposes of
communicating between USG and purchaser representatives only, SCOs may provide “informal
tranglations’ using the same practices as the U.S. Diplomatic Mission when the SCO Chief
determines an informal translation of an English text isin the U.S. interest. Translators must
clearly mark the translated document “Informal and unofficial translation -- English text
governs.” The SCO Chief must ensure that aforwarding letter accompanies each contractual
document (e.g., LOA) emphasizing that the English text is the officia binding document.
Trandation assistance is limited to U.S. and host country officials. Other requestors are advised
to seek assistance from local tranglators.
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Table C2.T3. SCO Functions - Armaments Cooperation

SCO Functions— Armaments Cooper ation

Activity Specific Function
a. Liaison for National Armaments Director (NAD) to host country counterpartsin the
Ministry of Defense (MOD), services and industry for:
=  Representation
=  |nformation exchange
=  Coordination of contacts
= Advice ontechnical capabilities and military developments
b. NAD advisor and liaison for cooperation in R& D, production, and support of military
General systems for:
Program = |dentification of possibilities and contacts
Support = Transmittal of proposalsand liaison with contacts
= Exchange of data, information, and questions on DoD and NATO cooperative
initiatives and programs
= Stimulation of host country participation in cooperative initiatives (e.g., emerging
technologies, Nunn Amendment concerning cooperative projects)
= Participation in negotiations for initiation and continuation of cooperative programs
and monitor ongoing programs
= |dentification of problem areas and potential solutions
Liaison for DoD planning and advisory activities intended to develop defense industrial
Support Of | capabilitiesin nations with whom we have formal agreements for:
Specific = |dentification of host country defense industry needs and capabilities
Activities = Dataexchange
= Project monitoring and assessment
a.  Substantive and administrative participation and support for:
= Bilateral meetings
Support Of " Renggotiation and negotiatiqns of annexes ' o '
Specific . Seminars (Government and mdustry) to explain ach|IS|'t|'on practlce§ . .
Reciprocal b. Point of contact for MOD and foreign firms on DoD acquisition and logistics practices
and contacts for:
Defense . .
=  Explanation of DaoD practices
Procurement e
» |dentification of DoD contacts
MOU and ; N . S .
MOAS . Interface with host country organizations with existing implementing annex
c. Point of contact for the Office of the Secretary of Defense (OSD) and foreign
Governments to support initiatives that establish new reciprocal procurement Memoranda of
Understanding (MOUs) and Memoranda of Agreement (MOAS).
a. Oversight of participating arrangements for protection of U.S. and alied technologies and
military systems to ensure continued cooperative activities.
Other b. Coordination of host country cooperative activities (e.g. hosting meetings with U.S.
Activities theater forces, U.S. Mission NATO activities, and representatives of CONUS organizations
(applicableto | located in host country involved with Defense Cooperation in Armaments (DCA).
all of the c. Liaisonand advisory support for MILDEP activities in support of cooperative programs.
above d. Administrative support for visits.
categories) | e. Provide assistance to the NDPC in evaluating host country security programs and

negotiating security agreements.
f.  Point of contact for U.S. defense industry visits.
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C2.5.3. Manning Authorizations. The general criteriafor reviewing, requesting, and
approving SCO manning authorizations follow.

C2.5.3.1. Judtification. SCO manning isjustified based on the Security Assistance duties
performed. The functions of the SCO as awhole and of each of its members must be related
primarily to Security Assistance program management. If an unfilled Security Assistance
management requirement exists, the SCO should request manning through Security Assistance
channels. If the requirement involves training and advising, the country must fund it. If the
requirement is non-Security Assistance, the SCO should address the requirement to the
Combatant Command for funding by other than Security Assistance funds (e.g. O&M, MPA, or
R&D). Non-Security Assistance funded personnel under the oversight and supervision of the
SCO Chief should be clearly identified as such.

C2.5.3.2. U.S. Palicy Initiatives. When amajor U.S. policy initiative with a country
resultsin the need for personnel to support exercises, pre-positioning, ship visits, or other
security cooperation efforts, these personnel must be funded by other appropriations. When
these functions gradually accrue to the SCO, it is more difficult to determine the threshold at
which personnel should be shifted to other appropriations or new personnel added. Asagenerd
rule, an individual should be in a Security Assistance-funded position if he or she spends 50
percent or more of hisor her time performing Security Assistance functions. Conversely, an
individual spending 50 percent or more of his or her time performing non-Security Assistance
functions should be carried as, or transferred to, an aternatively funded position.

C2.5.3.3. Work-Years. Problems can arise when a number of individualsin a SCO each
accrue non-Security Assistance functions while performing mostly Security Assistance
functions. The Combatant Command should evaluate these functions during reviews and when
considering staffing requests. If 1 work-year or more of the SCO’s effort is devoted to O&M,
MPA, R&D, or other functions, the Combatant Command should combine those functions into a
single position and fund it accordingly.

C2.5.3.4. Temporary or Permanent Personnel. In general, temporary duty personnel from
outside the SCO should perform Security Assistance functions if those functions would detract
from permanently assigned SCO personnel performing their primary management and oversight
duties or if those functions involve dedicated training and advisory functions. Permanently
assigned SCO personnel should not be dedicated to a single project when its primary purposeis
to assist the host Government in a function in which the host Government should ultimately be
self-sufficient. The degree of involvement and the extent of dedicated effort required to perform
the function is the determinant. Dedicated planning, training, advising, and management of
logistics centers are afew examples of Security Assistance functions that should be funded by
the host Government or other channels.
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C2.5.3.5. Responsibilities for Manning Authorizations. The Combatant Command, the
Joint Staff, and DSCA determine the positions, if any, that can be added or changed to another
funding source based on an assessment of the Security Assistance mission. The Combatant
Command processes revised workforce costs as a result of such changes using the Chairman of
the Joint Chiefs of Staff procedures and applicable directives. They coordinate with the
appropriate DoD offices. The Combatant Command must obtain the approvals of the DoS and
the COM for changesin size, composition, or mandate of the SCOs through the National
Security Decision Directive (NSDD) 38 (reference (r)) process. The Director, DSCA has
approval authority for changes.

C2.5.4. Channels of Communication for SCOs. Figure C2.F1. shows the decision channels
involved in Security Assistance.

Figure C2.F1. Security Assistance Decision Channels

Direction The President
National Security Council
——————— Coordination Office of Management and Budget
[
Secretary of State
I
Secretary of Defense ™ [~ mmmomomoo- m
[ i
Under Secretary of Defense (Policy) Assistant Secretaries
Deputy Under Secretary of Defense
(Policy Integration and Chief of Staff)
Director, |

Defense Security Cooperation Agency

Military Departments, Chairman of the Joint
Defense Agencies Chiefs of Staff
i [
G ] U.S. Embassy/Security Cooperation Combatant Commands
Organizations

C2.5.4.1. SCO personnel serve under the direction and supervision of the COM as
authorized by the FAA. The Combatant Commanders command and supervise the SCOs in
matters that are not COM functions, including the provision of technical assistance and
administrative support. The SCO Chief ensuresthat all SCO activities are fully coordinated with
the COM.

C2.5.4.2. SCOs communicate directly with DSCA and MILDEP Security Assistance
elements as appropriate and provide information copies of communications of record to the
Combatant Command for evaluation and comment as specified by the Combatant Command.
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C2.5.4.3. The MILDEPs maintain offices to coordinate acquisition activities, identify
technological capabilities, stimulate participation in joint projects, and fund local basic research
and studies. These offices establish formal liaison with the SCOs to maximize complementary
activities.

C2.5.5. Directives and Record Communications.  Security Assistance directives and record
communications to the Combatant Commands, SCOs, and MILDEPs that have military
operational or policy implications require coordination with the Chairman of the Joint Chiefs of
Staff. All Security Assistance directives and record communications from the Chairman of the
Joint Chiefs of Staff to the Combatant Commands (e.g., new fighter aircraft sales policy
recommendations), SCOs, and MILDEPSs require coordination with the Director, DSCA. If
appropriate, the Director, DSCA, coordinates further within OSD and the Executive Branch.

C2.5.6. Defense Cooperation in Armaments (DCA). The Secretary of Defense has directed
aDoD-wide emphasis on NATO DCA to include armaments cooperation, DIC, reciprocal MOU
implementation, and Security Assistance. It is essentia to coordinate and track DCA activitiesin
atimely manner. Figure C2.F2. showsthe DCA decision channels. Table C2.T4. identifiesthe
DCA programs and the responsible office.

Figure C2.F2. Defense Cooperation in Armaments (DCA) Decision Channels

Direction The President
National Security Council
——————— Coordination Office of Management and Budget
I
Secretary of State
I
Arms Cooperation Secretary of Defense

Working Group

Deputy Secretary of Defense

Under Secretary of Defense (Policy)

I Assistant Secretaries
Under Secretary of Defense Assistant Secretary of Defense
(Acquisition Technology (International Security Affairs) Regional
and Logistics) [ Policy
Director, |

Defense Security Cooperation Agency

Chairman of the Joint
Chiefs of Staff
[

Combatant Commands

U.S. Embassy/Security Cooperation
Organizations

Military Departments
[ Military Department Research and
Development Offices In-Country
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Table C2.T4. Defense Cooperation in Armaments (DCA) Programs

Responsible

Program Type Office
U.S. development and acquisition, involving the expenditure of U.S. funds, or USD(AT
equivalent compensation, to acquire foreign technical information or components. &L)
Joint U.S. and foreign development programs involving shared efforts and expenditure USD(AT
of U.S. funds or equivalent compensation. &L)
Foreign production of U.S.-designed equipment (i.e., co-production) under USD(AT
predominantly commercial arrangements with shared product improvement potential &L)
involving U.S. funds committed or anticipated.
Foreign production of U.S.-designed equipment, under either commercial or FMS
arrangements, with no U.S. program or commitments involved (but with flowback DSCA
included without charge).
Foreign production of U.S.-designed equipment (i.e., co-production) with anticipated
or committed U.S. second source utilization. Foreign countries acquisition of U.S. USD(AT
data or equipment by means of either commercia or FM S arrangement is secondary &L)
issue.
Foreign production of U.S.-designed equipment (i.e., co-production) where principal
issue is acquisition of data or equipment from U.S. sources, via FMS or commercial, DSCA
without U.S. commitment or funding for second source.
Sale of U.S. equipment or services in order to further the foreign production of U.S.- DSCA
designed equipment with no U.S. commitment or funding involved.
Cooperative logistics support arrangements for alliance-fielded equipment. gf‘;(AT

C2.5.7. SCO and Industry Interface Policy and Guidelines.

C2.5.7.1. SCO Assistance to Industry. Individuals marketing U.S. defense products
should receive the same courtesy and support offered to persons marketing other U.S. products.
The SCO, rather than the Commercial Attaché, isthe principal point of contact in U.S. missions
for most U.S. defense industry representatives marketing defense equipment. Itisinthe U.S.
national security and economic interests that if a country intends to purchase a defense article it
beaU.S. product. Consequently, SCOs should support the marketing efforts of U.S. companies
while maintaining strict neutrality between U.S. competitors. The SCO facilitates the flow of
U.S. systems information, subject to releasability considerations including export licensing,
while avoiding advocacy of a program with a specific U.S. producer. DSCA works closely with
industry representatives to develop a mutually supportive relationship. The following guidance
is designed to supplement DoS guidance and to define an appropriate SCO and U.S. industry
representative relationship.

C2.5.7.1.1. Providing Country Information. SCOs should be well informed and
responsive to U.S. defense industry interests in the host country. The SCO should draw on
resident Embassy experts (e.g., Commercial, Economic, or Political Officers) to inform industry
representatives of the country’s financial position, any International Monetary Fund controls and
restrictions on credit, and the relationship between the MOD and other Government branches.
Upon request, but subject to factors such as availability of resources and country sensitivity to
release of specific data, the SCO provides industry representatives the following types of
unclassified information:
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C2.5.7.1.1.1. Data on the defense budget cycle in the host country including the
share of that budget devoted to procurement. Industry representatives may aso be informed of
the country’s current FM S, FMF, and MAP budgets.

C2.5.7.1.1.2. Information on the national decision making process, both formal
and informal, and on decision makersin the MOD and military services.

C2.5.7.1.1.3. Information on the national procurement process, to include bidding
procedures, legal or policy impediments to procure from U.S. sources, and other information
needed for the U.S. commercial competitor to work with the country.

C2.5.7.1.1.4. Estimates of the kind of equipment the country needs to fill current
and future defense requirements and when appropriate procurement plans for this equipment.

C2.5.7.1.1.5. Information on the marketing efforts of foreign competitors.

C2.5.7.1.1.6. Information on the major in-country defense firms and their
products. Thiscan assist U.S. firmsto identify possible subcontract support services, or teaming,
licensing, and other cooperative arrangements.

C2.5.7.1.2. Reciprocal Procurement Agreements. Countries that have reciprocal
procurement agreements with the Department of Defense (covering mutual cooperation in R&D,
production, procurement, and logistics) have agreed to provide equal access to each other’s
defense markets. Based on these agreements, SCOs should have a working knowledge of the
host country’s acquisition system. In conjunction with the Embassy Commercial Attaché, the
SCO should have a process for obtaining procurement information on bid solicitations. Such
information should be obtained at the same time as bid solicitations are provided to in-country
suppliers. Reciprocal agreement and host country solicitation information should be provided to
appropriate U.S. industry representatives. The exchange of information between the SCO and
the industry representative is used to monitor host country compliance with the reciprocal
agreement. If the SCO suspects that U.S. companies do not have equal access to the host country
defense market or if U.S. industry representatives can provide information that indicates an
agreement is not being honored, the SCO works with the Embassy Commercial Attachéto
resolve the issue and advise the host country procurement officials and appropriate OSD
activities.

C2.5.7.1.3. Appointments. The SCO should assist industry representatives with visit
appointments in the Embassy and, as time and circumstances permit, with host country MOD
and services (e.g., provide appropriate country individuals or office POCs). Industry
representati ves make appointments with country officials to avoid the impression of SCO
endorsement of a given item or service. The SCO makes the appointment only if the host
country desires that appoi ntments be made through the SCO. The SCO may attend key meetings
to help assess defense requirements and the extent of U.S. industries’ ability to meet those
requirements, if requested by the industry representatives and the host Government.
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C2.5.7.1.4. U.S. Competitors. Unlike most countries that sell defense equipment, the
United Statesis likely to have more than one weapon system manufacturer. The SCO must
maintain neutrality between U.S. competitors. When more than one U.S. competitor is involved,
the SCO should explain to host country personnel why a U.S. system would be to the country’s
advantage. If asked by arepresentative of one U.S. company, the SCO can acknowledge
whether and when other U.S. vendors have come through the country, but should not divulge any
marketing strategy or other proprietary information of any U.S. competitor. In caseswhereitis
clear that thereis only one U.S. source or producer marketing a system, the SCO may endorse a
specific American product to the host Government. If it has not already been communicated to
the SCO that a specific product or capability isto be supported, the SCO may inquire from
DSCA whether the Department of Defense can actively participate in supporting a specific sale.

C2.5.7.1.5. Commercial Versus FMS Sales. Generally, the Department of Defense
supports fulfillment of foreign countries' defense needs through either FM S or commercial
channels. Unless the host country requests the purchase be made through FM S, the Department
of Defense tries to accommodate the U.S. contractor’s preference for direct commercia sale
(DCS). In addition, normally the Department of Defense does not provide price quotes for
comparison of FMSto DCS. To avoid any pricing discrepancies and to ensure that the SCOs
provide accurate P& A data, inquiries on pricing are referred to the appropriate MILDEP and/or
DSCA (see Chapter 5). All sales, either FMS or DCS, may include differencesin delivery
schedules, equipment modifications, spare parts, and training packages, and the recipient should
exercise caution in comparing FMS and DCS data. The SCO assists a broad spectrum of U.S.
defense industry marketing efforts and the SCO is expected to provide adequate support to
vendors regardless of the complexity or price of theitem.

C2.5.7.1.6. Follow-Up. The SCO Chief should encourage visiting U.S. contractorsto
debrief the SCO Chief and other relevant members of the mission staff on their experiencesin
country. The SCO Chief responds to follow-up inquiries from industry representatives with
respect to any reactions from host country officias or subsequent marketing efforts by foreign
competitors. The SCO Chief alerts embassy staff to observe reactions of the host country
officialson U.S. defense industry marketing efforts. As appropriate, the SCO Chief can pass
these reactions to the U.S. industry representatives.

C2.5.7.1.7. Exceptional Circumstances. If the SCO believes that the marketing
efforts do not coincide with overall U.S. defense interests or have potential for damaging U.S.
credibility and relations with the country, these concerns, along with arequest for guidance, is
sent to the MILDEP and/or DSCA.

C2.5.7.2. Industry Guidelines for Interfacing with SCOs. To support U.S. policy, trade,
and interests, including enhancement of U.S. defenses through support to friendly countries, the
USG and U.S. industry must work together through both FM S and DCS channels to effectively
market U.S. military items and services. The major differences between FMS and DCS are
presented in the DISAM book, “The Management of Security Assistance,” (reference (s)) and
other DoD publications pertaining to Security Assistance. They are available from DISAM.
SCOs are responsible for long-term mutually beneficial relationships between the United States
and host countries. The SCO promotes maximum defensive capability within available
resources. The SCO must give their overall mission precedence over the benefits of a
prospective sale.
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C2.5.7.2.1. Contacts with Country Representatives. In international marketing,
ethics, customs, policies, and laws sometimes vary from those accepted or in-force in the United
States. Industry representatives must familiarize themselves with the foreign country’s
circumstances and with U.S. laws that govern the conduct of international business.

C2.5.7.2.2. Quality of Products and Support. Industry representatives should be
knowledgeable and forthright concerning follow-on support arrangements and should assist
purchasers in using the avail able logistics infrastructure to operate and maintain marketed
equipment. Thisis especialy important in less-developed countries. In any DCS, but
particularly for those items not in the DoD inventory, industry should provide atotal package,
including concurrent and follow-on spare parts, specia tools, publications, training, and arepair
and return program. Quality control and customer service should be present through delivery
and acceptance.

C2.5.7.2.3. Administration Actions. 30 days in advance of initial visits, defense
industry representatives should provide SCOs. asynopsis of equipment and services proposed
for sale; current export license information, including restrictions and provisos; dates of planned
in-country travel; non-proprietary information already provided to the host country, or other
contacts concerning this equipment or service; and specific support (briefings, appointments)
requested. To help ensure program continuity, industry representatives should also brief SCOs
before departing the host country.

C2.6. DEPARTMENT OF COMMERCE

The Department of Commerce (DoC) advocates on behalf of U.S. companies for foreign defense
contracts, and works closely with the DoS and the Department of Defense and U.S. missions to
engage foreign decision makers on the strategic, military, and economic issues associated with
major defense procurements. It also reviews EDA allocations, materiel surveys, and
international agreements. The DoC regulates the export of sensitive dual-use goods and
technologies. The DoC also administers the Defense Priorities and Allocations System.

C2.7. FOREIGN PURCHASER

Foreign purchasers submit Security Assistance requests through the proper channels with all
required information. Purchasers agree not to transfer U.S.-origin defense articles, training, and
services to anyone not as office, employee, or agent of their Government; to use such defense
articles, training, and services only for the purposes for which they are furnished; and to
participate in the EUM program. Purchasers ensure that the Military Assistance Program
Address Directory (DoD 4000.25-8-M (reference (t))) addresses are accurate. Other
responsibilities of the foreign purchaser are specified throughout this Manual.
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C3. CHAPTER 3

TECHNOLOGY TRANSFER AND DISCLOSURE
C3.1. TECHNOLOGY TRANSFER

DoD Directive 2040.2 (reference (u)) requires that the Department of Defense treat defense-
related technology as a valuable, limited national security resource and apply export controls to
its release. Table C3.T1. summarizes the DoD technology transfer policies implemented through
strategic trade licensing, munitions licensing, and the Foreign Military Sales (FMS) processes.

Table C3.T1. DoD Technology Transfer Policies

DoD Technology Transfer Policies
Manage transfers of technology, goods, services, and munitions consistent with United States (U.S.)

1 foreign policy and national security objectives.

2 Control the export of technology, goods, services, and munitions, which could prove detrimental to
U.S. security interests.

3 Limit transfers of advanced design and manufacturing know-how to those that support specific
national security objectives.

4 Facilitate the sharing of technology only with allies and nations that cooperate in safeguarding the

technology and reciprocate in sharing such technology.
5  Seek to strengthen foreign procedures to protect sensitive and defense related technology.
Comply with the National Disclosure Policy (NDP) in cases involving the release of classified

6 military information.

7 Ensure that the requirements of DoD Directive 5230.24, DoD Directive 5230.25, and DoD 5200.1-R
(references (v), (w), and (x)) are adhered to regarding Controlled Unclassified Information (CUI).
Ensure that transfers of munitions and services technology receive special scrutiny, taking into

8 account the importance of arms cooperation with North Atlantic Treaty Organization (NATO) and

other close friends and allies, potential third party transfers, and the protection of advanced military
operational capabilities.

C3.1.1. Technical Data

C3.1.1.1. Definition of Technical Data. The International Traffic in Arms Regulations
(ITAR) (22 CFR parts 120 — 130 (reference (n))) defines technical data as: information, other
than software that is required for the design development, production, manufacture, assembly,
operation, repair, testing, maintenance, or modification of defense articles including blue prints,
drawings, photographs, plans, instructions, and documentation; classified information relating to
defense articles and services; information covered by an invention secrecy order; and software,
as defined in the 22 CFR part 121.8(f) (reference (n)), directly related to defense articles.
Technical data does not include information concerning general scientific, mathematic, or
engineering principles commonly taught in schools, colleges and universities, or information in
the public domain. Technical data does not include basic marketing information on function,
purpose, or general system descriptions of defense articles.

C3.1.1.2. Release Of Technical Data. Releasability of technical data is considered in the
same manner as other potentially sensitive parts of the program. In accordance with 22 CFR part
124.2 (reference (n)), the release of technical data is limited to the provision of training in basic
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operations and maintenance of defense articles lawfully exported. This specifically excludes the
release of technical data for training in support of intermediate and depot level maintenance.
Release in support of intermediate and depot level maintenance must be reviewed to ensure that
the Technical Data Package (TDP) does not contain information that can be used for design,
development, or production of an item. Controlled Unclassified Information (CUI) is exempt
from public disclosure under 5 U.S.C. 552 (reference (y)) (Freedom of Information Act) (see
paragraph C3.4.1.) and must be reviewed in foreign disclosure channels before release to foreign
Governments or international organizations.

C3.1.1.2.1. Release of USG Owned Technical Data. The USG either owns or has the
legal right to use defense-related technical data. USG owned TDPs are released under FMS
procedures and only in support of a specifically defined, lawful, and authorized USG purpose.
The Letter of Offer and Acceptance (LOA) must cover the full cost of preparation, reproduction,
and handling of technical data.

C3.1.1.2.2. Release of Privately Owned Technical Data. When private ownership
exists, foreign representatives normally request the data through commercial channels. Release
is subject to export licensing requirements. If the DoD Components release such information
under a Security Assistance program, the data must be properly marked and the owner must
authorize release. The Letter of Offer and Acceptance (LOA) must cover the full cost of
preparation, reproduction, and handling of technical data.

C3.1.1.3. Requests for TDPs. TDP requests must specify if the TDP is for use in
operating and maintaining U.S.-origin defense equipment; for study purposes to determine if a
request for production authorization will be submitted; or for production of the defense article or
component(s) or follow-on development or improvement of an item of U.S. equipment (or
derivations thereof). The LOA must identify the purpose for which the TDP is provided. See
Chapter 5, Table C5.T5. for exact note placement and wording.

C3.1.1.4. Sale of TDPs for Operation and Maintenance (O&M). TDPs are sold for O&M
only if the Implementing Agency verifies that the article was provided to the purchaser through
authorized transfer and there is no other viable means of maintaining the U.S.-origin equipment.
The Implementing Agency provides the LOA (or other documentation that validates the
authorized transfer of the U.S.-origin equipment) and Table C3.T2. information to the release
and disclosure authority for use in making a release determination. If the proposed release
involves classified information or CUI, the decision must be approved by a Designated
Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h)). A standard
note is included in LOASs that contain O&M TDPs. See Chapter 5, Table C5.T5. for the LOA
note wording.
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Table C3.T2. Data Sheet for TDPs Transferred for Operations and Maintenance

Data Sheet for TDPs Transferred for Operations and M aintenance (O& M)

1 Nomenclature of hardware, major end item, or component, as applicable

2 Major assemblies or components in TDP having USG patent or other proprietary rights not releasable
without prior approval

3 Statement as to whether the TDP requirement would be met by means of pertinent DoD instructions,

maintenance manuals, or other similar publications

In-country inventory of major end items requiring maintenance support from the requested TDP
Current status of DoD maintenance capability (e.g., is there an excess depot level capability at the DoD
facility?)

Estimated date by which USG repair parts support terminates

Security classification of the TDP

Identify any classified information or CUI

Verification of legal rights to release the TDP for this purpose

The DoD Component recommendation on releasing the TDP

Attach copy of pertinent correspondence with purchaser

o~
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C3.1.1.5. Sale of TDPs for Study or Production. TDPs are offered for study only when
the Department of Defense is prepared to release the TDP for production. If an article is in
limited supply or if foreign production would adversely impact the U.S. mobilization base,
requests for TDPs for study or production are normally denied. The Implementing Agency
provides the LOA and Table C3.T3. information to the release and disclosure authority for use in
making a release determination. If the proposed release involves classified information or CUI, a
Designated Disclosure Authority appointed pursuant to DoD Directive 5230.11 (reference (h))
must approve the decision. Standard notes are included in LOAs that contain TDPs for study or
production. See Chapter 5, Table C5.T5. for the wording of these notes.

Table C3.T3. Data Sheet for TDPs Transferred for Study or Production

Data Sheet for TDPs Transferred for Study or Production
Nomenclature of defense article to be studied or produced
Quantity to be produced by, and production schedule of, the requesting Government
Use of article to be produced, with names of third country purchasers if for third country sale
Stock on hand, show separately any quantity beyond approved acquisition objective
U.S. and foreign production history for last 5 years
Production plans (a) underway, (b) approved, and (c) proposed
Estimated date by which USG repair parts support terminates
Known U.S. source(s) of supply
9 USG cost of the article
10 Security classification of the TDP and of the article to be produced
11 Other countries authorized to produce the article
12 Anticipated impact of TDP sale on U.S., FMS, or other programs
13 Whether production recipients previously obtained the article and quantities obtained
14 Verification of legal rights to release the TDP for this purpose
15 TDP elements having patent or other proprietary rights not releasable without prior approval
16 Whether TDP requirement could be met by maintenance manuals or other publications
17 The DoD Component recommendation regarding release of the TDP
18 Attach copy of pertinent correspondence with purchaser

0O ~NOO O WN P
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C3.1.1.6. Revisioning Services. After TDPs have been approved for transfer, revisioning
services can be offered. Revisioning services may appear as a separate line item on the LOA
transferring the TDP or they may be offered on a separate LOA. Revisioning services require a
unique LOA note shown in Chapter 5, Table C5.T5. If previous TDP transfer notes on the case
require updating, the revisioning services LOA must contain the complete provisions required
for initial TDP transfer.

C3.1.1.7. Restrictive Markings on TDPs. Implementing Agencies must ensure the TDP
includes markings showing the rights of use authorized and not authorized, the security
classification, and other restrictions. Each separate part of the technical information including
drawings and aperture cards are marked. If individual part marking is not possible, TDP cover
information provides the restrictions. DoD Directive 5230.24 and DoD Directive 5230.25
(references (v) and (w)) provide DoD policy and procedures for marking and handling export-
controlled technical data that are critical technology. Technical data so marked constitute CUI.

C3.1.1.8. TDPs Related to Defense Articles Manufactured by Watervliet Arsenal. See
Chapter 4, paragraph C4.3.10. for information on these items.

C3.1.2. Foreign Manufacture. Foreign manufacture of U.S. equipment benefits the United
States when it strengthens friendly defense forces, improves U.S. defense relationships, or
enhances interoperability. It may also benefit the United States when it is advantageous to assist
in maintaining the purchaser’s defense industrial base or in improving general defense
capabilities by means of collaborative defense programs. Program implementation can be
through an FMS case that provides the purchaser with technical data and authority necessary to
operate and maintain or manufacture the defense article. Implementation can also involve an
international agreement (such as for cooperative development) or an LOA and complementary
international agreement in the form of a Memorandum of Understanding (MOU) or a
Memorandum of Agreement (MOA). (See DoD Directive 5530.3 (reference (aa)).) A program
specific MOU or MOA is the preferred method when there is no General Security Agreement
with the purchaser. Sample security language for a program specific MOU or MOA is provided
at Figure C3.F1.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement

When there is no General Security of Information Agreement or General Security Military Information Agreement
with a purchasing government, a program specific security agreement will contain the provisions described below, at
a minimum. The agreement must be approved by the Office of the Deputy Under Secretary of Defense for
Technology Security Policy and National Disclosure Policy (DUSD(TSP&NDP))) prior to discussion with the
purchasing government. Any modification to the text during negotiation must be approved by the
DUSD(TSP&NDP). Once the terms set forth in the agreement are agreed upon, the DUSD(TSP&NDP) shall sign or
delegate authority to sign the agreement.

1. The first paragraph shall contain a reference to the pertinent Letter of Offer and Acceptance, citing the Case
Designator, and indicate that the agreement takes precedence. For example: This security agreement between the
Department of Defense of the United States of America and the Ministry of Defense of the Government of [insert
the country] (hereafter, “the Parties”) establishes the terms and conditions by which classified information and
material related to the [insert system] to be sold to the Government of [insert the country] under Letter of Offer and
Acceptance [insert Case Designator] will be protected. In the case of any difference in interpretation between the
terms of Letter of Offer and Acceptance [insert Case Designator] and this Agreement, the terms of this Agreement
will govern. The Parties hereby agree as follows:

2. Definitions:
a. Information - Knowledge in any form (i.e., in oral, visual or material form).

b. Classified Information - Information that has been determined to require protection in the interests of
national security and is marked with a classification designation by the country that originated the information
(e.g., Top Secret, Secret, Confidential, or Restricted).

c. Material - Tangible matter, such as documents, equipment, photographs, magnetic tapes, computer disks, or
other tangible matter that my contain information.

d. Facility - Physical location, such as a building or compound.
e. Disclose/Disclosure - Providing of information in any form (i.e., oral, visual, or material).
f.  Release - Disclosure of information in material form (e.g., documentary form).

3. Classified information and material shall be transferred through official government channels or through other
channels that may be agreed upon in writing by the responsible security officials of the Parties. When a transfer of
classified information or material is executed, a Transportation Plan shall be prepared to describe security
requirements and arrangements for each segment of the transfer, from the point of origin to the ultimate destination.

4. Each Party shall take all lawful steps available to it to ensure that classified information and material provided
or generated pursuant in connection with the sale of the (cite system) shall be protected from compromise or further
disclosure unless such disclosure is authorized by the Party that provided the information or material. Accordingly,
each Party shall:

a. The recipient Party will not disclose or release or authorize the disclosure or release of the information or
material to any government, person, firm, organization, or other entity of a third country, or to any firm,
organization or entity that is owned or controlled by a third country person or entity, without the prior written
consent of the Party that provided the information or material.
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Figure C3.F1. Sample Text for a Program-Specific Security Agreement (cont)

b. The recipient Party shall not use or permit the use of the classified information or material for any purpose
other that for which it was provided pursuant to Letter of Offer and Acceptance [insert Case Designator]
without the prior written consent of the Party that provided the information or material.

c. The recipient Party will provide security protection for the classified information or material in a manner
that is no less stringent than the protection provided to its own classified information and material of an
equivalent security classification level.

5. Prior to the disclosure or release of any classified information or material provided or generated under Letter of
Offer and Acceptance [insert Case Designator] to a person or a facility within its territory, consistent with paragraph
4.a., above, the recipient Party shall:

a. Ensure that any facility (governmental or commercial) to which the information or material may be
provided has the capability to protect the information or material and the responsible person at the facility has
executed a written contractual arrangement under which the person agrees to provide such protection.

b. Ensure that all persons who will be authorized to have access to the information or material have been
determined to be qualified for access to classified information, have an official need for such access, and have
been informed of their responsibilities for protecting the information or material.

c. Appoint a person at each facility that will have access to the classified information or material who will be
responsible for ensuring the proper protection of the information or material.

d. Conduct periodic inspections of all facilities that will have access to the information or material and ensure
that the information or material is properly protected.

6. Each Party shall report to the other Party any loss or compromise, or potential loss or compromise, of classified
information or material provided or generated under Letter of Offer and Acceptance [insert Case Designator].

7. Any visit by representatives of either Party to the territory of the other Party related to Letter of Offer and
Acceptance [insert Case Designator] shall be submitted through government channels in compliance with the visit
procedures of the country that will host the visit. Visitors shall be required to protect any classified information or
material disclosed or released during the visit in compliance with this Agreement.

8. Each Party shall accept visits by security officials of the other Party, when mutually convenient, to review the
requirements set forth in this Agreement.

9. This agreement shall remain in force as long as classified information or material provided or generated under
Letter of Offer and Acceptance [insert Case Designator] remains in the possession of the Government of [insert
Country].
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C3.2. MISSILE TECHNOLOGY CONTROL REGIME

C3.2.1. Missile Technology Control Regime (MTCR) Definition. The MTCR is an informal
international political arrangement designed to control the proliferation of rocket and unmanned
air vehicle (UAV) systems (and their associated equipment and technology) capable of
delivering weapons of mass destruction. It was formed in 1987 and currently includes 33
member countries. Regime controls are applicable to all items on the MTCR annex to include all
items listed in 22 CFR part 121.16 (reference (n)). The MTCR Annex Handbook is published by
the DoS (http://www.mtcr.info/).

C3.2.2. MTCR Screening Process. Although the regime is a political commitment rather
than a treaty with international legal obligation, many countries, including the United States,
have passed laws restricting the export of MTCR-controlled items (Arms Export Control Act
(AECA), Chapter 7 (reference (c))). The Department of State (DoS), the Department of
Commerce (DoC), and the Department of Defense all have a role in regulating the export of
MTCR-controlled items from the United States. The Department of Defense identifies MTCR-
controlled items that purchasers have requested via FMS.

C3.2.2.1. The System Program Office (SPO), Program Manager (PM), or equivalent
performs a technical review of each LOA, as early in the LOA development process as practical.
Possible MTCR-controlled items contained in the LOA or envisioned to be part of the associated
program are identified. To ensure technical reviews are standardized, reviewers must complete a
Defense Security Cooperation Agency (DSCA)-approved Missile Technology Proliferation
Course, or have equivalent experience in MTCR and Ballistic Missile Proliferation.
Implementing Agencies maintain a roster of personnel trained and/or knowledgeable on MTCR
controls.

C3.2.2.2. Implementing Agencies screen all LOAs for MTCR-controlled items. The
LOA transmittal memorandum to DSCA must contain a statement that a qualified individual
accomplished an MTCR review. If MTCR items ARE NOT identified in the review, this is
stated in the LOA transmittal memorandum. If MTCR-controlled items ARE identified in the
LOA, the following procedures are used.

C3.2.2.2.1. The reviewer transmits a list of the MTCR-controlled items to the
Implementing Agency MTCR point of contact (POC) at the earliest opportunity to ensure
minimal delays in the LOA processing time. This list includes: the case identifier; a general case
description identifying major associated systems; the Military Articles and Services List (MASL)
number of each MTCR-controlled item; the nomenclature of each item; and a detailed
description of each item including the manufacturer.

C3.2.2.2.2. The reviewer must report the compounds listed in Item 4 of the MTCR
Annex if they are to be exported in bulk as an input for a manufacturing process, or in any other
manner or form that might support the creation of a propellant for a missile or a UAV. However,
the reviewer is NOT to report Item 4 explosive compounds if they are molded or poured into a
form that precludes their use as rocket propellant (e.g., as a bursting, propelling, or gas-
generating charge in a shell, cartridge, squib, or actuator).

C3.2.2.2.3. The reviewer is NOT to report as a possible MTCR-controlled item any
common type munition fuse, even though all such fuses meet the criteria of Item 2.A.1.f. in the
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MTCR Annex (i.e., “weapon or warhead safing, arming, fusing and firing mechanisms...”). If
the fuse in question is an unusual type, a rough equivalent of which is not likely to be found in
most foreign arsenals, or if the fuse uses sophisticated means to determine burst height (e.g.,
radar), the reviewer should report it.

C3.2.2.2.4. The Implementing Agency MTCR POC verifies the list and forwards it
via memorandum to DSCA (Programs Directorate/Weapons Division). The memorandum
should be submitted electronically to mtcr@dsca.mil. The name, telephone and fax number, and
e-mail address of the Implementing Agency MTCR POC are included.

C3.2.2.2.5. DSCA (Programs Directorate/Weapons Division) reviews and forwards
the memorandum to the DoS, Deputy Director, Office of Chemical, Biological, and Missile
Threat Reduction, Bureau of International Security and Nonproliferation (ISN/MTR), for review
and approval.

C3.2.2.2.6. DoS (ISN/MTR) coordinates the possible transfer of the MTCR-
controlled items. This process is accomplished in advance of final LOA development to avoid
delays.

C3.3. COMMAND, CONTROL, COMMUNICATIONS, COMPUTER, INTELLIGENCE,
SURVEILLANCE AND RECONNAISSANCE (C4ISR)

C3.3.1. C4ISR Definition. C4ISR encompasses systems, procedures, and techniques used to
collect and disseminate information. It includes intelligence collection and dissemination
networks, command and control networks, and systems that provide the common operational/
tactical picture. It also includes information assurance products and services, as well as
communications standards that support the secure exchange of information by C4ISR systems.
Under the C4ISR umbrella, systems exchange digital, voice, and video data to appropriate levels
of command. The two key classified aspects of C4ISR systems are access to secure networks
controlled by Information Security (INFOSEC) products and services, and the classified data
resident in the C4ISR networks. See CJCSI 6510.06 (reference (ap)) for information on the
release of U.S. INFOSEC products (e.g., Communications Security (COMSEC), cryptographic
algorithms, cryptographic key material, security infrastructure, etc.) to foreign purchasers.
Transfers of U.S. C4ISR capabilities to countries and international organizations must support a
U.S. Combatant Commander’s (COCOM) interoperability requirements or otherwise clearly
benefit U.S. policy objectives (e.g., telemetry test data transmissions for FMS aircraft transfers).
A purchaser’s desire to be interoperable with the United States is insufficient justification for
release. Prior to physically receiving any U.S. INFOSEC products or services associated with a
secure C4ISR system, the purchaser must negotiate and sign a Communication Interoperability
and Security Memorandum of Agreement (CISMOA) or other INFOSEC agreement (e.g.,
COMSEC MOU, INFOSEC Equipment Agreement) with the COCOM. A purchaser must
obtain approval from the supporting COCOM for access to classified U.S. C4ISR and INFOSEC
prior to submitting a Letter of Request (LOR) for C4ISR. See Chapter 5 for more information on
processing LORs for C4ISR equipment and services. Pre-LOR coordination activities will take
place between the requesting foreign purchaser (via SCO in country or Embassy in U.S.) and
DSCA (Programs Directorate) (see section C3.3.4).

C3.3.2. C4ISR Release Process.
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C3.3.2.1. Release of Classified Military Information. Interoperable systems that
exchange classified military information are subject to a releasability review and approval as
defined in National Disclosure Policy (NDP-1). In addition to classified system hardware and
software information, all data flowing between foreign and secure U.S. C4ISR systems are
classified. Approvals for release of U.S. classified data flowing over secure coalition networks
are required before issuance of LOA and/or P&A data. (see section C3.6.).

C3.3.2.2. INFOSEC Release. The release process for INFOSEC products is defined in
CJCSI 6510.06 (reference (ap)). With two exceptions (see paragraph C3.3.2.3. and C3.3.2.4.
below) all INFOSEC releases to non-NATO (excluding Australia and New Zealand) nations are
limited to specific quantities in support of a specific interoperability requirement.

C3.3.2.3. Global Positioning System/Precise Positioning System (GPS/PPS) and
Identification Friend or Foe (IFF) Mode IV Releases. All INFOSEC products require release
before being offered on an FMS case. GPS/PPS and IFF Mode 1V releases are not tied to a
specific quantity or platform. Once these devices are approved for release, the purchaser may
obtain these products through National Security Agency-authorized channels.

C3.3.2.4. Bilateral INFOSEC Agreement Signature. A bilateral agreement (e.g.,
CISMOA or COMSEC MOU, INFOSEC Equipment Agreement) must be in place in order for a
purchaser to receive INFOSEC products or services associated with a C4ISR system.

C3.3.3. C4ISR Oversight/Steering Group. The C4ISR Oversight/Steering Group consists of
representatives from DSCA, OSD (NII), Chairman, Joint Chiefs of Staff, the COCOM,
Implementing Agencies, and NSA. C4ISR Oversight/Steering Group meetings, chaired by OSD
NII International Affairs, are called annually, or as needed, to address policy, operational, or
acquisition issues for Phases 1 and 2 C4ISR programs. This group gathers policy-related
information from implemented Phases 1 and 2 FMS cases to ensure current programs are in
compliance with existing policy or whether existing policy needs to be changed to address new
circumstances.

C3.3.4. C4ISR Responsibilities. Table C3.T4. lists organizations and their C4ISR
responsibilities.

Table C3.T4. C4ISR Responsibilities

Organization Responsibility
e Informs host country of the requirement for COCOM sponsorship of requests
for INFOSEC-enabled C4ISR systems

e Promotes the C4ISR three-phased approach (3PA)(see paragraph C3.3.5. for
Security Cooperation more information), to assist the country with planning and budgeting for secure
Organization interoperability with U.S. C4ISR systems and capabilities

e Coordinates pre-LOR C4ISR requirements with DSCA (Programs Directorate
through Operations Directorate)
Forwards LOR after pre-coordination to Implementing Agency
Signs bilateral CISMOA or other binding INFOSEC agreement
Coordinates with SCO on pre-LOR C4ISR requirements
Submits C4ISR LOR for each phase of the C4ISR 3PA to SCO who then
forwards to Implementing Agency that has been determined during the pre-LOR
consultations with DSCA

Purchaser
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Responsibility
Submits LOR for a dedicated INFOSEC facility, and staffing by two U.S.
accredited COMSEC custodians to Implementing Agency (see C3.3.5.)
Establishes interoperability requirement for specific C4ISR capabilities
requiring INFOSEC products and services
Initiates CJCSI 6510.06 (reference (ap)) INFOSEC release process
Participates in CONOPS development in Phase 1
Following delegation from the Chairman, Joint Chiefs of Staff, negotiates and
signs the CISMOA or other appropriate bilateral INFOSEC agreement
governing the transfer of INFOSEC products and services to non-NATO
(excluding Australia and New Zealand) nations
Serves as member of C4ISR Oversight/Steering Group
DSCA (Operations and Programs Directorate) reviews C4ISR pre-LOR
requirements in coordination with NSA and COCOM, and, as appropriate,
assigns the lead Implementing Agency
Monitors planning activities
Serves as Executive Secretary of the C4ISR Oversight/Steering Group
Provides input to and review of the C4ISR planning process and Phases 1 and 2
deliverables
Receive and review C4ISR LORs after pre-LOR review by DSCA
Obtain DSCA (Operations Directorate) approval before processing LOR
Obtain input and coordinate LOA Data with all activities participating in Phases
land 2
Generate Price and Availability (P&A) data and/or FMS case
Serve as members of the C4ISR Oversight/Steering Group
Identifies the appropriate INFOSEC solution to satisfy COCOM validated
interoperability requirements
Delegates authority through the Chairman, Joint Chiefs of Staff to the COCOM
to negotiate the COMSEC portion of the CISMOA, or to negotiate INFOSEC
Equipment Agreements
Generates FMS case for foreign purchase of U.S. INFOSEC products and
services; under limited circumstances, provides written authority to MILDEPS to
include specific INFOSEC products and services on Military Department FMS
cases (see National COMSEC Instruction (NACSI) 6001 (reference (am))
Serves as member of the C4ISR Oversight/Steering Group
Validates COCOM interoperability requirements associated with the requests
for U.S. INFOSEC products and services
Delegates final authority to COCOM to negotiate and conclude the CISMOA
Serves as member of the C4ISR Oversight/Steering Group

Provides input to and review of Phases 1 and 2 products
Chairs the C41SR Oversight/Steering Group

C3.3.5. C4ISR Planning Process - Three-Phased Approach (3PA). To the greatest extent

possible, C4ISR foreign requirements are addressed from a joint service perspective. Before a
C4ISR LOR is submitted, pre-coordination with DSCA (Operations and Programs Directorates),
the respective COCOM, potential Implementing Agencies, the SCO, and the foreign purchaser is
recommended. Through this pre-LOR coordination, DSCA determines whether the COCOM
supports the transfer, identifies releasability challenges, and designates the lead Implementing
Agency and, where applicable, supporting Implementing Agencies in advance of receiving the
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C4ISR LOR (see C5.1.4.3.5). DoD encourages the use of a 3PA to plan C4ISR programs, as
outlined below. Separate LORs are normally submitted for each individual phase of the 3PA.

C3.3.5.1. Phase 1. Before submitting an LOR for the acquisition of a C4ISR system,
purchasers are encouraged to submit an LOR for C4ISR planning that explores the intended
Concept of Operations (CONOPS) and develops an overarching C4ISR architecture that ensures
efficient, interoperable, and economical technical solutions that enhance interoperability with
U.S. forces. The deliverables of Phase 1 include a CONOPS, a risk assessment of the
purchaser’s current communications architecture, and development of a notional high-level
architecture based on both COCOM and purchaser requirements. If the purchaser opts not to
have an FMS case for C4ISR planning (e.g., Phase 1), then the FMS case to support the C4ISR
system sale should include provisions to address interoperability, CONOPS, and C4ISR
architecture development. The lead Implementing Agency, in concert with the supporting
Implementing Agencies, will present to the C4ISR Oversight/Steering Group the joint program
management concept for executing Phase 1 approximately 90 days after LOA signature.

C3.3.5.2. Phase 2. Phase 2 provides a Procurement Plan that is a “total package” of
options and recommendations with associated costs, schedules, and risk impacts to the purchaser.
It is generated within the purchaser’s budget and funding constraints, using performance
engineering assessments, and includes analysis of alternatives of select specific
hardware/software solutions, risk analyses and trade-offs, and infrastructural assessment. Other
tasks include definition of information exchange requirements, refinement of high-level
architecture, and initiation of C4ISR training. Due to the joint nature of these programs, DSCA
will assign a lead Implementing Agency to coordinate and integrate other Implementing Agency
input into the P&A data/FMS case. If required, the lead Implementing Agency, in concert with
the supporting Implementing Agencies, presents the Procurement Plan to the C4ISR
Oversight/Steering Group for review.

C3.3.5.3. Phase 3. Phase 3 implements the procurement strategy through FMS, direct
commercial sales (DCS), and/or cooperative programs. Implementing Agencies may only
execute sales of INFOSEC articles and related services for which NSA has provided written
FMS sales authority to the Implementing Agency, in accordance with NACSI 6001 (reference

(am)).

C3.3.6. INFOSEC LOAs. The Director, National Security Agency, (DIRNSA) is the
National Manager for INFOSEC products to include both external Communications Security
(COMSEC) equipment and embedded cryptographic modules. The Implementing Agency for
COMSEC and embedded cryptographic modules is determined by the Acquisition Manager of a
particular device. DIRNSA may allow some NSA managed INFOSEC materiel to be included
on other Implementing Agency managed LOASs due to urgent operational requirements, end of
fiscal year funding issues, etc. Requests for exceptions to allow NSA-managed INFOSEC
materiel on other Implementing Agency LOAs will not be granted due to the lack of an existing
NSA LOA or to avoid the Small Case Management Line. Special Purpose INFOSEC equipment
(“S” Type COMSEC) shall be provided to Non-NATO Nations on NSA-managed FMS cases
only. Requests to allow “S” Type COMSEC equipment on other Implementing Agency LOAS
will not be granted.
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C3.3.6.1. INFOSEC Validation/Authorization. All Implementing Agencies must request
DIRNSA determination as to whether INFOSEC equipment and embedded cryptographic
modules are releasable, and whether the releasable equipment/modules can be included on an
LOA written by an Implementing Agency other than NSA. DIRNSA authorization is required
even when the Implementing Agency is responsible for the acquisition of the INFOSEC
equipment and embedded cryptographic modules. Requests must include a copy of the
purchaser’s LOR, nomenclature of the INFOSEC and/or embedded cryptographic modules,
quantities, and identify the weapon system or platform in which the INFOSEC equipment will be
integrated. DIRNSA will provide a written response to the Implementing Agency within 30 days
of the request. Some responses may include special instructions for INFOSEC materiel that
requires special handling.

C3.3.6.2. Classification of INFOSEC. The association of a specific INFOSEC product
with a foreign government may be classified; however, classifying the entire FMS case will be
avoided, when possible. See Chapter 5, C5.4.11. for more information on classified FMS cases.

C3.3.7. INFOSEC Accounts, Facilities, and Custodians. C4ISR purchasers may be required
to establish a dedicated INFOSEC account and purchase an INFOSEC facility manned by two
U.S. accredited INFOSEC custodians. The COCOM, during the negotiation phase of the
CISMOA with the purchaser, determines if the INFOSEC account requirement applies to a
purchaser. NSA and the COCOM may assign additional duties to INFOSEC custodians.

C3.3.8. Electronic Warfare (EW) Systems and EW Integrated Reprogramming Database
EWIRDB

C3.3.8.1. Definition. EW Systems (e.g., radar warning receivers and jammers) are
designed to deny or counteract the enemy's use of electromagnetic (EM) emitters, e.g., radar,
communications, guidance, detection, and control devices. The sale of an EW capability involves
the transfer of the EW system hardware, firmware, and software. The software typically
includes a mission data file (MDF) or library which contains information/data related to EM
emitters. The EWIRDB is the primary DoD source for technical parametric performance data on
EM emitters and is used to program/reprogram the MDF to correctly identify emitters by their
EM characteristics. Prior to offering an LOA to the FMS customer that includes an EW system,
the FMS Implementing Agency must review all EW system components to verify the system, to
include the MDF, has been approved for release and certified in writing by the appropriate DoD
authorities (i.e. National Security Agency (NSA), National Air and Space Intelligence Center
(NASIC), Defense Intelligence Agency (DIA), and applicable program offices). If an EW
system is not certified in writing prior to sale, the FMS purchaser must be advised and the FMS
Implementing Agency must ensure a plan is in place to obtain data protection certification from
the NSA prior to delivery. Delivery cannot take place without this certification. An exception to
the data protection certification requirement is when the FMS customer uses its own technical
parametric performance data instead of DoD data.

C3.3.8.2. EMS EWIRDB Types. The FMS EWIRDB is used to create the MDF or
library for EW systems. There are two types of FMS EWIRDB, Direct and Indirect. A Direct
FMS EWIRDB is delivered directly to the FMS customer and provides data required for an In-
Country Reprogramming (ICR) capability for the EW system. An Indirect FMS EWIRDB is
delivered to the U.S. reprogramming facility that will develop the MDF for the requesting
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country’s EW system. Both Direct and Indirect EWIRDBs must go through the release
processes described below prior to the FMS sale.

C3.3.8.3. EW Release Process. An LOR advisory should be issued to NSA and the
applicable MILDEPs by DSCA (Operations Directorate) when an LOR is received for an EW
system that will be used on a country’s weapon system for the first time. This advisory will
notify the EW community of the pending request so that the evaluation process can begin. It is
critical that the evaluation process be initiated as soon as possible due to the amount of time
required to complete the process.

C3.3.8.4. Release of Classified Military Information. EW systems that use classified
military information are subject to a releasability review and approval as defined in the National
Disclosure Policy (NDP-1). In addition to possible classified system hardware and software, the
system MDF may include classified data. Approvals for release of U.S. classified data are
required before an LOA can be offered to a purchaser.

C3.3.8.5. EW System Requirements. All U.S. origin systems that are being considered
for export require NSA Data Protection Certification prior to handling classified data. In
addition, Anti-Tamper (AT) review by the DoD AT Executive Agent (ATEA) is required as
noted in C3.4. of the SAMM. It is the responsibility of the Implementing Agency (1A) and the
vendor to ensure the system is NSA certified prior to loading classified information. A copy of
the accreditation should be provided to DSCA (Programs Directorate) by the IA. During LOA
development, the 1A should identify a plan that incorporates all the required acquisition
milestones. Such a plan will ensure delivery of a weapon system platform that provides all the
required capabilities, to include EW. The IA should also incorporate any leadtime or costs into
the FMS LOA required for NSA certification, in the event an EW system is offered but not yet
certified.

C3.3.8.6. EMS EWIRDB Release in Principle. Prior to offering an LOA for FMS
EWIRDB support, there must be an approved and valid Release in Principle (RIP) in place for
the use of the Direct or Indirect FMS EWIRDB. The FMS EWIRDB RIP is issued by NSA for a
particular country on a specific weapon system platform, and is not related to a COMSEC RIP.
Once the 1A Program Office or vendor determines there is an FMS EWIRDB requirement, a
request for a RIP should be submitted to the appropriate IA EW point of contact listed in Table
C3.T5. The IA will designate a point of contact for receipt of these requirements to ensure
consistency in the submissions to the DoD authorities. The request for a RIP will be submitted
to the DoD disclosure authorities (Table C3.T5.). At a minimum, these requests will identify the
requesting country, platform, type of database (Direct/Indirect) and EW system nomenclature, if
known. Once the RIP is granted, an LOA for FMS EWIRDB support can be offered to the
purchaser. The IA should enter comments in DSAMS case remarks stating that an EW RIP has
been granted, citing the approving agency, date of grant, and point of contact.

C3.3.8.7. EMS EWIRDB Release in Specific. Upon acceptance by the customer of an
LOA for an EW system with FMS EWIRDB support, the IA EW point of contact will coordinate
with the country to determine the desired data to be incorporated into the FMS EWIRDB. This
information, along with the identified recipient country, platform, type of database
(Direct/Indirect) and EW system will be used by the EW points of contact at the applicable 1A to
develop a request for a Release in Specific (RIS). The RIS will be submitted to the DoD
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disclosure authorities for approval. If approved, the RIS will authorize the EWIRDB executive
agent, the National Air and Space Intelligence Center (NASIC) to begin the development of an
FMS EWIRDB for a particular country, platform, and EW system as funded by an FMS LOA.
Table C3.T5. EW Responsibilities. Table C3.T5. lists organizations and their EW
responsibilities.

Organization

DSCA

Implementing Agencies

Implementing Agency EW
Points of Contact

Air Force (Deputy
Under Secretary of the
Air Force for
International Affairs
Regional Weapons
Division)
(SAF/IARW)

Army (Deputy
Assistant Secretary of
the Army for Defense
Exports and
Cooperation) (SAAL-
NI)

Navy (Navy
International Programs
Office Strategic
Planning Directorate)
(Navy IPO-03)

Defense Intelligence Agency

(DIA)

Table C3.T5. EW Responsibilities

Responsibility
Prepares LOR Advisory for potential sale of EW system

Reviews LOA prior to offer to ensure appropriate reviews have
been accomplished

Provides copy of LOR to DSCA with details on what EW system
will be proposed for potential platform sale, to be used for LOR
advisory

Determine if proposed EW system has been certified by NSA for
handling of classified data

Incorporate required EW costs and program schedule impacts
into LOA; advise purchaser of certification status and potential
schedule risks and impacts

Reviews LOA and verifies appropriate reviews have been
accomplished prior to being offered to customer

Process any required disclosure requests for applicable classified
military information

Work with program office and vendor to develop technical
documentation required for evaluation of EW systems data
protection

Evaluate requirement to determine if RIP has been granted for a
particular system. If not, submit request for RIP to DIA, NSA
and SIGCOM for approval/authorization

Upon LOA signature work with purchaser as applicable to
identify data base requirements and submit request for RIS to
DIA, NSA and SIGCOM for approval/authorization

Validate that LOA is written appropriately to incorporate specific
EW verbiage.

Review and process Service requests for EW system RIP and
RIS
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Organization Responsibility
e Review and process Service requests for EW system RIP and
National Security Agency RIS
(NSA) e Review and provide guidance for data protection certification

for EW systems

National SIGINT Committee @ Review and process Service requests for EW system RIP and
(SIGCOM) RIS

e Upon LOA signature participate in dialog with IA FMS offices

P h - - - H H
urehaser to identify required data to be included in EW data base

C3.3.8.8. LOA Requirements. All LOAs that offer EW systems and/or data base support
must clearly identify, in the LOA notes, the nomenclature of the EW system components, the
type of data base support being provided and the platforms associated with the EW system
and/or data base support. The LOA notes must clearly state if an EW system is not certified
prior to the LOA being offered.

C3.4. ANTI-TAMPER (AT) POLICY COMPLIANCE

The U.S. Government reserves the right to incorporate AT technologies and methodologies in
weapons systems and components offered under the Security Assistance Program, which contain
Critical Program Information (CPI). Prior to proposal for transfer of materiel containing CPI, the
Implementing Agency will coordinate with the DoD Anti-Tamper Executive Agent (DoD
ATEA) to ensure sensitive technologies or program information is defended against unlawful
exploitation or loss. The DoD ATEA is located at Suite 1500, 1500 Wilson Blvd, Arlington,
Virginia 22209. Implementing agencies shall certify compliance with AT requirements on the
LOA transmittal memorandum forwarded to DSCA for LOA processing.

C3.5. DISCLOSURE OF CLASSIFIED MILITARY INFORMATION

C3.5.1. Disclosure of Classified Military Information Policy. DoD Directive 5230.11
(reference (h)) implements National Disclosure Policy (NDP-1). Itis U.S. national and DoD
policy that classified military information is a national security asset that shall be protected. It
can be shared with foreign Governments only when there is a clearly defined benefit to the
United States, when authorized by officials designated under DoD Directive 5230.11 (reference
(h)), and when all DoD Directive 5230.11 (reference (h)) requirements are met.

C3.5.2. Disclosure Authorities. Under the terms of NDP-1, the National Disclosure Policy
Committee (NDPC) is the central authority for formulating, promulgating, administering, and
monitoring NDP-1. The Secretary of Defense or the Deputy Secretary of Defense are the only
officials who may grant unilateral exceptions to the National Disclosure Policy. However, in
most cases, exceptions to policy are granted or denied by the NDPC. Under DoD Directive
5230.11 (reference (h)), the Secretary of Defense has delegated disclosure authority to the
Secretaries of the Military Departments (MILDEPSs) and other DoD officials whose decisions
must be in compliance with NDP-1. They are required to appoint a Principal Disclosure
Authority (PDA) at component headquarters level to oversee the disclosure process and a
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Designated Disclosure Authority (DDA) at subordinate command and agency levels to oversee
disclosure decisions at their level when disclosure authority is delegated. It is the PDA or DDA
who is authorized to make disclosure decisions, unless authority is otherwise delegated in a
Delegation of Disclosure Authority Letter (DDL).

C3.5.3. Disclosure Decisions.

C3.5.3.1. Disclosure of classified information relating to defense articles and services is
evaluated on a case-by-case basis in accordance with NDP-1, DoD Directive 5230.11 (reference
(h)), and MILDEP regulations. Specifically designated foreign disclosure officials in the
MILDEPs and defense agencies (see paragraph C3.3.2) must authorize disclosure of information
originated by or for those departments and agencies. The Implementing Agency uses the
resulting disclosure determination to implement approved transfers of classified information.

C3.5.3.2. Disclosure authorizations for classified information are recorded in the National
Disclosure Policy System (NDPS), Foreign Visit System (FVS), and Foreign Disclosure System
(FDS), which are part of the DoD Security Policy Automation Network (SPAN). The
Technology Protection System (TPS) (also part of SPAN) is used to process export license
applications.

C3.5.3.3. The SPAN operates both a classified and a separate unclassified network. The
classified network supports coordination among DoD activities on export control, international
arms control and cooperation subjects in addition to foreign disclosure decisions. Foreign
embassies within the National Capital Region are able to process international visit and requests
for documentary information through the unclassified network.

C3.5.4. False Impressions. U.S. policy is to avoid creating false impressions of its readiness
to make available classified military materiel, technology, or information. Much military
hardware is unclassified; however its operation and maintenance or related training may involve
sensitive classified information. Some classified information (e.g., Sensitive Compartmented
Information (SCI), COMSEC information, etc.) may require approval outside of the Department
of Defense and the NDPC. Therefore, initial planning to include the release of unclassified Price
and Availability (P&A) Data with foreign governments and international organizations
concerning programs which might involve the eventual disclosure of classified military
information may be conducted only if such action is coordinated with a designated disclosure
official from the originating organization and it is explicitly understood and acknowledged that
no U.S. commitment to furnish such classified information or materiel is intended or implied
until disclosure has been approved. Accordingly, proposals to foreign governments or
international organizations which result from either U.S. or combined (U.S. and proposed
recipient) initial planning, and which will lead to the eventual disclosure of classified military
information, must be authorized in advance by designated disclosure officials in the departments
and agencies originating the information or by the NDPC.

C3.5.5. Visits, Assignments, and Exchanges of Foreign Nationals. Many disclosures of
classified information occur as a result of visual demonstrations or verbal exchanges during
meetings or visits. DoD Directive 5230.20 (reference (ab)) contains standard procedures
concerning visits, assignments, and exchanges of foreign nationals to the Department of Defense
and to DoD contractor facilities over which the DoD Components have security responsibility.
Approval of a classified visit is a disclosure decision. With few exceptions, visits and
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assignments requiring access to classified material are processed through the DoD FVS of the
SPAN. One exception is for visits by students under Security Assistance-sponsored training
programs where the DD Form 2285, “Invitational Travel Orders (ITO)” (see Chapter 10, Figures
C10.F3. and C10.F4.) provides the necessary security information. Visits are categorized as one-
time, recurring, or extended visit authorizations.

C3.5.5.1. One-Time Visit Requests. Approval of a one-time visit request permits a
single, short-term (normally less than 30 days) visit for a specified purpose.

C3.5.5.2. Recurring Visit Requests. A recurring visit authorization permits intermittent
visits over a specified period of time for a Government-approved license, contract or agreement,
or other program when the information to be released has been defined and approved for release
in advance by the USG.

C3.5.5.3. Extended Visit Requests. An extended visit permits a single visit for an
extended period of time (beyond 30 days) for a foreign Government contract or joint program
(e.g., joint venture, representative to a joint or multinational program), or for a liaison officer,
exchange officer, or cooperative program person under authorized international agreements.
Before any commitment is made to assign a liaison officer to a cleared defense contractor facility
in support of the sale of defense articles or services, the extended visit shall be coordinated and
agreed to with the contractor and the supporting Defense Security Service (DSS) office, in order
to fix responsibility for security oversight. The specific terms of the assignment, including
security responsibility, shall be set forth in the supporting contract.

C3.5.6. National Industrial Security Program (NISP). U.S. security depends on the proper
safeguarding of classified information released to industry. The NISP assures safeguarding of
classified information released during all phases of the contracting, licensing and grant process to
cleared U.S. contractor facilities. The NISP also applies to all classified information not released
under a contract, license certificate, or grant and to Foreign Government Information (FGI)
furnished to contractors that requires protection in the interest of national security. DoD
5220.22-R (reference (ac)) provides NISP policies, practices, and procedures used by the
Department of Defense to ensure maximum uniformity and effectiveness in its application
throughout industry. DoD 5220.22-M (reference (m)) contains detailed security requirements for
U.S. contractors’ use in safeguarding classified information. The NISPOM is applied to industry
by management’s execution of the DoD Security Agreement (DD Form 441), and by direct
reference in the “Security Requirements” clause in the contract. The Defense Industrial Security
Clearance Office (DISCO) verifies the eligibility of industry personnel to access classified
defense information.

C3.5.7. U.S. Contracts with Foreign Firms. Implementing Agencies may award (or permit a
contractor to award) a classified contract to a foreign contractor provided the classified
information is releasable to the Government of the foreign contractor under NDP-1. The
Government of the foreign contractor must also have a security agreement or other security
arrangement with the United States wherein it agrees to protect the classified information
released to it. Implementing Agency responsibilities are contained in DoD 5220.22-R (reference
(ac)). Foreign disclosure implications are identified by the program office and resolved by the
supporting DDA, prior to any announcements that could lead to foreign involvement. Classified
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information must be requested and transferred through Government channels in compliance with
the DoD Component documentary request procedures.

C3.5.8. Contracts Requiring Overseas Deliveries. When an Implementing Agency places a
contract with a cleared U.S. contractor for delivery of classified information or materiel to a
foreign Government, the Implementing Agency is responsible for delivery. See Chapter 7 for
more information regarding transportation of classified information.

C3.5.9. Release of Classified FMS Case Planning Information.

C3.5.9.1. Tentative Security Assistance Plans and Programs. Classified planning
information for budget and future years may be released to a foreign Government or international
organization to the extent it is necessary for participation in the security assistance planning
process; it is necessary for development of related defense plans; the purchaser can maintain
security precautions; and the purchaser uses the information only for the intended purposes. If
the release involves classified information or CUI, the release must be approved by the
supporting DDA. Classified dollar levels of proposed programs may be released only with
permission of the Director, DSCA, and DoS concurrence. U.S. officials releasing information
under this paragraph ensure that the recipient understands that the release does not constitute a
commitment by the United States.

C3.5.9.2. FMS Agreements. Once approved, classified information regarding the
quantity and projected delivery schedules for articles and services in FMS agreements may be
released to facilitate appropriate planning by the recipient, subject to assurance by the recipient
that it shall maintain adequate security precautions and shall use the information only for the
purposes for which provided.

C3.5.9.3. Procedures for Release. Release of classified information under subparagraphs
C3.5.9.1. and C3.5.9.2. is subject to the provisions of DoD Directive 5230.11 and DoD 5200.1-R
(references (h) and (x)). Release is made only to purchaser Government officials who require the
information in their official capacity.

C3.6. RELEASE OF INFORMATION

C3.6.1. Freedom of Information Act (FOIA). Records containing security assistance-related
information, including LOAs and FMS procurement contracts, are released in accordance with
the Freedom of Information Act, 5 U.S.C. 552 (reference (y)) as implemented in DoD 5400.7-R
(reference (ad)), DoD Instruction 5400.10 (reference (ae)), and DoD 5200.1-R (reference (x)).

C3.6.1.1. Any request under the FOIA for an LOA or FMS procurement contract should
be referred to the appropriate counsel of the DoD Component for action. Final decisions to
withhold or release, in whole or in part, LOASs already accepted or in preparation shall be
coordinated with DSCA (Office of the General Counsel).

C3.6.1.2. Under FOIA exemption (b)(4) (reference (y)), commercial or financial
information provided to the USG in confidence by a person (including a foreign Government or
a domestic or foreign business) may be exempt from disclosure to the public if it is the type of
information that is NOT released by the originator; if disclosure is likely to cause substantial
competitive harm to the originator; if disclosure is likely to impair the ability of the USG to
obtain necessary commercial or financial information in the future; or if disclosure is likely to
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impair some other legitimate USG interest. Such information is to be marked “For Official Use
Only” in compliance with DoD 5400.7-R (reference (ad)). If the DoD Component determines
that it may be required to disclose commercial information obtained in confidence from a person,
corporation, or foreign Government, it shall notify the submitter of the information in accordance
with DoD 5400.7-R (reference (ad)), and Executive Order 12600 (reference (af)).

C3.6.1.3. Under FOIA exemption (b)(3) (reference (y)) and 10 U.S.C. 130c (reference
(ag), effective October 1, 2000, information provided by, made available by, or produced in
cooperation with, a foreign Government or international organization may be withheld from
release.

C3.6.2. Release of Unclassified Information. Except as provided in subparagraph C3.1.1.2.,
unclassified information pertaining to systems for which the purchaser has been authorized
release may be provided by the USG to the purchaser country or international organization as
appropriate for purposes related to security assistance.

C3.6.3. In-Country Release Approval. Once a disclosure decision has been made in
accordance with paragraph C3.5.3., the Chief of the U.S. Diplomatic Mission must approve in-
country release of all security assistance information to a purchaser.

C3.6.4. Release of Foreign Government Information. Information provided by a foreign
Government (both classified and unclassified) in confidence, is held in confidence when the
foreign country expects it to be treated as such. Similar information produced by the USG as a
result of a joint arrangement with a purchaser is also held in confidence. DoD 5200.1-R
(reference (x)) provides instructions for protecting such information.

C3.6.4.1. Classification of foreign Government information is in accordance with DoD
5200.1-R (reference (x)). Foreign Government classification decisions shall be honored and
under no circumstances modified without the express written consent of the Government that
provided the information.

C3.6.4.2. Requests for mandatory review for the declassification of foreign Government
information are processed in accordance with DoD 5200.1-R (reference (x)).

C3.7. EXPORT LICENSE AND CUSTOMS CLEARANCE

C3.7.1. International Traffic in Arms Regulations (ITAR) Requirements. DoS policies and
procedures for the permanent export of items on the U.S. Munitions List (USML), purchased
under the FMS program, are set forth in the ITAR (reference (n)). The ITAR can be found at the
website: http://www.pmdtc.org/reference.htm. Export of USML items, including certain services
and technical information, generally requires a license unless it is done via FMS. The Defense
Technology Security Administration (DTSA) vets license applications through the Department
of Defense and other departments. This is done using the TPS. TPS allows all agencies, which
might have an interest in the technology in question to review the proposed export and to restrict
its terms and conditions, or recommend denial of license, if warranted. TPS includes search and
historical retrieval capabilities.

C3.7.2. International Traffic in Arms Regulations (ITAR) Exemptions. There are many
exemptions to the licensing requirements in reference (n). Some are self-executing by the
contractor who is to use them, and normally are based on prior authorizations. Other
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exemptions, such as the exemption in 22 CFR 125.4(b)(1) (reference (n)) may be requested or
directed by the DoD Component. Only a Principal or a Designated Disclosure Authority has the
authority to exercise certain of these exemptions in compliance with the NISPOM (reference

(m)).
C3.7.3. DoD-Sponsored Shipments of FMS Materiel.

C3.7.3.1. Export License Requirements for DoD-Sponsored Shipments. An export
license is not required when FMS materiel is moved through the Defense Transportation System
(DTS) unless the purchaser takes custody of the materiel in the United States. A DSP Form 94 is
required pursuant to ITAR, Part 126.6(c)(6)(ii) (reference (n)). When classified material is
involved, a Transportation Plan is required in accordance with ITAR, Part 126.6(c)(6)(iii)
(reference (n)).

C3.7.3.2. U.S. Customs Clearance Requirements for DoD-Sponsored Shipments. A
Shipper's Export Declaration (SED) (U.S. DoC Form 7525-V) may be required when FMS
materiel is moved through DTS. If a continental U.S. (CONUS)-located shipping activity offers
FMS shipment directly to commercial air carriers for lift to a purchaser's country, it may be
necessary for the shipper to prepare a SED to enable the materiel to depart CONUS. (Item 16 in
the SED must contain "M"s to identify the materiel as FMS exports. The Census Bureau
maintains a web page (http://www.census.gov/foreign-trade/www/correct.way.html) and
customer assistance phone number to assist shippers with SED preparation.)

C3.7.3.3. Overseas Customs Clearance Requirements for DoD-Sponsored Shipments.
The purchaser is responsible for obtaining overseas customs clearances and for all actions and
costs associated with customs clearances for deliveries of FMS materiel using DTS to a
purchaser's port of discharge (including delivery to third countries).

C3.7.3.4. Reporting of FMS Export Shipments for DoD-Sponsored Shipments. All USG
and DoD-sponsored shipments of FMS export materiel moving overseas within DTS are reported
monthly to the Foreign Trade Division, Bureau of Census, DoC, by the MILDEP or
Implementing Agency sponsoring the sale. The Census Bureau Shipment Report (CBSR)
assures compliance with conditions under which exemptions are granted and satisfies the export
data requirements of the U.S. DoC.

C3.7.4. Purchaser-Sponsored Shipments of FMS Materiel.

C3.7.4.1. Export License Requirements for Purchaser-Sponsored Shipments. An export
license is not required when FMS materiel is transferred; however, ITAR Form DSP-94 (Figure
C3.F2.) must be used to export these shipments. A DSP-94 must be accompanied by a signed
and implemented LOA. Table C7.T3. outlines responsibilities for FMS purchasers and their
freight forwarders. To use a DSP-94, a freight forwarder must: be registered with the DoS,
Directorate of Defense Trade Controls; file a letter with the Directorate of Defense Trade
Controls from the foreign embassy or Government appointing them as a forwarding agent for
that Government's shipments; file a statement with the Directorate of Defense Trade Controls
assuming full responsibility for compliance with reference (n); and have a security clearance
issued by DSS if it is to handle classified consignments. If a foreign purchaser acts as its own
freight forwarder, it must register with the Directorate of Defense Trade Controls and file a
statement that it shall comply with reference (n). If the materiel involves classified articles or
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data, a cleared courier or escort and a Transportation Plan is required. See 22 CFR 126.6
(reference (n)) for requirements.

C3.7.4.2. U.S. Customs Clearance Requirements for Purchaser-Sponsored Shipments.
The purchaser must obtain customs clearances for FMS materiel exported from the United States
by its freight forwarder or other non-DTS means. The purchaser’s representative or freight
forwarder prepares the SED. SEDs must be filed with and authenticated by the District Director
of Customs at the port of exit. Laws and regulations concerning export declarations are found on
the reverse side of Department of Commerce Form 7525-V, and in 22 CFR 123.9, 123.22,
123.25, and 126.6 (reference (n)). A SED is required for the following types of shipments.

C3.7.4.2.1. All exports of materiel made through or by the FMS purchaser's freight
forwarder or other designated agent.

C3.7.4.2.2. Pilot pick-up of materiel by the purchaser's military aircraft or purchaser-
chartered civilian aircraft at a CONUS DoD-controlled aerial port of embarkation (APOE).

C3.7.4.2.3. Export by purchaser-owned or chartered ocean vessel, or by FMS
country-procured space aboard commercial vessel picking up cargo at CONUS DoD-controlled
water port of embarkation (WPOE).

C3.7.4.3. Overseas Customs Clearance Requirements for Purchaser-Sponsored
Shipments. The purchaser is responsible for obtaining overseas customs clearances and for all
actions and costs associated with customs clearances for deliveries of FMS materiel using
commercial means to a purchaser's port of discharge (including delivery to third countries).

C3.7.4.4. Reporting of Non-DTS Exports for Purchaser-Sponsored Shipments. All
exports of FMS materiel from the United States shall be reported to the U.S. DoC as required by
current Federal statutes or regulations.

C3.7.4.5. Purchaser-Sponsored Shipments of Classified FMS Materiel. If a purchasing
country proposes to take possession of classified defense articles identified in 22 CFR Part 121
(reference (n)), purchased under the FMS program within the United States, it must obtain an
export authorization (e.g., see 22 CFR Part 125 (reference (n)) regarding licensing of technical
data) from the DoS in accordance with the ITAR. Classified defense articles are only licensed
using a Form DSP-85 (Figure C3.F3.), an approved manufacturing or technical assistance
agreement, or an exemption.

C3.7.4.5.1. Transportation Plan for Purchaser-Sponsored Shipments. The applicable
LOA must contain the requirement for a Transportation Plan, describe the specific
responsibilities for preparing the Transportation Plan, and provide a generic description of the
transfer arrangements and nationality of freight forwarders and carriers to be used, all of which
shall be consistent with DoD 5200.1-R (reference (x)) and DoD 5220.22-M (reference (m)).
While the transfer procedures may be included in the LOA when Government-owned
transportation is used, a Transportation Plan is always required for the use of any commercial
carrier. The consignment shall be accompanied by a courier or escort who possesses a personal
security clearance at least at the classification level of the consignment. The security office that
supports the FMS Case Manager provides assistance and ensures that the arrangements are in
compliance with DoD policy. FMS shipments are not released until the supporting security
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office verifies that the transfer arrangements meet DoD standards. The FMS Case Manager
provides the DSS advance copies of all Transportation Plans that involve U.S. defense
contractors, freight forwarders, or commercial carriers. These plans are provided for information
purposes and are to be used by the addressees as a means to clarify their role and responsibilities
in the transfer process. The Transportation Plan must be completed and approved before
delivery of the item. A copy of the plan must be included in the case file. Figure C3.F4.
summarizes the Transportation Plan requirements. Figure C3.F5. is a sample format for the
Transportation Plan as provided in the International Program Security Handbook (reference

(ah)).

C3.7.4.5.2. Foreign Government Representative. Classified material may be released
only to a person who has been designated by the purchasing Government in writing as its
Designated Government Representative (DGR) or as its transfer agent (e.g., freight forwarder)
that is used for onward movement to the point where custody of the shipment is assumed by the
Government’s DGR. A freight forwarder or commercial carrier cannot act as the purchasing
Government’s DGR; they are only transfer agents. The Military Assistance Program Address
Directory (MAPAD) (reference (t)) may be consulted for the verification of freight forwarders
that have been approved to handle classified shipments. However, the shipping activity verifies
security clearances of U.S. cleared freight forwarders and carriers and their personnel with the
DSS prior to releasing a shipment to them. The identity of the transfer agent, carrier, and DGR
is included in the Transportation Plan or in the Notice of Consignment for individual shipments
(see Figure C3.F4.). The identity of the person who signs for the shipment may also be
contained in the shipping activity’s Notice of Availability, but must be in the Transportation Plan
or Notice of Consignment. Each entity that has custody of a classified shipment shall be
required to sign a receipt for the shipment, regardless of the security classification, and a copy of
each receipt is returned to the shipping activity.

C3.7.4.6. Purchaser-Sponsored Shipments of Commercially-Purchased Materiel.

C3.7.4.6.1. Export License and Customs Clearance Requirements for Purchaser-
Sponsored Shipments of Commercially-Purchased Materiel. Commercial exports made by a
foreign Government or its freight forwarder require an export license and SED. The U.S.
vendors involved in the direct commercial sale (DCS) must obtain the export license (i.e., a DSP-
5 for permanent exports or a DSP-73 for temporary exports).

C3.7.4.6.2. Classified Shipments under Direct Commercial Sales (DCS) for
Purchaser-Sponsored Shipments of Commercially-Purchased Materiel. Classified shipments
resulting from DCS must comply with the same security standards that apply to FMS contracts.
Prior to consummation of a DCS contract that results in the shipment of classified material,
contractors must consult with the purchasing Government and the DSS Cognizant Security
Office to obtain approval of the contractor-prepared Transportation Plan. In the event the
defense contractor is unable to make suitable arrangements for shipment of classified material
procured under a DCS contract, the contractor should advise the purchaser to make appropriate
DTS shipment arrangements under an FMS LOA.

C3.7.4.6.3. EMS Credit Financed Direct Commercial Contracts. DSCA approval of
Foreign Military Financing (FMF) for a DCS contract does not relieve the exporter from
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obtaining required export licenses, nor imply automatic USG approval of such licenses when
requested.

C3.7.5. Temporary Imports.

C3.7.5.1. Temporary Import of Unclassified Defense Articles. A Temporary Import
License, ITAR Form DSP-61 (Figure C3.F6.) is required for the import and re-export from the
United States of unclassified defense articles that are not associated with an FMS Repair and
Return or similar program pursuant to an executed FMS case. The Transportation Plan that is
prepared for the initial sale will include instructions and requirements for imports for Repair and
Return. See 22 CFR part 123.4 (reference (n)) for more information.

C3.7.5.2. Temporary Import of Offshore Procurements. Materiel procured outside of the
United States under USG and DoD procurement actions for the FMS program must be imported
and exported under a DSP-61 if it passes through the United States en route to the purchasing
country unless an exception under 22 CFR part 123.4 (reference (n)) applies (there are additional
exceptions for Canada and Mexico under 22 CFR parts 123.19 and 126.5 (reference (n)). The
DSP-61, filed by the purchaser or its agent, is required whether the materiel is imported or
exported intact or is incorporated into another defense article that is subsequently exported to the
purchasing country.

C3.7.5.3. Temporary Import of Defense Articles for Repair. Articles temporarily
imported to the United States for overhaul, repair, modification, etc., under an LOA are exempt
from the DSP-61 requirement. When it is anticipated that articles will be returned to the United
States for overhaul, repair, or modification, the import requirements shall be included in the
Transportation Plan or LOA for the original sale. The purchaser or its agent is responsible for
filing documentation with U.S. Customs upon entry of Repair and Return materiel into the
United States. This documentation (e.g., Customs Form 3461, 7512, etc.) must contain the
statement,

“This shipment is being imported in accordance with and under the authority of
22 CFR part 123.4(a)(subsection )”

and include a complete list and description of the defense articles being imported. The
description includes quantity and value in U.S. dollars. When the materiel is subsequently re-
exported, the purchaser or its agent must submit a SED to the District Director of U.S. Customs
that cross-references to the import documentation. The SED or an attachment must also contain
the statement, “22 CFR (section ) and 22 CFR part 120.1(c) applicable.” Shipments moved
via the DTS do not require import or export processing with U.S. Customs. Implementing
Agencies preparing LOAs for Repair and Return programs include a note (see Chapter 5, Table
C5.T5.) indicating the requirement for the foreign country to report imports and exports made
under the LOA to U.S. Customs.

C3.7.5.4. Temporary Imports of Defense Articles Without Subsequent Export of the
Same Article. Under 22 CFR part 123.4(b) (reference (n)), a license is not required for the
temporary import (but not the subsequent export) of unclassified defense articles that are to be
incorporated into another article; or modified, enhanced, upgraded, altered, improved or serviced
in any other manner that changes the basic performance or productivity of the article. A DSP-5
is required for the re-export of these enhanced defense articles unless FMS exceptions apply.
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C3.7.6. Permanent Imports. The Department of Justice, Bureau of Alcohol, Tobacco,
Firearms, and Explosives (BATFE), pursuant to the AECA and implementing federal
regulations, regulates the permanent import of defense articles, as listed in the United States
Munitions Import List (based on the USML). Imports of defense articles into the United States
require an approved permit issued by BATFE.

C3.7.7. Contractor Proposals and Presentations. Policy and procedures for DoS approval
regarding sales proposals or presentations of Significant Military Equipment (SME) are in 22
CFR part 126.8 reference (n). These requirements do not apply to SME that has been approved
for sale under FMS.

C3.7.7.1. Export License Requirement. If marketing efforts involve the disclosure of
technical data or temporary export of defense articles, the contractor must obtain the appropriate
export license.

C3.7.7.2. Prior Approval for Contractor Presentations and Proposals. DoS approval must
be obtained before any marketing efforts for sales that meet ALL of the following criteria: SME
valued at $14 million or more; end-use by foreign armed forces other than NATO countries,
Australia, New Zealand, or Japan; export of any defense article or the furnishing abroad of any
defense service including technical data; and identical SME has not been previously licensed for
permanent export or approved for sale under the FMS program. This prior approval permits the
contractor to conduct unclassified discussions and propose a sale of a specific item of SME to a
particular country.

C3.7.7.3. Advance Notification for Contractor Presentations and Proposals. When the
identical equipment meets the first three conditions in subparagraph C3.5.7.2. and has not been
previously licensed for permanent export or approved for sale under the FMS program to any
foreign country, the contractor must notify the DoS in writing at least 30 days in advance of the
proposal or presentation.

C3.7.7.4. Prior Approval for Manufacturing Licensing Agreements (MLA) and Technical
Assistance Agreements (TAA). Prior approval must be obtained for all proposals to enter a
MLA or TAA with a foreign country for the production or assembly of SME. An MLA or TAA
is not required during the period in which the FMS case and implementing USG FMS contracts
and subcontracts are in effect. Under 22 CFR part 126.6 (reference (n)), the LOA and the
implementing contracts serve as the authorization for the transfers without a license.
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Figure C3.F2. Department of State Form, DSP-94, Authority to Export Defense Articles and
Defense Services Sold Under the Foreign Military Sales Program

OM@ APPROVAL NO. 1406-0081
EXPIRATION DATE: NOVEMBER 30, 1091
ESTMATED BURDEN: 30 MINUTES

UNITED STATES OF AMERICA
DEPARTMENT OF STATE
AUTHORITY TO EXPORT DEFENSE ARTICLES AND DEFENSE SERVICES SOLD UNDER
‘ THE FOREIGN MILITARY SALES PROGRAM

This form, when property executed and accompanied by an authenticated D Department of Defense Offer and Acoeptance (DD Form 1513), constitutes
mmornyunduucﬂm1260dvnlmnaﬂondmmmnml(rmﬂ)boxponhwmuﬂcm dduno(-«vbuhbdztm This
form may be used in lieu of a Department of Stats export license to export defense articles and services sold by the Department of Defense under the
Foreign Milltary Salee (FMS) program. This export authority is valid for 2 years from the date shown in item 12 below.

The Department of State may, without prior notice to the exporter, deny, revoke, suspend, or amend this authority consistent with ITAR section 126.7.

Wilitul violation of the ITAR, rnlklnglnumuommmoummmlfwl.oromusionofamnhﬂalfactroqulndbbommm!hlﬂormwmbjocno
prosecution and, upon conviction, ﬂnnupbs100000uupb2yurs imprisonment, or both. (Section 38(c), Arms Export Control Act; section 127.3,

ITAR.)
1. PM/DTC Applicant Code 2. Country of Ulimate Destination/Purchaser | 3. Port of Exit from U.S.
4. Applicant's Name, Address, 2P Code, Tel. No. 5. Foreign Military Sales Case identifier 6. Date ot FMS Case Implementation

7. Total Value of Defense Articles and Defense
Services of Original FMS Case

8. Only the unshipped balance, valued at §, , of this
FMS case is covered by this DSP-84. Previous shipments of this FMS case were cov-
ered by a Form DSP-94 dated and/or Department of
State license No.

9. Form DSP-94 constitutes an amendment to the value and/or quantity of defense articles and services authorized under this FMS case as shown In
the attached-amended DD Form 1513. v D N D
] o

10. It exporter is a freight forwarder acting on behalf of a foreign government or diplomatic mission, provide the name, address, and telephone number
of the foreign official in the U.S. familiar with this FMS case. -

For illustration purpoeses only

11. U.S. Munitions List Categories (see section 121.1 of the ITAR). Pleass check the appropriate categories to indicate the types of defense articles and/or
detense services included on m FMS case:

L wvi. X1, XV, XXI.

1. vil. Xil. XV,
In. il Xilt. xvii,

v, X. XIV. XIX.

v. X. X XX. -

12. Exporter's Statement
I , hereby exercise the authority to effect the export described
above; warrant the truth of all statements macde herein; and acknowledge, understand, and will comply with the provisions of Title 22 CFR Parts 120-130
and any conditions and limiations imposed.

Signature Date
{Authority valid for 24 months from above date.)

1 ~ AUTHORITY TO EXPORT

FORM .
12-91 DSP-94
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Figure C3.F3. Department of State Form, DSP-85, Application-License for Permanent-
Temporary Export or Temporary Import of Classified Defense Articles and Related Classified
Technical Data .

(U.S. DEPARTMENT OF STATE USE ONLY)

SEAL

Signature
License Is hereby granted to the for the to be
permanently exported from the U.S., to be temporarily exported from and re-
lumodbimus orlobomnponnlylm into the U.S. and retumed to c
the forel is made in with the Depart-
ment of Dﬂonu Induwill Sneudly Manu&l This license may be revoked, sus-
pended or amended by the Secretary of State without prior notice whenever the
Secretary deems such action advisable, LICENSE NO.

UICENSE VALH
MONTHS FROM Alovl DAYE

UNITED STATES OF AMERICA DEPARTMENT OF STATE
APPLICATION/LICENSE FOR PERMANENT/TEMPORARY EXPORT OR TEMPORARY
IMPORT OF CLASSIFIED DEFENSE ARTICLES AND RELATED

CLASSIFIED TECHNICAL DATA
2. PM/DTC applicant code | 3. Check ane: 4. Country of ultimate destination or sojoum 5. Country from which shipped
O Permanent axport (temporary imports only)
O Temporary export
[ Temporary import
6. Applicant's name, address, ZIP code 7. Names, agency snd ot US.
Applicantis: O o =] (not PM/DTC) familiar with the commodity
[s]
: ] G’""
o Arr
QO Other
8, Nams and telephone number of applicant contact #f U.S. Government needs
FSC, level and date of clearance: addttionat information.
TELEPHONE NUMBER:

9. Deocription of Transaction
o' This

: O ONLY new shipment; 3 ONLY the unshipped balance oflicenseno.
b ‘The IDENTICAL commod«ty o was licensed to the country in block 3 under liconse RO, e ¢ O was licensed to olhor countries und'r
license no. . [ was returned without action; [ was deniad 1o the country in block 3 undnr voided ficenseno.

O was never licensed for this lpplu:am
©. i commoadity is being financed under [ Foreign Military Sale (FMS); [ Foreign Military Financing (FMF) or. O Grant Ald Program (GAD), give the case
number:

10. QUANTITY | 11. COMMODITY (] Hardware [] Technical Data 12. CLASS.| 13. USML CAT. 14, VALUE

illustration purpases only

15. TOTAL VALLE: §

For

18. [JSourceor  [JManutacturer of Commodity 17. Name and address of foreign end-user
FSC, level and date of clearance: FSC, level and date of clearance:
18. Name and address of seller in United States 19. Name and address of foreign consignes
FSC, evel and date of FSC, levet and date of clesrance:
20. Name and address of consignor snd/or freight forwarder in United States | 21. Specific purpose for which the material Is required, including specitic
. program/end ltem

FSC, level and date of clearance:

22, Nams and adctes of cognizant DIS securty office 23, APPLICANT'S STATEMENT (See Instructions)
I . hereby epply for a license to complm
mvar&;mﬂmmmm wl"lmmhf:'('ﬂ ol mmmm 220
‘so .nd eny mm-mmmoﬁ'mpmd'-mm 500 maastia
v = CHECK M.I. trm APPLY:
24, LICENSE COPY TO BE SENT TO: Name, address, ZIP code %:m h:‘;%'%}?:% ool nm by e apploant tocor bt hn

{3 The applicant, or puny this export cannot meet one or more of
the conditions in 22 CFR 126.13. A policy

[3  U.S. consignar(s) and/or freight forwarder ¥sta(s) is/are attached,

FORY osp-ss 1 = APPLICATICH/LGE
’WWmbﬂmhﬂmlemdlﬁhﬂmﬂmhlﬂ}mﬂwhml 112 hout pet reeponse, mmngtmmmmmmmmnum

the moc
dm.hulﬂlﬂ WIINII:IW,D.G Mm mnmmumw
PRegulatory Afiain, Office O'NMQIM and Budget, Papsrwork Reguction Project (1406-0022).

e e T
'OMB APPROVAL NO. 1405-0022
EXPRATION DATE: 12-21-98

: 172 HOUA
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Figure C3.F4. Transportation Plan Requirements

Transportation Plan Requirements

DoD 5200.1-R, “Information Security Program,” (reference (x)) and DoD 5100.76-M, “Physical Security of
Sensitive Conventional Arms, Ammunition, and Explosives,” (reference (ai)), require that the transmission
instructions or the requirement for an approved Transportation Plan be incorporated into the security requirements of
the LOA when the foreign purchaser proposes to take delivery and custody of classified material in the United States
and use its own facilities and transportation for forward shipment to its territory. The requirement for this plan shall
be included with any contract, agreement, LOA, or other arrangement involving the release of classified material to
foreign entities. The Transportation Plan is developed by the DoD Component that prepares the LOA in
coordination with the purchasing government. It is to be submitted to, and approved by, the applicable DoD
Component security authorities and a copy will be provided to DSS when freight forwarders or commercial carriers
are involved, when consignment is directed to a commercial firm, or if the consignment emanates from a U.S.
contractor location. The FMS Case Manager and supporting security office must coordinate with DSS and other
Government security and Customs authorities to ensure that the proper security arrangements are made under such
circumstances. As a minimum, the Transportation Plan shall include the following provisions:

a. A description of the classified material together with a brief narrative as to where and under what
circumstances transfer of custody occurs;

b. Identification, by name or title, of the DGR of the foreign recipient Government or international
organization who will receive and assume responsibility for the materiel and U.S. DGR who will verify the
security arrangements and approve the release of the consignment. In case of classified material, the person(s)
so identified must be cleared for access to the level of the classified material to be shipped;

c. ldentification and specific location of delivery points, stops or layover points, transfer points, and the
identification of a point of contact and alternate at each location (including telephone and cell phone numbers
and email address) who will provide assistance;

d. Identification of commercial carriers and freight forwarders or transportation agents who are involved in
the process, the extent of their involvement, and, as applicable, security clearance status verified by DSS;

e. ldentification of any storage or processing facilities to be used and, relative thereto, certification that such
facilities are authorized by competent Government authority to receive or process the level of classified material
to be shipped and a primary and alternate point of contact, including telephone and cell phone numbers and
email address, who can provide assistance;

f.  When classified material is involved, the identification, by name or title, of couriers and escorts to be used
and details as to their responsibilities and security clearance status;

g. Description of shipping methods to be used, together with the identification of carriers (foreign and
domestic). For classified material, see DoD 5200.1-R (reference (x)), Chapter 8, and for classified sensitive
materiels, see DoD 5100.76-M (reference (ai)), Chapter 7;

h. In those cases when it is anticipated that the U.S. classified material or parts thereof may be returned to the
U.S. for repair, service, modification, or other reasons, the plan must require that shipment shall be via a carrier
of U.S. or recipient Government registry, handled only by security-cleared authorized personnel, and that the
applicable DoD Component (for FMS) or DSS (for commercial sales) is given advance notification of estimated
time and place of arrival and is consulted concerning inland shipment, as well as the identification of a point of
contact and an alternate, with telephone and cell phone numbers and email address, who will provide assistance;
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Figure C3.F4. Transportation Plan Requirements (cont)

i.  The plan shall require the DGR of the recipient Government or international organization to examine
shipping documents upon receipt of the classified material in its own territory and advise the responsible DoD
Component in the case of FMS, or DSS in the case of commercial sales, if the materiel has been transferred
enroute to any carrier not authorized by the Transportation Plan or other circumstances that deviated from the
procedures in the plan;

j. The recipient Government or international organization also is required to inform the responsible DoD
Component or the DSS promptly and fully of any known or suspected compromise of U.S. classified material
while such materiel is in its custody or under its cognizance during shipment;

k. The plan shall include each segment of the route from the point of origin to the ultimate destination,
including all border crossings and actions required at border crossings, together with the identification of a point
of contact and alternate at each location, including telephone and cell phone numbers and email address, who
can provide assistance. If overnight stops are required, security arrangements for each stopping point must be
specified, to include contingency stopovers as necessary; and

I. The plan will include a requirement for transportation instructions with respect to material that is to be
returned to the United States for modification, upgrade, or repair.
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Figure C3.F5. Sample Transportation Plan for the Transfer of Classified Material

AUTHORIZATION: [Insert FMS Case Designator, Export License Number, Authorization Letter, or ITAR
Exemption]

A. PURPOSE. This Transportation Plan describes procedures for the transfer by commercial carrier of the [insert
the name and military nomenclature (if applicable) of the defense article or technical data] between the United States
and [insert recipient country] as authorized by [insert the FMS Case Designator, License Number, Authorization
Letter, or Exemption, as applicable. If an ITAR Exemption is cited, identify the underlying FMS Case, License,
etc.].

[Guidance: If there is to be a single shipment under the FMS case or license, the format and requirements of this
basic plan should be used. If there are to be recurring shipments, this format should be used as a generic plan to
describe the requirements and terms of reference that are standard to all recurring shipments (such as packaging,
procedures for handling searches by port security and Customs officials); the details for each shipment will appear in
an annex to the basic plan, using the format for a Notice of Consignment at the annex. If this plan is to be a generic
plan that provides the standard requirements and general terms of reference for recurring shipments, with the
individual consignments described in detail in an attachment, that fact should be so stated here. Also see section B,
below, and the annex, “Notice of Classified Consignment,” which is to be used for the shipment of each individual
consignment. A Transportation Plan will be used for consignments only up to the Secret classification level; Top
Secret material must always be transferred via Government courier.]

B. DESCRIPTION OF CONSIGNMENT. [Provide a specific, detailed description of the material to be
transferred (list end items, parts, sub-assemblies, software, test equipment, technical documents, etc., together with
nomenclature (when applicable) and serial numbers). No classified information should appear in the description.
The description of items of material to be transferred under this plan may be appended to the plan as an attachment
when the plan is used for a single shipment, or included in a Notice of Classified Consignment (see annex) for
recurring shipments.

C. IDENTIFICATION OF RESPONSIBLE GOVERNMENT AND/OR COMPANY REPRESENTATIVES
[This section will identify by name and/or title (when a specific named person is not appropriate) and organization,
the Government and/or company security or licensing officials who will participate in the activities related to the
transfer, together with the nature of their responsibilities (e.g., actions to verify shipment against the license, verify
security arrangements, coordinate with airport security and Customs officials). The list will include depot or
company security and licensing officials and the Designated Government Representatives (DGRs) of the dispatching
country who will verify the adequacy of the arrangements for the transfer and approve release of the consignment,
and those of the receiving country who will sign receipts for, and assume final security responsibility for the
classified consignment. Mailing addresses, telephone, telefax, and cell phone numbers (both for business and non-
business hours) and e-mail addresses are to be listed for each country's representatives. (Freight forwarders and
other commercial agents shall not be designated to act as a Government representative; they are transfer agents.)
This information also may be included as an attachment or in the “Notice of Classified Consignment” when there
are to be recurrent shipments and the information will be different for each shipment.]

D. IDENTIFICATION OF COMMERCIAL ENTITIES TO BE INVOLVED IN EACH SHIPMENT. [ldentify
fully all commercial entities, such as freight forwarders, customs brokers, and commercial carriers (trucking
companies, airlines, surface ships, etc.), including DTS-contracted carriers, that will be involved. Include the level
of facility security clearance and storage capability of each entity’s facility. For each listed entity, include names of
points of contact and their alternates and their addresses, telephone, telefax, and cell phone numbers (for business
and non-business hours), e-mail addresses, and the specific functions that named persons will perform (a position
may be identified when it is not appropriate to cite a person by name). This information must include the name of
the captain of the aircraft or vessel or other on-board representative who has been briefed on the shipment and is to
provide assistance. If there will be recurring shipments and the information will vary for each shipment, the details
will be placed in the “Notice of Classified Consignment™.]
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Figure C3.F5. Sample Transportation Plan for the Transfer of Classified Material (cont)

E. PACKAGING THE CONSIGNMENT. [Fully describe how the material is to be packaged. Packaging
requirements will conform to the national security rules of the dispatching organization. The requirements for
dispatch documents, inventories, seals, receipts, storage, and security containers will be explained. Any unique
requirement of the sending and receiving Governments also should be stated. When there are to be recurrent
shipments and the details would be different; the specific requirements will be placed in the Notice of
Consignment.]

F. ROUTING OF THE CONSIGNMENT. [Briefly identify in the basic paragraph the route to be taken, including
the point of origin (e.g., identity of a military depot, contractor facility, etc.), any locations other than the destination
where there will be stops or layovers, or the transfer of custody will occur, (e.g. names and addresses of freight
forwarder facilities, ports, railheads, airports, airline terminal, etc.), and the final destination. Then describe the
specific activities at each individual location for which handling and/or security oversight arrangements must be
undertaken (e.g., the movement of a shipment from a Constant Surveillance Service truck to the hold of an aircraft),
as indicated in subparagraphs 1 through 5, below. The establishment of these arrangements will require advance
coordination between the shipper and airline or surface transport officials, and local security officials (e.g., airport
and airline security and Customs) at the point of origin, at stops or layovers, and transfer points, and similar
coordination at the destination by officials of the receiving Government. The courier or escort must be provided
with a written description of the arrangements that have been made, to include the identities of the points of contact
and alternates (see section G, below), and the courier’s or escort’s responsibilities for each occurrence (e.g.,
observing the loading or unloading of a shipment to ensure maintenance of security). Also describe any special
security arrangements that will be required because of the unique nature of a transfer, stop or layover, or processing
point (e.g., an airport freight terminal or port receiving station), and the specific duties of persons who will be
responsible for each action. For example, if a programmed layover is required, arrangements must be made for
security storage of the consignment; this might entail arrangements with local Government officials. Contingency
stopover locations must be anticipated and arrangements made for such situations (e.g., an unexpected landing in a
third country). Provide the specific information described below regarding the specific activities that are necessary
at each location that is listed. For recurring shipments, any information that is different for a specific shipment may
appear in the “Notice of Classified Consignment” for each shipment.

1. Procedures and responsibility for notifying the DGRs and the carrier and port security officials, and
Customs in each country of the arrangements and schedule for the shipment (e.g., date, time, carrier, flight
number, port, etc.).

2. Procedures and responsibility for verifying and overseeing the loading and sealing/locking the
consignments on the carrier. Describe procedures at the loading points and any transfer points, to include
verifying tally records, surveillance responsibilities, and witnessing of the counting and loading arrangements.

3. Procedures for arranging accessibility by the courier to the consignment en route (e.g., layovers, stops,
diversions, etc.), such as priority disembarking from an aircraft at a stop. These procedures must be arranged in
coordination with any freight forwarder/transfer agent and port and carrier security authorities.

4. Procedures for unloading at the destination, to include identification of a pre-arranged representative of the
dispatching Government in country who will provide assistance (if applicable) and the recipient Government’s
DGR, and procedures for change of custody, and receipt arrangements. If there are to be shipments to various
locations and/or the arrangements are to be different for each shipment, this section may be very brief and the
“Notice of Classified Consignment” annex will be used for the details.

5. Emergency communication procedures. List telephone, telefax, and cell phone numbers (for business and
non-business hours) and email addresses for dispatching and recipient Government points of contact to be
notified at each location (including stopovers) in the event of emergency. For recurring shipments, this
information will be placed in the “Naotice of Classified Consignment” annex.]
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Figure C3.F5. Sample Transportation Plan for the Transfer of Classified Material (cont)

G. COURIERS/ESCORTS. [This section will describe the procedures for the use of couriers or escorts from
the point of origin to the ultimate destination. When couriers or escorts are to be used, they must be identified by
name and title, organization, and passport number and/or other secondary identification, and include the identity of a
dispatching company or Government official who may be contacted to verify the identity of the courier/escort.
Documentation required by or to be provided to the courier or escort will be described here. The section will
include procedures for ensuring that the courier or escort is aware of the rules necessary to comply with Customs
and security requirements. Provide in this section the procedures for handling Customs searches, and identify points
of contact and alternates (the names and telephone, telefax and cell phone numbers (for business and non-business
hours) and email addresses of Government officials who may be called upon for assistance, together with the
identity of the Customs and port security officials with whom prior arrangements have been made).]

[Guidance: A courier (term used for a person who is carrying the material in his or her possession) or escort (term
used for a person who is responsible for overseeing the security of material that is shipped as freight and stowed in
the carrier) must accompany the consignment unless the commercial carrier possesses a Facility Security Clearance
and agrees in the contract to provide a courier or escort who has the necessary personnel security clearance.
Couriers and escorts may not be third-party persons (i.e., contract couriers). They must be cleared at the
classification level of the material to be shipped and be briefed on their security responsibilities. Briefings of
couriers or escorts will be tailored to the mode of transfer (e.g. commercial air, ships, truck, rail etc.). The courier
must be provided the identity, by name, of the specific person who is designated as the receiving Government’s
DGR, as well as the means by which such person will be identified (e.g., a specified type of picture identification
card). Each courier or escort will be issued a "Courier Certificate™ and will be provided a list of possible secure
storage locations and points of contact and emergency phone numbers (for business and non-business hours). The
Courier Certificate and security responsibility briefings from Multinational Industrial Security Working Group
(MISWG) Document No. 1, "Arrangements for the International Hand Carriage of Classified Documents,
Equipment and/or Components,” both contained in the International Programs Security Requirements Handbook
available on the Defense Security Service and Defense Institute of Security Assistance Management websites,
should be used and included as an enclosure to the Transportation Plan. For recurring shipments, this section will
describe the standard requirements for use of the courier or escort and the details for each shipment, including the
identity of couriers or escorts, will appear in the “Notice of Classified Consignment”.]

H. RECIPIENT RESPONSIBILITIES. [Describe the specific responsibilities of the recipient Government for
making arrangements with its port security and Customs officials to facilitate entry of the shipment into the recipient
country, including the identification of points of contact and alternates at the debarkation location. Indicate where
the Government-to-Government transfer will be completed. If the location is other than the port of debarkation,
explain how the consignment will be moved to the specified location and the responsibility and procedures for such
movement. Also describe the responsibility of the recipient Government’s DGR to inventory the material and
receipt for the consignment and its contents at the specified location, including specifically how:

1. The recipient organization will notify its Government security authority and the DGR of the dispatching
organization of any deviation in the routes or methods prescribed in the Transportation Plan.

2. The recipient organization will notify its security authority and the DGR of the dispatching organization of
any discrepancies in the documentation, damage or tampering with the packaging, or shortages in the
consignment.

3. The recipient organization or Government will advise the DGR of the dispatching organization of any
known or suspected compromise of classified material or any other exigencies that may have placed the
consignment in jeopardy.

4, The recipient DGR will sign for the contents of the package and return a copy of the receipt to the
dispatching organization.]
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Figure C3.F5. Sample Transportation Plan for the Transfer of Classified Material (cont)

I. TRANSFER DOCUMENTATION: [ldentify the documentation that is related to the shipment, including
packing list, receipts, inventories, letter of offer and acceptance, export license, bill of lading, air waybill, signature
and tally record, and declarations that my be required by law or regulation, etc.]

J.  RETURN OF MATERIAL. [This section will identify any requirements for the return of classified material to
the manufacturer or Government entity in the dispatching country (e.qg., for warranty, repair, test, calibration etc.).
The information provided will of necessity be general in nature. However, the basic requirement for a return
Transportation Plan and methods to be used will be documented in the original Transportation Plan. The specific
information required for an individual return shipment subsequently may be described in a Notice of Classified
Consignment.]

Annex

NOTICE OF CLASSIFIED CONSIGNMENT TO TRANSPORTATION PLAN
FOR

[Insert name and military nomenclature of the defense article or technical data]

AUTHORIZATION: [Insert the FMS Case Designator, License Number, Authorization Letter, or ITAR
Exemption.]

1. PURPOSE. This annex describes procedures for the transfer by commercial carrier of the below listed items
sold pursuant to [cite the FMS Case Designator, Export License, Authorization Letter, or Exemption]. If an ITAR
Exemption is cited, identify the underlying authorization; e.g., FMS Case, License, etc. between [insert the name
and address of the U. S. military depot or contractor facility] and [insert the name and address of the Government
organization, contractor facility, or international organization] in [insert the identity the country].

2. DESCRIPTION OF CONSIGNMENT. [Insert a specific, detailed description of the end-items, parts,
assemblies, sub-assemblies, software, test equipment, components, technical documents, etc. to be transferred under
the annex, including the military nomenclature when applicable, and serial numbers; the number of packages or
containers; a description of the packages or containers (e.g., the material of which they are constructed and the size
and weight); and the numerical count of each item to be transferred in each package or container.]

3. IDENTIFICATION OF RESPONSIBLE GOVERNMENT AND/OR COMPANY OFFICIALS. [If the
information was covered in the basic Transportation Plan, and has not changed, refer to the applicable section of the
basic Transportation Plan. If the identity or other information related to any the persons in the basic Transportation
Plan has changed, or the information was not covered in the basic Transportation Plan, include in this paragraph all
of the information specified for section C of the Transportation Plan.]

4. |IDENTIFICATION COMMERCIAL ENTITIES INVOLVED IN EACH TRANSFER. [If the information was
covered in the basic Transportation Plan, and has not changed, refer to the basic Transportation Plan. If the identity
or other information related to any the carriers, facilities or persons in the basic Transportation Plan has changed, or
the information was not covered in the basic Transportation Plan, include in this paragraph all of the information
specified for section D of the Transportation Plan.]

5. ROUTING OF CONSIGNMENT. [Unless the information is specifically covered in the basic approved
Transportation Plan, the following information must be provided for each shipment. If the information is covered in
the basic Transportation Plan, reference the applicable section of that Plan.]
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Figure C3.F5. Sample Transportation Plan for the Transfer of Classified Material (cont)

6.

a. Identity of Mode of Transport: [For each segment of the transfer (from point of origin to ultimate
destination), identify the carriers to be used and include the name and address and the identity of a point of
contact and an alternate (including telephone, cell phone, and telefax numbers, and e-mail addresses, both
business and non-business hours) at all carriers. Include the flight, rail, or ship number, or other means of
identifying the specific aircraft, vessel, or vehicle to be used, as well as the identity of the captain or other on-
board representative who has been briefed on the arrangements for the shipment and is to provide assistance.]

b. Routes: [Describe the routes to be used between the point of origin of the shipment, the point of export
from the country of origin, the point of import into the recipient country and the ultimate destination point
(identify any specific programmed stops, layovers or transfer points; use codes that appear in Transportation
Plan, if applicable).]

c. Dates and Times of Departure: [Provide the established date and time for each segment of the transfer.]

d. Date and Estimated Time of Arrival: [Provide the estimated date and time of arrival of the final carrier at
the port in the country of destination.

e. Freight Forwarders/Transfer Agents/Customs Brokers: [Identify the companies and their names and
addresses, and the identity of a point of contact and an alternate (including the telephone, cell phone, and telefax
number and e-mail address, both business and non-business hours) at the companies to be used, if they are not
specified in the approved basic Transportation Plan. If the information is in the approved Plan, reference the
applicable section. The security officer or DGR at the releasing depot or facility must verify the clearance and
safeguarding capability of these entities, prior to the release of the consignment.]

f.  Customs and Port Security Contacts: [Provide the name of a point of contact and an alternate at all ports,
together with their telephone, cell phone, and telefax numbers and email addresses (for business and non-
business hours), if they are not listed in the approved Transportation Plan. If they are so listed, reference the
applicable section of the Plan.]

g. Emergency Procedures: [Provide the procedures to be followed for each segment of the transfer, and the
names of points of contact and alternates in each country who are to be contacted in the case of an emergency.
Provide telephone, cell phone, and telefax numbers and email addresses (for business and non-business hours).]

NAME(S) AND IDENTIFICATION OF COURIER/ESCORT. [Provide their full names, passport numbers

and secondary identification, courier orders number and issuing authority, and the name and telephone and telefax
number and e-mail address of an official that Customs or security authorities may contact, if further identification is
necessary.]
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Figure C3.F6. Department of State Form, DSP-61, Application/License for Temporary Import of
Unclassified Defense Articles

(U.S. DEPARTMENT OF STATE USE ONLY)

SEAL

- Signanre
License ls heraby granted to the appli y to b
shipped to the United States in transhtto Indlcmd destination. This license mny
be revoked, suspended or amended by the Secretary of State without prior no-
tice whenever the Secretary deems such action advisable. LICENSE NO.

LICENSE VALIO FOR
MONTHS FROM ABOVE DATE

UNITED STATES OF AMERICA  DEPARTMENT OF STATE
APPLICATION/LICENSE FOR TEMPORARY IMPORT OF UNCLASSIFIED DEFENSE ARTICLES

1. Date prepared 2. PM/OTC applicant code

3. Forelgn country from which shipped @ U.S port of import

S, Foreign country of ultimate destination 6. U.S port of export 7. Names, agency and telephone numbers of U,S. Government personnel (not
PM/DTC) familiar with the commodity.

- O Amy 0 Alr Force

8. Applicant's name, address, ZIP code, tel. no. |0 New O Other

Applicantis:  [Jagenvmanutsciorst (] frelght torwarder [ govemmont | 8. Name and number of

additional Information.

contact it U.S. needs

10, ’Tho IDENTICAL ecmmodlty O was licensed to the country in block 3 under license
———————; Dwas liconsed to cther countries under license

. no . O was denled to the country in block 3 under voided
B TELEPHONE NUMBER: ticense no. + [ was nevar licensed for this applicant.
12, COMMODITY (indicate overhaul/freightimodification cost
11, QUANTITY \plicable and known; follow instructions caretully) 13. USML CAT. 14. VALLE

For illustration purpeses only

15. TOTAL VALUE: $

16. Name and adcdress of owner of commaodity in foreign country from which [ 17. [ Source or [0 manufacturer of commodity
shipped

-

18. Name and address of consignor in foreign country from which shipped 19. Name and address of U.S. it
transshipment agent)

consignea (| pair facility or

20. Name and address of foreign intermediate consignee 21. Specific purpose for which the material is imported

{3 Overhaul/repalr (3 Modification/upgrade [ Transshipment to & third country

22. Name and address of consignea in foreign country of ultimate

23. APPLICANT'S STATEMENT

i , hereby apply for & license to complete
iha (nnucl!on dancﬂbed above; warrant the truth of all tmcmanm mado herein;

ply with the p Title 22 CF
24, Namae and address of end user in foreign country of ultimate destination 120 130, and sny . I! \hc ty ﬁﬁ :
arm of sammunition of U'S, mtmumm, | cartity that, b ‘corroborative evi-

dence, the commodity was not fumished ona ?rnm basls lo or acquired without
full payment by, a foreign govemment under a foreign assistance program of the
U.S: as set forth In Title 2/ CFR 47.57.

CHECK ALL THAT APPLY:

| am a responsible officlal empowersd ficant to certity that the
25, LICENSE COPY TO BE SENT TO: Name, address, 2IP cods ﬁ%""m’ . 5‘2‘5’;‘5 e o T o
ve n met in

(J The applicant, or r ancther party to this export cannot meet one or more of
the conditions in 22 CFR 126.13. A requestfor an sxception topolicy is attached.s

[0 U.S. consignor(s) and/or freight forwarder lista(s) is/are attached.

o ogp.a 1 - APPLICATION/LICENSE SPmATONONTE 153es

*Public raporting burden for this collection of information s mvmmu o nage 172 hour o8t espones. ciuding timt egued for aeareing existing data
prm

w3, gat
of the: uu’uc 20520-02!4 and lothe Ofice of informalion and
Reguialory Amln Otfice of mnnquum m Buoocl Paperwork muulnn Project (1405~0013), Wllhlnqion D C. 20503
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C4. CHAPTER 4

FOREIGN MILITARY SALES PROGRAM
GENERAL INFORMATION

C4.1. DEFINITION AND PURPOSE

C4.1.1. The Foreign Military Sales (FMS) Program is that part of Security Assistance
authorized by the Arms Export Control Act (AECA) and conducted using formal contracts or
agreements between the United States Government (USG) and an authorized foreign purchaser.
These contracts, called Letters of Offer and Acceptance (LOAS), are signed by both the USG and
the purchasing Government or international organization; and provide for the sale of defense
articles and/or defense services (to include training) usually from Department of Defense (DoD)
stocks or through purchase under DoD-managed contracts. As with all Security Assistance, the
FMS program supports United States (U.S.) foreign policy and national security objectives.

C4.2. WHO MAY PURCHASE USING THE FMS PROGRAM

C4.2.1. Presidential Determination. Defense articles and/or services may be sold or leased to
a country or international organization only if the President, in accordance with AECA, section 3
(reference (c)), makes a determination that the prospective purchaser is eligible. Table C4.T1.
summarizes the AECA criteria for this determination.

Table C4.T1. - Presidential Determination Criteria for FMS Eligibility

FM S Eligibility Criteria
The furnishing of defense articles and defense services to such country or international

1 organization strengthens the security of the United States and promote world peace;
The country or international organization shall have agreed not to transfer title to, or possession
of, any defense article or related training or other defense service so furnished to it or produced in
5 @ cooperative project, to anyone not an officer, employee, or agent of that country or international

organization, and not to use or permit the use of such an article or related training or other defense
service for purposes other than those for which furnished unless the consent of the President has
first been obtained,;
The country or international organization shall have agreed that it shall maintain the security of
3 | such article or service and provide substantially the same degree of security protection afforded to
such article by the United States; and
The country or international organization is otherwise eligible to purchase or lease defense articles
or defense services.

C4.2.2. Other Factors Determining Eligibility

C4.2.2.1. Defense articles and/or services are not sold to foreign purchasers under the
AECA unless they are part of the national defense establishment, under the direction and control
of the ministry responsible for defense matters. Requests for training for foreign personnel (or
units) that are not part of the Defense Ministry must be directed to the Department of State (DoS)
and to the Agency for International Development (AID) through U.S. Embassy channels. The
Defense Security Cooperation Agency (DSCA) and relevant Implementing Agencies should be
informed of the request.
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C4.2.2.2. Prior DSCA and DoS approval must be obtained for the sale or lease of defense
articles, defense services, or training to foreign organizations or personnel if they are engaged in
on-going civilian police functions under the direction and control of the ministry responsible for
defense matters.

C4.2.2.3. Assistance may be provided to Communist countries only if the President
exercises the waiver authority under the Foreign Assistance Act (FAA), section 614(a) (reference
(b)), and reports to Congress that such assistance is vital to the security of the United States and
promotes the independence of the recipient country from international communism. (FAA,
section 620(f) reference (b))

C4.2.3. Purchasers Currently Eligible. Questions regarding eligibility should be referred to
DSCA. Table C4.T2. lists the country and international organization codes. (Organizations are
listed at the end of the table.)

C4.2.3.1. The table identifies the short names and two position country and organization
codes assigned for FMS purposes (e.g., for assignment of LOA identifiers or Security Assistance
communications). For territories, the host country code is listed in parenthesis to the right of the
territory name. The responsible Combatant Commands and Region Groupings are also given.

C4.2.3.2. The country codes are generally consistent with National Institute of Standards
and Technology (NIST) codes in NIST Publication 10-4, Federal Information Processing
Standards (reference (aj)), maintained by National Geospatial-Intelligence Agency (NGA). If
FMS and NIST codes differ, NIST codes are listed in parenthesis to the right of the FMS code.

C4.2.3.3. The FMS AECA Eligible (Yes/No) column indicates those countries and
organizations determined by the President under AECA, section 3(a)(1) (reference (c)) to be
eligible to purchase defense articles and defense services under authority of the AECA. The
Presidential Determination date can be found in the Congressional Budget Justification for
Foreign Operations. An eligibility determination by itself does not signify that sales will be
made since sales may be suspended (indicated by note \3) for legal or policy reasons and certain
items may not be releasable to the requesting country.

C4.2.3.4. The “Accelerated Case Closure Eligible” column indicates if the country
participates in the Accelerated Case Closure (ACC) program. (See Chapter 6, section C6.8.)
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Table C4.T2. - Country, International Organization, and Regional Codes and FMS Eligibility

Country/ Territory(Host Country)

Afghanistan

Albania

Algeria

Andorra

Angola

Anguilla (UK)

Antigua and Barbuda
Argentina

Armenia

Aruba

Australia

Austria

Azerbaijan

Bahamas

Bahrain

Bahrain National Guard
Bangladesh

Barbados

Belarus

Belgium

Belize

Benin

Bermuda (UK)

Bhutan

Bolivia

Bolivia INC
Bosnia-Herzegovina
Botswana

Brazil

British Indian Ocean Territory (UK)
British Virgin Islands (UK)
Brunei

Bulgaria

Burkina Faso

Burma

Burundi

Cambodia

Cameroon

Canada

Cape Verde, Republic of
Cayman Islands (UK)
Central African Republic

FMS
Country
Code

AF
AL
AG
AN
AO
AV
AC
AR
AM
AA

AT (AS)
AU

Al
BF
BA
BZ
BG
BB
BO
BE
BH

DA (BN)

BD
BT
BL
D1
BK
BC
BR
10
VI
BX
BU
uv
BM
BY
CB
cM

CN (CA)
cVv

CJ
cT

Combatant
Command
\1

CE
EU
AF
EU
AF
SO
SO
SO
EU
SO
PA
EU
EU
NO \6
CE
CE
PA
SO
EU
EU
SO
AF
NO
PA
SO
SO
EU
AF
SO
PA
NO \7
PA
EU
AF
PA
AF
PA
AF
NO
AF
SO
AF

97

Region
Grouping
\2

NESA
EUR
AFR
EUR
AFR

AR
AR
AR
EUR
AR
EAP
EUR
EUR
AR

NESA

NESA

NESA

AR
EUR
EUR
AR
AFR
AR
NESA
AR
AR
EUR
AFR
AR
NESA
AR
EAP
EUR
AFR
EAP
AFR
EAP
AFR
EUR
AFR
AR
AFR

FMS
AECA
Eligible\3

Yes
Yes
Yes
No
Yes
No
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes

Accel. Case
Closure
Eligible

Yes
Yes
Yes
N/A
Yes
N/A
Yes
Yes
Yes
N/A
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes
Yes
Yes
N/A
Yes
Yes
Yes
Yes
Yes
No
N/A
N/A
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes

EX Number
Suffix

001
002
003
N/A
004
N/A
005
006
007
N/A
008
009
010
011
012
N/A
013
014
N/A
015
016
017
N/A
N/A
018
N/A
019
020
021
N/A
N/A
022
023
024
025
026
027
028
029
030
N/A
031
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Chad

Chile

China

Colombia

Colombia INC

Comoros

Congo, Republic of (Brazzaville)

Congo, Democratic Republic of
(Kinshasa)

Cook Islands (NZ)
Costa Rica

Croatia

Cuba

Cyprus
Czechoslovakia \b
Czech Republic
Denmark

Djibouti

Dominica
Dominican Republic
East Timor
Ecuador

Ecuador INC

Egypt

El Salvador
Equatorial Guinea
Eritrea

Estonia

Ethiopia

Faeroe Islands (DE)
Falkland Islands (UK)
Fiji

Finland

France

French Guiana (FR)
French Polynesia (FR)
Gabon

Gambia

Georgia

Germany

Ghana

Gibraltar (UK)
Greece

FMS
Country
Code

cD
cl
CH
co
D5

CR (CN)
CF

CX (CG)

cwW
cs
HR
cu
cY
cz
EZ
DE (DA)
DJ
DO
DR
TT
EC
D6
EG
ES
EK
ER
EN
ET
FO
FA
FJ
FI
FR
FG
FP
GB
GA
GG
GY(GM)
GH
G
GR

Combatant
Command
\1

AF
SO
PA
SO
SO
AF
AF

AF

PA
SO
EU
NO
EU
EU
EU

AF
SO
SO
PA
SO
SO
CE
SO
AF
AF
EU
AF
EU
SO
PA
EU
EU
SO
PA
AF
AF
EU
EU
AF
EU
EU
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Region
Grouping
\2

AFR
AR
EAP
AR
AR
AFR
AFR

AFR

EAP
AR
EUR
AR
EUR
EUR
EUR
EUR
AFR
AR
AR
EAP
AR
AR
NESA
AR
AFR
AFR
EUR
AFR
EUR
AR
EAP
EUR
EUR
AR
EAP
AFR
AFR
EUR
EUR
AFR
EUR
EUR
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FMS
AECA
Eligible\3

Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
No
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
No
Yes

Accel. Case
Closure
Eligible

Yes
Yes
Yes
Yes
Yes
Yes

Yes
Yes

Yes
Yes
Yes
N/A
N/A
N/A
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
N/A
Yes
Yes
No
N/A
N/A
Yes
Yes
Yes
Yes
Yes
N/A
Yes

EX Number
Suffix

032
033
034
035
N/A
036
037

038

039
040
041
N/A
N/A
N/A
042
043
044
045
046
047
048
N/A
049
050
051
052
053
054
N/A
N/A
055
056
057
N/A
N/A
058
059
060
061
062
N/A
063
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Country/ Territory(Host Country)

Greenland (DE)
Grenada
Guadeloupe (FR)
Guatemala
Guinea
Guinea-Bissau
Guyana

Haiti
Honduras
Hong Kong (CH)
Hungary
Iceland

India
Indochina
Indonesia

Iran

Iraq

Ireland

Israel

Italy

Ivory Coast (Cote d’Ivoire)
Jamaica

Japan

Jordan
Kazakhstan
Kenya
Kiribati

Korea (North)
Korea (Seoul)
Kosovo
Kuwait
Kyrgyzstan
Laos

Latvia
Lebanon
Lesotho
Liberia

Libya
Liechtenstein
Lithuania
Luxembourg
Macau (CH)
Macedonia

FMS
Country
Code

GL
GJ
GP
GT
GV
PU
GU
HA
HO
HK
HU

IL (IC)
IN

LH
LX (LU)
MC
MK

Combatant
Command
\1

EU
SO
SO
SO
AF
AF
SO
SO
SO
PA
EU
EU
PA
PA
PA
CE
CE
EU
EU
EU
AF
SO
PA
CE
CE
AF
PA
PA
PA
EU
CE
CE
PA
EU
CE
AF
AF
AF
EU
EU
EU
PA
EU

99

Region
Grouping
\2

AR
AR
AR
AR
AFR
AFR
AR
AR
AR
EAP
EUR
EUR
NESA
EAP
EAP
NESA
NESA
EUR
NESA
EUR
AFR
AR
EAP
NESA
EUR
AFR
EAP
EAP
EAP
EU
NESA
EUR
EAP
EUR
NESA
AFR
AFR
AFR
EUR
EUR
EUR
EAP
EUR
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FMS
AECA
Eligible\3

No
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
No
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
No
Yes

Accel. Case
Closure
Eligible

N/A
Yes
N/A
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes
Yes
Yes
N/A
Yes
No
N/A
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
N/A
Yes
Yes
N/A
Yes

EX Number
Suffix

N/A
064
N/A
065
066
067
068
069
070
N/A
071
072
073
N/A
074
N/A
075
076
077
078
079
080
081
082
083
084
085
N/A
086
087
088
089
090
091
092
093
094
095
N/A
096
097
N/A
098
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Country/ Territory(Host Country)

Madagascar

Malawi

Malaysia

Maldives

Mali

Malta

Marshall Islands
Martinique (FR)
Mauritania
Mauritius

Mexico

Micronesia
Moldova

Monaco

Mongolia

Morocco
Mozambique
Myanmar (see Burma)
Namibia

Nauru

Nepal

Netherlands
Netherlands Antilles (NE)
New Caledonia (FR)
New Zealand
Nicaragua

Niger

Nigeria

Niue (N2)

Norfolk Island (AT)
Norway

Oman

Pakistan

Palau

Palestinian Authority
Panama
Papua-New Guinea
Paraguay

Peru

Peru INC
Philippines

Pitcairn (UK)
Poland

FMS
Country
Code

MA
MI
MF(MY)
MV
RM (ML)
MT
R1 (RM)
MB
MR
MP
MX
FM
MD
MN
MG
MO
MZ

WA
NR
NP

NE (NL)

NA (NT)
NC
NZ
NU

NK (NG)
NI
NQ
NF
NO
MU
PK
PS
PW

PN (PM)
PP
PA
PE
D3

PI (RP)
PC
PL

Combatant
Command
\1

AF
AF
PA
PA
AF
EU
PA
SO
AF
AF
NO
PA
EU
EU
PA
AF
AF

AF
PA
PA
EU
SO
PA
PA
SO
AF
AF
PA
PA
EU
CE
CE
PA
CE
SO
PA
SO
SO
SO
PA
PA
EU

100

Region
Grouping
\2

AFR
AFR
EAP
NESA
AFR
EUR
EAP
AR
AFR
AFR
AR
EAP
EUR
EUR
EAP
AFR
AFR

AFR
EAP
NESA
EUR
AR
EAP
EAP
AR
AFR
AFR
EAP
EAP
EUR
NESA
NESA
EAP
NESA
AR
EAP
AR
AR
AR
EAP
EAP
EUR
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FMS
AECA
Eligible\3

Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes

Yes
No
Yes
Yes
No
No
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes

Accel. Case
Closure
Eligible

Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes
Yes
Yes
Yes
Yes
N/A
Yes
Yes
Yes

Yes
N/A
Yes
Yes
N/A
N/A
Yes
Yes
Yes
Yes
N/A
N/A
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes

EX Number
Suffix

099
100
101
102
103
104
105
N/A
106
107
108
109
110
N/A
111
112
113

114
N/A
115
116
N/A
N/A
117
118
119
120
N/A
N/A
121
122
123
124
N/A
125
126
127
128
129
130
N/A
131
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Country/ Territory(Host Country)

Portugal

Qatar

Republic of Montenegro
Republic of Serbia

Reunion (FR)

Romania

Russia

Rwanda

Saint Helena (UK)

Saint Kitts and Nevis

Saint Lucia

Saint Pierre and Miquelon (FR)
Saint Vincent and Grenadines
Samoa

San Marino

Sao Tome and Principe

Saudi Arabia

Saudi Arabia Ministry of the Interior

Saudi Arabia National Guard
Senegal

Serbia (Refer to Republic of Serbia)
Serbia and Montenegro
Seychelles

Sierra Leone

Singapore

Slovak Republic

Slovenia

Solomon Islands

Somalia

South Africa

Spain

Sri Lanka

Sudan

Government of Southern Sudan
Suriname

Swaziland

Sweden

Switzerland

Syria

Taiwan

Tajikistan

Tanzania

Thailand

FMS
Country
Code

PT (PO)
QA
MJ
RB
RE
RO
RS
RW
SH
sC
ST
SB
VC
WS
SM
TP

SR (SA)

SD
Sl

SK (SG)

S2 (SR)
YI
SE
sL
SN
LO

S3 (Sl)
BP
SO

UA (SF)
SP
CE
su
SX
NS
Wz
SW
sz
sy
TW
TI
TZ
TH

Combatant
Command
\1

EU
CE
EU
EU
AF
EU
EU
AF
AF
SO
SO
SO
SO
PA
EU
AF
CE
CE
CE
AF
EU
EU
AF
AF
PA
EU
EU
PA
AF
AF
EU
PA
AF
AF
SO
AF
EU
EU
CE
PA
CE
AF
PA

101

Region
Grouping
\2

EUR
NESA
EUR
EUR
AFR
EUR
EUR
AFR
AFR
AR
AR
AR
AR
EAP
EUR
AFR
NESA
NESA
NESA
AFR
EUR
EUR
AFR
AFR
EAP
EUR
EUR
EAP
AFR
AFR
EUR
NESA
AFR
AFR
AR
AFR
EUR
EUR
NESA
EAP
EUR
AFR
EAP
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FMS
AECA
Eligible\3

Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
No
Yes
Yes
No
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes
No
Yes
Yes
Yes
Yes

Accel. Case
Closure
Eligible

Yes
Yes
No
No
N/A
Yes
Yes
Yes
N/A
Yes
Yes
N/A
Yes
Yes
No
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
N/A
Yes
No
No
Yes
No
Yes
Yes
Yes
Yes

EX Number
Suffix

132
133
134
135
N/A
136
137
138
N/A
139
140
N/A
141
142
N/A
143
144
145
146
147
N/A
N/A
148
149
150
151
152
153
154
155
156
157
158
N/A
159
160
161
162
N/A
163
164
165
166
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Country/ Territory(Host Country)

Togo

Tokelau (NZ)
Tonga
Trinidad-Tobago
Tunisia

Turkey
Turkmenistan
Turks and Caicos (UK)
Tuvalu

Uganda

Ukraine

United Arab Emirates
(previous code TC)

United Kingdom

United Kingdom Polaris Project
United Nations Interim Mission in
Kosovo

Uruguay

Uzbekistan

Vanuatu

Venezuela

Vietnam (previous code VS)
Western Sahara

Yemen

Yemen, Aden

Zaire (see Congo, Kinshasa)
Zambia

Zimbabwe

FMS
Country
Code

TO
TL
TN
D

TU (TS)

TK (TU)
TX
TS
TV
uG
UP

AE

UK
uz

T2

0)%
U2
NH
VE
VM
wi

YE (YM)

YS (YM)

ZA
Zl

Combatant
Command

\1
AF

PA
PA
SO
AF
EU
CE
NO
PA
AF
EU

CE

EU
EU

EU

SO
CE
PA
SO
PA
AF
CE
CE

AF
AF
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Region
Grouping
\2

AFR
EAP
EAP
AR
AFR
EUR
EUR
AR
EAP
AFR
EUR

NESA

EUR
EUR

EU

AR
EUR
EAP
AR
EAP
AFR
NESA
NESA

AFR
AFR
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FMS Accdl. Case

EX Number
Ell?gl?kﬁé\B E:f’gs.‘éﬁz U
Yes Yes 167
No No N/A
Yes Yes 168
Yes Yes 169
Yes Yes 170
Yes Yes 171
Yes Yes 172
No No N/A
Yes Yes 173
Yes Yes 174
Yes Yes 175
Yes Yes 176
Yes Yes 177
Yes No 178
No N/A N/A
Yes Yes 179
Yes Yes 180
Yes Yes 181
Yes Yes 182
Yes Yes 183
No N/A N/A
Yes Yes 184
No N/A N/A
Yes Yes 185
Yes Yes 186
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Table C4.T2. - Country, International Organization, and Regional Codes and FMS Eligibility
(DSCA/DFAS Reserved)

Organization

Afghanistan Security Forces Fund -
FY05 Emergency Supplemental
Appropriations Act (Public Law
109-13)

Afghanistan Security Forces Fund
(ASFF) Contributions

Airborne Warning and Control
System

Case Closure Suspense Account
(post 1995)

Central Treaty Organization
(CENTO) (ceased 1979)
Consolidated Appropriations Act,
2008 (Public Law 110-161)
Afghanistan Security Forces Fund
Consolidated Appropriations Act,
2008 (Public Law 110-161) Iraq
Security Forces Fund
Counterterrorism DSAMS
Counterterrorism
Program/Contractor Support

Dept. of Defense

Emergency Supplemental
Appropriations (Public Law 109-
234) (Jun 15, 2006) Afghanistan
Security Forces Fund

Emergency Supplemental
Appropriations (Public Law 109-
234) (Jun 15, 2006) Iraq Security
Forces Fund

Emergency Supplemental
Appropriations Act for Defense and
for the Reconstruction of Irag and
Afghanistan, 2004 (Public Law 108-
106) for Iraq

European Participating Group F-16
follow on

Extraordinary Expenses — IMET and
Counterterrorism

F-16, Belgium

F-16, Denmark

F-16, Netherlands

F-16, Norway

FAA Sec 607 Sales, Payment in
Advance

FAA Sec 607 Sales, Reimbursable
(Delayed Payment)

FAA Sec 632 Transactions

Fiscal Year 2007 DoD

FMS
Code

Y8

C5

W1

55

T3

E3

E4

44
33
00

B2

B3

Y7

PG

22

F1
F2
F3
F4

S6

S5

S4
B6

Combatant
Command /1

CE

CE

NR

NR

NR

CE

CE

NR
NR
NR

CE

CE

CE

NR

NR

NR
NR
NR
NR

NR

NR

NR
CE

103

Regional
Grouping /2

NR

NR
NR 4
NR

NR

NR

NR

NR
NR
NR

NR

NR

NR

NR

NR

NR
NR
NR
NR

NR

NR

NR
NR

FMSEligible Acccel. Case

/3 AECA
Eligible /8

AECA Only

AECA Only
No
No

No

AECA Only

AECA Only

No
No
No

AECA Only

AECA Only

AECA Only

No

No

No
No
No
No

AECA Only

AECA Only

AECA Only
AECA Only

Closure
Eligible

N/A

N/A
N/A
N/A

N/A

N/A

N/A

N/A
N/A
N/A

N/A

N/A

N/A

N/A

N/A

Yes
Yes
Yes
Yes

N/A

N/A

N/A
N/A
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Appropriations Act (Public Law
109-289) (Sep 29, 2006)) as
supplemented by PL 110-28 (May
25, 2007) Afghanistan Security
Forces Fund

Fiscal Year 2007 DoD
Appropriations Act (Public Law
109-289) (Sep 29, 2006)) as
supplemented by PL 110-28 (May
25, 2007) Iraq Security Forces Fund
FMF Administration (DFAS use
through FY95)

FMS Agreements (FACTS Data,
DSCA)

General Costs - IMET and
Counterterrorism

IMET Infrastructure Cost

Internal DSAMS Training

Internal DSAMS Training

Intl Civil Def Organization (ICDO)
Iraq Security Forces Fund - FY05
Emergency Supplemental
Appropriations Act (Public Law
109-13)

MAP Owned Materiel (DSCA
Records)

MAP Property Sales and Disposal
(MAPSAD)

National Defense Authorization Act
(NDAA), Section 1033 Transactions
National Defense Authorization Act
for Fiscal Year 2006 (PL 109-163),
Section 1206

National Defense Authorization Act
for Fiscal Year 2007 (PL 109-364),
Section 1206

National Defense Authorization Act
for Fiscal Year 2007 PL 109-364,
Section 1206; and National Defense
Authorization Act for Fiscal Year
2008 PL 110-181, Section 1206 for
the Pakistan Frontier Corps
National Defense Authorization Act
for Fiscal Year 2009 (P.L. 110-417),
all Section 1206 for foreign military
forces and Section 1201 for the
Pakistan Frontier Corps

NDAA, Section 1004 Transactions
Panama Canal Area Military
Schools (PACAMS)

Presidential Drawdowns (DSCA
authorized use only)

FMS
Code

B7

55

C2

66

77
AA
NN
T8

Y9

M3

M2

S7

B4

BS

B8

B9

S8
11

S9

Combatant
Command /1

CE

NR

NR

NR

NR
NR
NR
NR

CE

NR

NR

NR

NR

NR

NR

NR

NR
SO

NR

104

Regional
Grouping /2

NR

NR
NR

NR

NR
NR
NR
NR

NR

NR
NR

NR

NR

NR

NR

NR

NR
AR

NR
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FMSEligible Acccel. Case

/3 AECA
Eligible /8

AECA Only

No
No

No

No
No
No
No

AECA Only

No
No

AECA Only

AECA Only

AECA Only

AECA Only

No

AECA Only
No

AECA Only

Closure
Eligible

N/A

N/A
N/A

N/A

N/A
N/A
N/A
N/A

N/A

N/A
N/A

N/A

N/A

N/A

N/A

N/A

N/A
N/A

N/A
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Seasparrow (Sec 1004, P.L. 98-
525)

Section 1107 of FY04 Supplemental
(Train and Equip Authority) for the
Afghanistan National Army
Section 1107 of FY04 Supplemental
(Train and Equip Authority) for the
New Iragi Army

Section 9006 of FY05 Defense
Appropriations Act (Public Law
108-287) for Afghanistan

Section 9006 of FY05 Defense
Appropriations Act (Public Law
108-287) for Iraq

Security Assistance Automated
Resource Management Suite
(SAARMS) database

Special Defense Acquisition Fund
(SDAF)

Coalition Readiness Support
Program (CRSP) for Fiscal Years
2008, 2009, 2010 and 2011
Coalition Readiness Support
Program (CRSP) for FY12/13
Supplemental Appropriations Act,
2008 (Public Law 110-252)
Afghanistan Security Forces Fund
(FY2009 Bridge Funds)
Supplemental Appropriations Act,
2009 (Public Law 111-32)
Afghanistan Security Forces Fund
(FY2009 Supplemental Funds)
Supplemental Appropriations Act,
2009 (Public Law 111-32) Pakistan
Counterinsurgency Fund (FY2009
Supplemental Funds)

Supplemental Appropriations Act,
2009 (Public Law 111-32) Iraq
Security Forces Fund (FY2009
Supplemental Funds)

Supplemental Appropriations Act,
2009 (Public Law 111-32) Pakistan
Counterinsurgency Capability Fund
(PCCF) (FY2009 Supplemental
Funds), as transferred into Pakistan
Counterinsurgency Funds (PCF)
National Defense Authorization Act
for FY 2010 (P.L. 111-84) and
Department of Defense
Appropriations Act, 2010 (P.L.111-
118), as supplemented by P.L. 111-
212 Afghanistan Security Forces

FMS
Code

N3

Y2

Y3

Y5

Y6

El

D2

E7

E8

E5

E6

G2

G3

G4

G5

Combatant
Command /1

NR

CE

CE

CE

CE

NR

NR

NR

NR

CE

CE

CE

CE

CE

CE

105

Regional
Grouping /2

NR 4

NR

NR

NR

NR

NR

NR

NR

NR

NR

NR

NA

NR

NR

NR
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FMSEligible Acccel. Case

/3 AECA Closure
Eligible /8 Eligible
No N/A
AECA Only N/A
AECA Only N/A
AECA Only N/A
AECA Only N/A
No N/A
No N/A
No N/A
No No
No N/A
AECA Only N/A
AECA Only N/A
AECA Only N/A
AECA Only N/A
AECA Only N/A
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Organization

Fund (ASFF)

National Defense Authorization Act
for Fiscal Year 2011 (Public Law
111-383) and Department of
Defense and Full Year Continuing
Appropriations Act, 2011 (Public
Law 112-10) for Afghanistan
Security Forces Fund (ASFF)
National Defense Authorization Act
for Fiscal Year 2010 (Public Law
111-84) and Department of Defense
Appropriations Act, 2010 (Public
Law 111-118), for section 1206
programs

Supplemental Appropriations Act,
2010 (Public Law 111-212) Iraq
Security Forces Fund (FY2010
Supplemental Funds)

Supplemental Appropriations Act
for Fiscal Year 2009 (Public Law
111-32) and Continuing
Appropriations Act 2011 (Public
Law 111-322) for Pakistan
Counterinsurgency Capability Fund
USG Transition Support (Iraq)
Uzbekistan - Emergency Wartime
Supplemental Appropriations Act
2003 (Public Law 108-11)

National Defense Authorization Act
for Fiscal Year 2006 (Public Law
109-163), as amended, and
Department of Defense and Full
Year Continuing Appropriations
Act, 2011 (Public Law 112-10) for
Section 1206 programs

Ike Skelton National Defense
Authorization Act, 2011 (Public
Law 111-383) and Department of
Defense (DoD) and Full Year
Continuing Appropriations Act
(CAA), 2022 (Public Law 112-10),
Iraq Security Forces Fund (ISFF)

FMS
Code

G6

G7

G8

G9

Y4

H2

H3

Combatant
Command /1

CE

NR

CE

CE

CE

CE

NR

CE

106

Regional
Grouping /2

NR

NR

NR

NR

NR

NR

NR

NR
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FMSEligible Acccel. Case

/3 AECA
Eligible /8

AECA Only

AECA Only

AECA Only

AECA Only

No

AECA Only

AECA Only

AECA Only

Closure
Eligible

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Table C4.T2. - Country, International Organization, and Regional Codes and FMS Eligibility

Organization

National Defense Authorization Act
for Fiscal Year 2006 (Public Law
109-163), as amended, Section 1206
for FY12

Afghanistan Security Forces Fund
(ASFF) for FY12

Airborne Early Warning & Control
Operations & Support (O&S)
Budget

C3 Agency (NC3A)

EF2000 and Tornado Dev, Prod, &
Log Mgt Agency (NETMA)
HAWK Prod & Log Org (NHPLO)
Headquarters

Missile Firing Installation (NAMFI)
Mutual Weapons Dev Prog
(MWDP)

NAMSA General + Nike
NAMSA-F104 + C-130
NAMSA-HAWK
NAMSA-Weapons

NATO

NATO Air Command and Control
Management (NACMA)

NATO Airlift Management
Organization (NAMO)

NATO Medium Extended Air
Defense System Management
Agency (NAMEADSMA)
NEFMA \5

Prog Mgt Ofc (NAPMO)

Southern Region Signal/
Communications

Supreme Allied Commander,
Atlantic (SACLANT)

Supreme HQ, Allied Powers,
Europe (SHAPE)

NATO Alliance Ground
Surveillance Management Agency
(NAGSMA)

FMS
Code

H4

H5

K7

K4
K3

M6
N6
N9

N8

N4
K2
N7
M5
N2

A6

K8

W2

M1
N1

M7

K5

A2

W3

(NATO)

Combatant
Command /1

NR

CE

EU

EU
EU

EU
EU
EU

EU

EU
EU
EU
EU
EU

EU

EU

EU

EU
EU

EU
EU

EU

EU

107

Regional
Grouping /2

NR

NR

EUR

EUR
EUR

EUR
EUR
EUR

EUR

EUR
EUR
EUR
EUR
EUR

EUR

EUR

EUR

EUR
EUR

EUR
EUR

EUR

EUR

FMSEligible Acccel. Case

/3 AECA
Eligible /8

AECA Only

AECA Only

Yes

Yes
Yes

Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes

Yes

Yes

Yes

Yes
Yes

Yes
Yes

Yes

Both

Closure
Eligible

N/A

No

No

Yes
No

Yes
No
No

No

No
No
No
No
No

No

No

No

No
No

No
No

No

No
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Table C4.T2. - Country, International Organization, and Regional Codes and FMS Eligibility

Organization

Africa

African Union (AU)

American Republic

Dept of Humanitarian Affairs
(UNDHA)

East Asia/Pacific

Economic Community of Central
African States (ECCAS)
Economic Community of West
African States (ECOWAS)
European

International Civil Aviation
Organization (ICAO)

Near East/South Asia
Organization of American States
(OAS)

Organization of Security and
Cooperation in Europe (OSCE)
Regional Security System

SE Asia Treaty Organization
(ceased 24 Sep 75)

Southern African Development
Community (SADC)

United Nations

United Nations Office for the
Coordination of Humanitarian
Assistance to Afghanistan
(UNOCHA)

United Nations Transitional

Authority in East Timor (UNTAET)

Notes:
1) Combatant Commands:

NR - Non-Regional
AF - Africa CMD
CE - Central CMD

FMS
Code

R6
A3
R5

A5
R4
C3

AT
R2
T7
R3
Al

A8
SS
T4

A9
T9

A4

(Regions)
Combatant

Command /1

AF
AF
SO

NR
PA
AF

AF
EU
NR
CE
NR

EU
SO
NR

AF
NR

NR

PA

Regional
Grouping /2

AFR
AFR
AR

NR
EAP
AFR

AFR
EUR
NR
NESA
NR

EUR
AR
NR

AFR
NR

NR

EAP

PA - Pacific CMD
SO - Southern CMD
NO - Northern CMD

EU - European CMD

2) Regional Grouping:

NR - Non-Regional

AFR - Africa Region
AR - American Republic

3) Purchaser’s eligibility may change. See paragraph C4.2.4.
4) Affiliated with but not eligible for FMS as part of NATO.
5) Included for historical purposes.

EUR - European
EAP - East Asia/Pacific
NESA - Near East/South Asia

FMSEligible Acccel. Case

/3 AECA Closure
Eligible /8 Eligible
No Yes
Yes Yes
No Yes
Yes Yes
No Yes
Yes Yes
Yes Yes
No Yes
Yes Yes
No Yes
Yes Yes
Yes Yes
Yes No
No Yes
Yes Yes
Yes Yes
Yes Yes
Yes Yes

6) Responsibility for Security Cooperation transitioned from U.S. Southern Command to the U.S. Northern

Command on October 1, 2008.
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7) Responsibility for Security Cooperation transitioned from U.S. Southern Command to the U.S. Northern
Command on October 1, 2003.

8) Authorized under program-specific legislation.

C4.2.4. Changes in Eligibility Status. Sales to purchasers may be suspended or terminated
for legal and/or policy reasons. If the DoS determines that it is necessary to suspend Security
Assistance to a particular country, the Director, DSCA, issues instructions to the Security
Assistance program Implementing Agencies. Details about this process can be found in Chapter
6. Questions relative to eligibility should be referred to DSCA (Operations Directorate). The
following are some of the reasons why purchasers may not be eligible for support.

C4.2.4.1. Termination Due to Unnecessary Military Expenditures. Further sales, credits,
and guaranties shall be terminated to any country that diverts economic aid, or its own resources
to unnecessary military expenditures, to a degree that materially interferes with its development
(AECA, section 35 (reference (c))). Existing sales, credits, and guaranties need not be
terminated.

C4.2.4.2. Prohibition Against Discrimination, Intimidation, or Harassment. No sales are
made and no credits or guaranties extended to, or for, any country whose laws, regulations,
official policies, or governmental practices prevent any person from participating in the
furnishing of defense articles or defense services on the basis of race, religion, national origin, or
sex. Sales, credits or guaranties shall NOT be made or extended to countries engaged in a
consistent pattern of acts of intimidation or harassment directed against individuals in the United
States. (AECA, sections 5 and 6 (reference (c)))

C4.2.4.3. Terrorism. Unless the President finds that the national security requires
otherwise, the President shall terminate all assistance, sales, credits, and guaranties to any
Government that aids or abets (by granting sanctuary from prosecution) any individual or group
that has committed an act of international terrorism. (FAA, section 620A (reference (b)))

C4.2.4.4. Nationalization of U.S. Property. Assistance shall be suspended for countries
that have nationalized, expropriated, or seized U.S. property, or have imposed discriminatory
taxes. Assistance shall also be suspended if a country has initiated steps to repudiate or nullify
existing agreements with U.S. citizens or entities without taking proper compensatory action.
(FAA, section 620(e) (reference (b)))

C4.2.4.5. Compensation for Nationalized Property. FAA, section 620(g) (reference (b))
states that no monetary assistance shall be made available under this act to any Government or
political subdivision or agency of such Government that compensates owners for expropriated or
nationalized property.

C4.2.4.6. Narcotics. Economic and military assistance and sales to a country shall be
suspended if the President determines the Government of that country has failed to take adequate
steps to prevent either the sale of illegal drugs or other controlled substances to USG personnel
or their dependents or the smuggling of such narcotics into the United States. (FAA, section 490
(reference (b)))
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C4.2.4.7. Violation of Agreements. Any Government using equipment and/or services in
substantial violation of an agreement between the United States and that Government shall be
ineligible for future U.S. assistance until the President determines that such violations have
ceased and is assured they shall not recur. (FAA, section 505(d) and AECA, section 3(c)
(references (b) and (c)))

C4.3. WHAT MAY BE PURCHASED USING THE FMS PROGRAM

The FMS program transfers defense articles and services to eligible foreign purchasers. AECA,
section 47 (reference (c)) defines the terms “defense article” and “defense service.” The U.S.
Munitions List designates specific items that fall into these categories and includes an asterisk
(*) by Significant Military Equipment (SME). The U.S. Munitions List (22 CFR part 121 of
(reference (n)) can be found at the website http://pmddtc.state.gov/docs/itar/2007/itar_part_121.doc.
Any item of SME that has a nonrecurring research and development cost of more than $50
million or a total production cost of more than $200 million is considered Major Defense
Equipment (MDE). See Appendix 1 for the Nonrecurring Cost Recoupment Charges for MDE.

C4.3.1. Source of Supply. Defense articles or services may be sold from DoD stocks, or the
Department of Defense may enter into contracts to procure defense articles or services on behalf
of eligible foreign countries or international organizations (AECA, sections 21 and 22 (reference
(c))). DoD procurements for FMS use standard Federal Acquisition Regulation (FAR)
(reference (ak)) contract clauses and contract administration practices except where deviations
for FMS are authorized in the Defense Federal Acquisition Regulation Supplement (DFARS)
(reference (al)).

C4.3.2. Materiel Standards. It is DoD policy that defense articles sold under FMS programs
should reflect favorably upon the United States. Defense articles offered and sold under FMS
are new or unused or, as a result of refurbishment, possess original appearance insofar as
possible and, as a minimum, have serviceability standards prescribed for issue to U.S. Forces. If
the purchaser desires exclusively new equipment, this requirement is stated in the LOA. If the
purchaser wishes to purchase “as is” (no assurance of serviceability), this is also stated in the
LOA. In addition to full disclosure of item condition, the purchaser is informed of unusual
safety or environmental risks known at the time of sale. This information is included in the LOA
with reference to separate publications or correspondence as appropriate.

C4.3.3. Logistics Support. The Department of Defense considers the support of U.S. origin
defense articles critical to the success of the Security Assistance program. Systems in use with
U.S. Forces are supported through the DoD procurement system. Support items that are stocked,
stored, and issued due to common application with end items in use, should be provided even
though the end items may have been acquired commercially or system support buyout is
complete. (See Chapter 6.)

C4.3.3.1. When a system is to be phased out of the DoD inventory, countries that have
acquired the system under FMS are given the opportunity to determine item requirements and to
place final orders designed to maintain system capability through its service life. These orders
are consolidated to ensure economic buys. (See Chapter 6.)
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C4.3.3.2. The Department of Defense shall take reasonable steps to support systems that
are not used by U.S. Forces including items that were never adopted by U.S. Forces. Support is
provided for these items when mutually satisfactory arrangements are made with the country
involved and supply sources are available. Effort is made to support non-standard items,
whether acquired commercially or through FMS, when this effort serves U.S. interests.

C4.3.4. Communications Security (COMSEC) Equipment. Combatant Commanders’
requirements to communicate with foreign governments via secure transmissions will necessitate
a requirement for release and delivery of U.S. COMSEC. Transfer of U.S. COMSEC must be
done in conjunction with a Combatant Command’s interoperability requirement or otherwise
support a U.S. policy objective. See Chapter 3, C3.3.1. and C3.3.2. for information on the
technology transfer process. See Chapter 3, C3.3.6. for information on INFOSEC case
processing.

C4.3.5. Design and Construction Services. AECA, section 29 (reference (c)) authorizes the
sale of design and construction services to eligible foreign countries and international
organizations provided that full costs are paid to the United States.

C4.3.5.1. Design and construction services are offered under normal FMS procedures.
When part of a larger program, the services are included in the total package LOA under the
cognizance of the managing Implementing Agency. When required, the Implementing Agency
and construction agent may conclude an internal agreement to show program management
relationships.

C4.3.5.2. When these services are stand-alone, the construction agent is normally the
Implementing Agency.

C4.3.6. Police Training or Related Programs. Although the FAA, section 660 (reference (b))
expressly forbids it (see paragraph C4.4.3.), the AECA does not prohibit police training or
related programs. DSCA (Strategy Directorate) and DoS approval must be obtained before
offering this type of defense article or service through FMS procedures.

C4.3.6.1. If foreign students are authorized to attend military police training, foreign
Governments must certify that the students are not involved in any civilian law enforcement
functions for at least 2 years after receiving the training. Law enforcement includes
apprehension and control of political offenders and opponents of the Government in power
(other than prisoners of war), as well as persons suspected of common crimes.

C4.3.6.2. Counterterrorism training may be requested through the Assistant Secretary of
Defense for Special Operations and Low Intensity Conflict (SO/LIC) under the Regional
Defense Counterterrorism Fellowship Program. DSCA should be informed of any request for
antiterrorism or counterterrorism training. Foreign officers nominated to receive such training
are vetted using the same DoD and/or DoS procedures in place for all International Military
Education and Training (IMET) and FMS training.
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C4.3.6.3. Limited military intelligence training is available. The scope of this type
training shall be limited to training that is directly related to combat or operational intelligence or
intelligence management of combat or operational intelligence at the joint military staff level. In
case of doubt about whether or not a particular course or type of training falls into one of these
two categories, obtain a clarification from DSCA.

C4.3.7. White Phosphorous Munitions. Requests for white phosphorus munitions should be
submitted in accordance with the procedures established for SME. Requests should indicate, by
type of ammunition, the quantity, and intended use. Requests should be accompanied by the
U.S. Mission’s opinion as to whether the amount requested is reasonable in relation to the
intended use, current on-hand inventories, and predictable usage rates of such items; and requests
must also contain assurance from the host Government that white phosphorus munitions are used
only for purposes such as signaling and smoke screening. The DSCA (Operations Directorate)
shall coordinate the request. Upon approval, the DSCA (Operations Directorate) advises the
DoD Component and provides the special conditions that must be included in the LOA.

C4.3.8. M-833 and Comparable Depleted Uranium Rounds. FAA, section 620G (reference
(b)) allows the sale of M-833 depleted uranium ammunition and comparable anti-tank rounds
containing a depleted uranium-penetrating component to NATO member countries, major non-
NATO allies, Taiwan, and countries for which a Presidential national security interest
determination has been completed. Such a determination has been completed for the M-833
round for Bahrain and Saudi Arabia and the M-829 round for Saudi Arabia and Kuwait.

C4.3.9. Ship Transfers. Vessels 20 years old or more and no more than 3,000 tons (light load
displacement) or less may be transferred after 30 continuous days of the date that the U.S. Navy
(USN) notifies Congress of its intent to make the transfer. Naval vessels that are less than 20
years old or more than 3,000 tons may be transferred only after enactment of legislation
authorizing the transfer. 10 U.S.C. 7307 (reference (aq)) prescribes these criteria and
Congressional oversight provisions. See Chapter 11 for information on Excess Defense Articles
(EDA) Congressional notification requirements.

C4.3.10. Technical Data Packages (TDPs) for Defense Articles Manufactured by Watervliet
Arsenal. TDPs from a Government-owned and operated defense plant manufacturing large
caliber cannons (e.g., Watervliet Arsenal) to a foreign Government, or assistance to a foreign
Government in producing defense items currently manufactured or developed in a Government-
owned and operated defense plant manufacturing large caliber cannons, may be transferred if the
statutory exceptions in 10 U.S.C. 4542 (reference (z)) are met. The Secretary of the Army must
determine if these requirements can be met before committing to such transfers; notify the
Congress of every transfer agreement; and submit a semiannual report to Congress on the
operation of this law and all agreements entered into under it.

C4.3.11. Stinger/Man-Portable Air Defense System (MANPADS). All security cooperation
organizations and personnel to include Military Departments (MILDEPS) and Security
Cooperation Organizations (SCOs) must get specific approval from DSCA (Programs and
Strategy Directorates) prior to any discussions on MANPADS with any potential purchaser.

This includes discussion of sales for replacement batteries, parts, components, or expendables for
MANPADS. This requirement stands even for countries previously sold MANPADS or
approved for MANPADS sales. See Chapter 8 for more information on Stinger/MANPADS.
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C4.3.12. Landmines. All security cooperation organizations and personnel to include
MILDEPs and SCOs must get specific approval from DSCA (Strategy Directorate) prior to any
discussions on landmines with any potential purchaser.

C4.3.13. Foreign Liaison Officer Support. Countries may locate a representative in the
United States to assist with their programs. LOAs may be written to cover administrative costs
(e.g., office space, secretarial support) for these personnel. See paragraph C4.4.2. for the types
of foreign representative services and/or expenses that may NOT be included on an LOA.

C4.3.14. Night Vision Devices (NVDs). NVDs are man-portable devices, which incorporate
image intensification, infrared, thermal, or sensor-fused technologies. NVDs fall under Category
XI11(c) of the U.S. Munitions List (22 CFR part 121 of reference (n)) and are designated as
sensitive, unclassified SME. The Deputy Under Secretary of Defense for Technology Security
Policy and National Disclosure Policy (DUSD(TSP&NDP)) is responsible for NVD export
policy and requires the case-by-case review of all requests for the international transfer of such
items through FMS or direct export licensing. Each review considers input from the MILDEPS,
the acquisition community, and the Chairman of the Joint Chiefs of Staff. Image intensifier
tubes ordered as spare parts or replacements for destroyed, lost, stolen, or missing devices also
require a case-by-case review except when replacing defective or damaged tubes that are
returned to the USG on a direct exchange or repair and return basis. The technical capabilities of
replacement tubes will not exceed the export restrictions set forth in the original authorization.
NVDs taken from DoD stock may not be sold or transferred without an accompanying data sheet
verifying that the technical capabilities of the image intensifier tubes do not exceed export
restrictions. See Chapter 5 for more information on processing requests for NVDs and Chapter 8
for End-Use Monitoring (EUM) responsibilities.

C4.3.15. Medical Countermeasures. Purchases of medical countermeasures such as drugs,
vaccines, and other medical interventions against biological and chemical agents require the
approval of the Office of the Secretary of Defense. It is essential that Letters of Request (LORS)
for these items be submitted to DSCA as soon as the requirement is known to allow sufficient
staffing time. See paragraph C5.1.4.3.4 for additional information on LOR submission.

C4.3.16. Geospatial Intelligence (GEOINT).. GEOINT provides the capability to visually
depict physical features and geographically referenced activities on the Earth. It consists of
imagery, imagery intelligence, and geospatial information (topographic, aeronautical and
hydrographic maps, and charts data). GEOINT is essential to the guidance systems in many
weapons. National Geospatial-Intelligence Agency (NGA) GEOINT data are either shared with
the international community through agreements and arrangements under the authority of the
Director of the NGA and/or the Director of National Intelligence, or can be purchased from
NGA. Implementing Agencies are responsible for coordinating the release of the GEOINT data
with NGA in advance. See paragraph C5.1.4.3.5. for additional information.

C4.3.17. Command, Control, Communications, Computer, Intelligence, Surveillance and
Reconnaissance (C4ISR).. Transfers of U.S. C4ISR to eligible countries and international
organizations must support a U.S. Combatant Commander’s (COCOM) interoperability
requirements. A purchaser’s desire to be interoperable with the United States is insufficient
justification for release. DoD encourages the use of a Three-Phased Approach to plan C4ISR
programs. Before a C4ISR Letter of Request (LOR) is submitted, pre-coordination with DSCA,
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the respective Combatant Command, Implementing Agencies, the SCO, and the foreign
purchaser is required. See Chapter 3 for more information on C41SR and Chapter 5 for more
information on processing LORs for C4ISR.

C4.4. WHAT MAY NOT BE PURCHASED USING THE FMS PROGRAM

Certain items may not be transferred using FMS procedures. Questions concerning what may or
may not be authorized for a particular country should be directed to the DSCA (Operations
Directorate). The following categories of items MAY NOT be included in LOAS.

C4.4.1. ltems Procured from Foreign Countries. The Department of Defense shall not enter
into sales arrangements that entail commitments for DoD procurement in foreign countries
unless DSCA (Strategy Directorate) and DSCA (Office of the General Counsel) have approved
an exception.

C4.4.2. Administrative Expenses for Foreign Government Representatives. The USG does
not serve as the disbursing agent for funds received under LOAs unless those funds are required
for materiel or services provided by the Department of Defense, another Federal agency, or
through a DoD procurement contract. LOAs shall not include transportation, lodging, per diem,
or other administrative expenses of foreign Government representatives, even though such
expenses may relate to the procured materiel and/or services. In exceptional situations, DSCA
may specifically authorize an LOA to include the payment of travel and living allowances for
International Students. See Chapter 10 for information on international training. Foreign
purchasers may not use LOAS to lease commercial or General Services Administration (GSA)
vehicles. Foreign purchasers are responsible for making and paying for these arrangements
outside the FMS process.

C4.4.3. Police, Counterterrorism, and Military Intelligence Programs.

C4.4.3.1. The FAA prohibits using funds authorized under that Act to conduct any police
training or related programs either in a foreign country or in the United States. All military
assistance under the FAA, not just training, is subject to this prohibition with certain statutory
exceptions as found in FAA, section 660 (reference (b)).

C4.4.3.2. Police training in the context of the FAA prohibition includes military police as
well as civilian police if the military police perform on-going civilian law enforcement functions.
Neither the name given to a unit nor the ministerial authority under which it operates is sufficient
to determine whether a particular unit is a “police unit.” The determining factor is the nature of
the functions performed by the unit. Assistance in foreign countries for any civilian law
enforcement function (except maritime law enforcement or international narcotics control) is
prohibited.

C4.4.3.3. The prohibitions discussed above do not apply to units with the sole function of
internal security that involves combat operations against insurgents, or legitimate self-defense of
national territory against foreign invasion, whether or not the unit is called police.

C4.4.3.4. If some personnel from a smaller unit within a larger unit that is eligible for
assistance are detailed to on-going civilian law enforcement functions, then just the smaller unit
is prohibited from receiving grant support under the FAA. However, no grant funds may be used
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in any program of internal intelligence or surveillance on behalf of any foreign Government
either within the United States or abroad.

C4.4.3.5. The AECA does not prohibit police training or related programs or funding
such training with Foreign Military Financing (FMF) funds. DSCA and DoS approval shall be
obtained before offering this type of defense article or service through FMS procedures. See
paragraph C4.3.6.

C4.4.4. Napalm. Napalm, including napalm thickener, dispensers, and fuses shall not be
provided through FMS or commercial contracts.

C4.4.5. Riot Control Agents. Riot control agents shall not be provided via FMS, but certain
types are available on a commercial basis. Such proposed commercial sales require that an
export license be obtained from the DoS, Directorate of Defense Trade Controls.

C4.4.6. Cluster Munitions and Cluster Munition Technology. No military assistance shall be
furnished for cluster munitions, and no cluster munitions or cluster munitions technology shall be
sold or transferred, unless the submunitions of the cluster munitions, after arming, do not result
in more than 1 percent unexploded ordnance across the range of intended operational
environments. Cluster munitions are composed of a non-reusable delivery canister or delivery
body containing multiple, conventional explosive submunitions designed to disperse at an
optimum altitude and distance from the desired target for dense area coverage. This applies to
systems delivered by cruise missiles, artillery, mortars, missiles, bombs, tanks, rocket launchers,
or naval guns capable of deploying payloads of explosive submunitions that detonate via target
acquisition, impact, or altitude, or that self-destruct (or a combination of both). Cluster
munitions technology includes, but is not limited to, cluster munition components, accessories,
attachments, parts, firmware, software, or other related technical data. This restriction does not
apply to technology used to clear or disarm unexploded cluster munitions.

C4.5. GENERAL FMS POLICIES

Detailed procedures for FMS programs including writing LOAs and managing cases are found in
Chapters 5 and 6. The following broad policies apply and should be noted early in the FMS
process.

C4.5.1. Sales Determinations. Once the eligibility criteria in section C4.2. have been met,
the Secretary of State determines whether there shall be a sale to a country and the amount
thereof, whether there shall be a lease to a country, and whether there shall be delivery or other
performance under any sale or lease. (See Chapter 11 for information on leases.) Arms control
consequences must be taken into consideration when evaluating any FMS sale (FAA, section 511
(reference (b)); AECA, section 38(a)(2) and 42(a)(c) (reference (c))). Decisions to issue licenses
or approve sales under the AECA or to furnish military assistance under the FAA shall take into
account the extent to which such exports, sales, or assistance contribute to an arms race, increase
the possibility of outbreak or escalation of conflict, or prejudice the development of bilateral or
multilateral arms control arrangements.

C4.5.2. International Weapons Competitions. Foreign nations often compete weapon system
procurements. The foreign Government’s defense or economic ministry solicits bids or
proposals from defense industries in the international market. Depending on the nation’s
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acquisition process, the solicitation may be a formal request for information, a tender or
proposal, an invitation to bid, or a similar document that states the review criteria for proposal
submissions. Given the size of the U.S. industrial base, the U.S. response may consist of more
than one offering. In the international competition, the foreign nation evaluates proposals
submitted by both the U.S. and non-U.S. competitors against the solicitation criteria.

C4.5.2.1. Foreign Solicitation. In an international competition, the foreign nation
releases its solicitation in the international market. When submitted through appropriate channels
(see Chapter 5, paragraph C5.1.3.) the solicitation is a Letter of Request (LOR) and initiates
USG processes (e.g., NDP-1, technology transfer, and other reviews) to determine if it is in the
U.S. best interest to participate in the competition. The U.S. response in an international
competition may include FMS, Direct Commercial Sale (DCS), international cooperative
agreement, or a combination of these programs (see Chapter 5, paragraph C5.2.2. for more
information on LOR responses). Most foreign solicitations are released to international defense
industries rather than to Governments; however, the FMS process should not be excluded from
the response solely on the basis of how the foreign solicitation was released or conditioned.

C4.5.2.2. Lead Agency for Advocacy. DSCA is the DoD focal point for policy regarding
U.S. participation in international competitions. The Department of Commerce (DoC) is the lead
USG agency for policy regarding advocacy of U.S. offerings to foreign Governments. The
MILDEPs and defense contractor team develop the proposal. Table C4.T3. identifies the lead
agency and advocacy for the USG responses.

C4.5.2.3. Responsibilities of the DoD Lead Managing the USG Response. The DoD lead
facilitates the USG’s deliberative processes such that the policy decisions that affect the
proposals are developed as early as possible. The DoD lead obtains the views of the key USG
stakeholders: DoS, DoC, Office of the Under Secretary of Defense (Policy), Office of the Under
Secretary of Defense (Acquisition, Technology, and Logistics), Defense Technology Security
Administration, DSCA, and the MILDEPs. The DoD lead ensures MILDEP and/or contractor
teams submit proposals that are consistent with internal U.S. decisions, are as responsive as
possible to the requirements of the foreign solicitation, and meet the solicitation’s schedule. In
cases of multiple U.S offerings, the DoD lead must facilitate all U.S. proposals through the USG
reviews on a level playing field basis. The DoD lead must act impartially such that there is no
perception that one offering is preferred over another and there is no biased interpretation of
policy. The DoD lead must bring together all competing MILDEP and/or contractor teams to
highlight issues, perform joint problem solving, establish plans and agreements, ensure that the
U.S. entrants are being held to the same standards, address cross-cutting issues, and coordinate
responses with the foreign purchaser.

Table C4.T3. - Lead Agency and/or Advocacy in International Competitions

Number of
Jumosd NI oo o
s I nvolved gency
MILDEP
One One \r;:gggzlg:/it?nrqtgf The one U.S. system offered is articulated as the formal U.S.
technology position.
offered
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Number of

U 'gulgq;grog;ﬁ Services LzzdenDC(;D USG Advocacy
- Involved
USG personnel may not favor the merits of one U.S. proposal
M”—DE_P over another. U.S. advocacy must be generic - the U.S.
responsible for the  hroposals are combat proven, interoperable with many nations,
One Weapon systéms  technologically superior, worldwide supportable, etc. This
or technologies neutral stance extends to USG presence in meetings with
offered foreign officials. If USG personnel are present for one U.S.
More than one contractor presentation, every effort must be made to be
present for all briefings on other U.S. offerings. Only when
one U.S. MILDEP and/or contractor team remains in the
More than o\ competition can the United States advocate one U.S. offering.
one This occurs if all other MILDEP and/or contractor teams self-

eliminate or the foreign nation formally states these proposals
are no longer under consideration.

C4.5.3. Total Package Approach (TPA). A TPA ensures that FMS purchasers can obtain
support articles and services required to introduce and sustain equipment. The complete
sustainability package must be offered to the purchaser when preparing Price and Availability
(P&A) data or LOAs. In addition to the system itself, other items to consider in a total package
include: training, technical assistance, initial support, ammunition, follow-on support, etc.

C4.5.4. Marketing. In accordance with FAA, section 515 (reference (b)), “The President
shall continue to instruct United States diplomatic and military personnel in the United States
missions abroad that they should not encourage, promote, or influence the purchase by any
foreign country of United States-made military equipment, unless they are specifically instructed
to do so by an appropriate official of the executive branch.” Chapter 2 provides general
instructions to SCOs, and the DoS has furnished similar guidance to country teams as a whole.
Additional instructions may be provided for specific programs. For questions, contact DSCA
(Strategy Directorate).

C4.5.5. False Impressions. Problems can occur when foreign purchasers expect to obtain
certain articles and services from the USG but conditions prevent these sales. USG personnel
must consider releasability, disclosure, and all required coordination before indicating to a
potential purchaser that a sale from the USG is possible. See Chapter 3, paragraph C3.5.4.

C4.5.6. Re-Transfer Restrictions. All purchasers or grant recipients must agree they shall not
transfer title or possession of any defense article or related training or other defense services to
any other country without prior U.S. consent, authority for which has been delegated to the DoS
(AECA, section 3(a)(2) (reference (c)) and FAA, section 505(a) (reference (b))). Special care
must be taken to ensure that minor repair parts, fuel, or other defense articles that lose identity
when co-mingled, are controlled by the recipient Government using procedures that assure there
are no non-approved transfers. See Chapter 8 for information on re-transfers.
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C4.5.7. Proper Use of Materiel and End Use Monitoring (EUM). Sales and assistance may
be made to countries only for purposes of internal security, legitimate self-defense for preventing
or hindering the proliferation of weapons of mass destruction and of the means of delivering
such weapons, civic action, or regional or collective arrangements consistent with the United
Nations (UN) Charter, or requested by the UN (AECA, section 4 (reference (c)); and FAA,
section 502 (reference (b))). Proper use of U.S.-origin items is a joint responsibility of the
recipient and U.S. personnel. U.S. representatives have primary responsibility until items are
physically transferred to the recipient. The recipient then assumes this responsibility, based on
agreements under which transfers are made, including transfer to a third party or other disposal
or change in end-use. See Chapter 8 for information on EUM.

C4.5.8. Neutrality. The Department of Defense prefers that countries friendly to the United
States fill defense requirements with U.S. origin items. Unless an item has been designated as
“FMS only,” the Department of Defense is generally neutral as to whether a country purchases
U.S.-origin defense articles or services commercially or through FMS channels. In some
instances, such as for certain Government Furnished Equipment (GFE) and Government
Furnished Materiel (GFM), AECA, section 38(a)(3) (reference (c)) controls apply and items are
sold only via FMS.

C4.5.9. EMS-Only Determinations. The AECA (reference (c)) gives the President discretion
to designate which military end-items must be sold through FMS channels exclusively. This
discretion is delegated to the Secretary of Defense and executed by DSCA in close coordination
with the Defense Technology Security Administration (DTSA) and the MILDEP or DoD
Component responsible for the end-item. The DoS approves or disapproves all sales and is
responsible for the continuous supervision and general direction of all sales.

C4.5.9.1. In general, the Department of Defense is neutral as to whether a sale is
accomplished via Direct Commercial Sale (DCS) or FMS. However, there are times when the
Department of Defense requires that a transaction be accomplished via FMS. Four general
criteria are used to determine if a sale is required to proceed through the FMS process. The
criteria are: Legislative/Presidential restrictions; DoD/MILDEP policy, directive or regulatory
requirement, e.g., the National Disclosure Policy; government-to-government agreement
requirements; and interoperability/safety requirements for U.S. Forces.

C4.5.9.2. These criteria, particularly DoD/MILDEP policy, can be further understood by
considering four possible elements:

C4.5.9.2.1. U.S. Political/Military Relationship with the End-User. The geopolitical
situation and security relationships are taken into account when considering the appropriateness
of FMS-Only. The inherent strengths of FMS or DCS licensing methods are also considered in
selecting the method that best suits the interests of U.S. and the foreign purchaser within the
context of existing world security circumstances.

C4.5.9.2.2. Sale of a New or Complex System or Service. FMS-Only may be
recommended:

C4.5.9.2.2.1. To maximize the purchaser’s ability to assimilate the technologies
and manage its acquisition/logistics.
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C4.5.9.2.2.2. For enhanced interoperability and cooperation between U.S. and
purchaser’s military forces.

C4.5.9.2.2.3. For end-items or services that require complex systems integration
with other combat systems.

C4.5.9.2.2.4. For end-items or services that require access to sensitive U.S.
government databases, libraries, or software-source code.

C4.5.9.2.2.5. For end-items or services that require EUM or on-site
accountability.

C4.5.9.2.3. Diversion and Exploitation of Defense Systems Technologies. Security
of sensitive technologies is an area of particular concern that requires greater scrutiny in the
transfer process. Defense systems and munitions that are not particularly complex or sensitive,
but still require enhanced control to prevent proliferation to rogue states or terrorist
organizations, represent another area where FMS may be more appropriate than DCS.

C4.5.9.2.4. Feasibility of Separating Weapon System Components into FMS/DCS
Elements. At times, purchasers may desire all or a portion of a sale to be DCS. It is possible to
separate the FMS-Only aspects of a purchase from the portion that can be DCS.

C4.5.9.3. Each MILDEP or DoD Component develops the FMS-Only designation
considering the criteria in subparagraphs C4.5.9.1. and C4.5.9.2. The MILDEP or DoD
Component forwards FMS-Only systems designations with rationale to DSCA (Programs
Directorate/Weapons Division) and DTSA. DTSA enforces the FMS-Only designations within
the Department of Defense through the export licensing process. Questions regarding FMS-Only
designations should be directed to the MILDEP or DoD Component. Requests for further
assistance with FMS-Only designations may be directed to DSCA (Programs Directorate/
Weapons Division) for reconciliation or referral to the appropriate DoD element for resolution in
accordance with NDP-1, DoD Directive 2040.2 (reference (u)), or DoD Directive 5120.49
(reference (ar)).

C4.5.10. Direct Commercial Sales (DCS) Preference. Companies may prefer that a sale be
made commercially vice using FMS procedures. When a company receives a request for
proposal from a country and prefers commercial means, the company may request that DSCA
(Strategy Directorate) issue a DCS preference for that particular sale. The company’s request
must include a copy of the purchaser’s solicitation for a price quotation. Approved DCS
preferences should be held within SCOs and at the item manager level to allow proper screening
of LORs. The process outlined in this section is a best efforts commitment by the Department of
Defense. Failure on the part of the DoD Component to comply with these procedures shall not
invalidate any resultant FMS transaction. Before approving DCS preference for a specific
transaction, the following are considered.

C4.5.10.1. Article or Service Exclusions. ltems provided on blanket order lines and those
required in conjunction with a system sale do not normally qualify for DCS preference.
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C4.5.10.2. Specific Sale Exclusions. For certain countries and for sales financed with
Military Assistance Program (MAP) or FMF funds, articles or services that may otherwise
qualify for DCS preference must be sold through FMS procedures. The Director, DSCA, may
also mandate FMS for a specific sale.

C4.5.10.3. P&A or LOA Requests. DCS preferences are valid for 1 year. If during this
time period, the applicable Implementing Agency receives a request from the purchaser for the
same item they shall notify the purchaser of the DCS preference, using the following text:

[Company] has advised us that it is actively negotiating with you a program under
which [article or service] is to be provided commercially.

Although we have no preference as to whether this item is procured through FMS
or on a commercial basis, we do not normally provide price and availability
information that could conflict with information formally requested from
commercial firms. If a commercial transaction is undertaken, the U.S.
Government shall not be a party to the contract; therefore, all aspects of contract
performance must be between your Government and the company.

Before we can provide FMS data, you must confirm that all commercial efforts
have ceased and advise us of the reason for this decision.

The Implementing Agency must determine if commercial activity has ceased, determine if
guidance in paragraph C4.5.11. applies, or seek further guidance from DSCA (Strategy
Directorate).

C4.5.11. Concurrent FMS and Commercial Negotiations. Implementing Agencies shall not
engage in FMS-commercial comparison studies unless the Director, DSCA, grants an exception
for a specific circumstance. Purchasers should submit a request for exception to DSCA (Strategy
Directorate). Purchasers should avoid concurrent FMS and commercial requests. However, the
purchaser’s national policy or specific circumstances may require that both FMS and commercial
data be obtained.

C4.5.11.1. EMS Data Obtained First. If the purchaser obtains FMS data and later
determines they should request a commercial price quote, the purchaser should cancel the LOR
prior to requesting commercial data. 1f an LOA has been offered and the purchaser then solicits
formal bids from private industry for the same item, the Implementing Agency should query the
country as to its intentions and indicate that the LOA may be withdrawn.

C4.5.11.2. Commercial Data Obtained First. If the purchaser requests FMS data after
soliciting bids from contractors, the purchaser must supply information to the Implementing
Agency showing that commercial acquisition efforts have ceased before any FMS data is
provided.

C4.5.12. Travel in Support of Security Assistance Programs. U.S. military and DoD civilian
employees who travel to and from a foreign country on Security Assistance business, whether
the travel is financed by FMS administrative or case funds, must use the same commercial air
carrier, class of service, and routing that the transportation officer requires of other DoD
travelers. Waivers from the normal travel procedures shall be granted to Security Assistance
travelers on the same basis and in the same manner as provided for DoD personnel traveling on
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regular defense business. (See Joint Federal Travel Regulations (JFTR), Volume 1, Military
Members; and Joint Travel Regulations (JTR), Volume 2, DoD Civilians (references (as) and

(at)).)

C4.5.13. Use of Federal Acquisition Regulation (FAR) and DoD FAR Supplement (DFARS).
When procuring for a foreign Government, the Department of Defense shall apply the same
contract clauses and contract administration as it would use in procuring for itself, except where
deviations are authorized in the DFARS (reference (al)). If a sole source procurement requested
by a foreign Government appears to be motivated by objectives in conflict with this requirement
or with any U.S. legislation, the MILDEP’s proposed sole source denial memorandum must be
forwarded to DSCA (Operations and Strategy Directorates) for coordination.

C4.5.14. Diversion of Materiel. DoD policy requires a determination that the sale of a
defense item shall not degrade U.S. defense efforts by taking needed equipment from U.S. stocks
(withdrawals) or disrupting deliveries of critical items from production for U.S. Forces
(diversions), unless the sale of the item is in the overall U.S. national interest. See Chapter 6,
paragraph C6.4.6. for information regarding diversions.

C4.5.15. Insurance. Purchasers shall self-insure FMS shipments or obtain commercial
insurance without any right of claim against the United States. When requested by the
purchaser, the Implementing Agency may obtain insurance and include it as a separate LOA line
item. For FMS cases already implemented, an Amendment can add authorized insurance
coverage. Whenever an Implementing Agency provides these services to a purchasing country
or organization, it should obtain insurance from a U.S. insurance firm if possible. Providing
insurance is an exceptional arrangement and the purchaser should be encouraged to make
arrangements for insurance on subsequent cases.

C4.5.16. Classification of Security Assistance Information. All Security Assistance
information shall be unclassified unless the DoS, the Assistant Secretary of Defense for
International Security Affairs (ASD(ISA)), the Assistant Secretary of Defense for International
Security Policy (ASD(ISP)), or the Director, DSCA, directs classification in a particular
situation, or unless the national security classification criteria of Executive Order (E.O.) 12958
(reference (au)), DoD 5200.1-R (reference (x)), and corresponding MILDEP regulations warrant
classification for national defense purposes.

C4.5.16.1. Purchaser Requests to Classify Security Assistance Information. Under
exceptional circumstances and when approved by any of the organizational elements above in
paragraph C4.5.16. and DSCA, Security Assistance information may be classified at the request
of the purchaser. See Chapter 5 for information the purchaser must provide when making such a
request. FMS purchasers should be discouraged from requesting classification of FMS cases and
related information. 10 U.S.C. 130c (reference (ag)) protects purchaser’s sensitive FMS
information from public dissemination. (See Section 1073 of Public Law 106-398 (2001)
(reference (av)).) Congress has set a high standard for classification of FMS cases and requires a
description of the damage to national security of the United States that could be expected to
result from public disclosure of the information as justification.
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C4.5.16.2. Factors Determining Classification. The primary factors considered by the
DoS, ASD(ISA), ASD(ISP), and the Director, DSCA, in requiring classification of FMS
information are: the extent to which disclosure of the information would reveal the purchaser’s
order of battle, taking into consideration the nature and quantity of defense articles sold and the
degree to which the purchaser relies on the United States as a source of military supply; the
extent to which disclosure of the information could be expected to stimulate demands by third
countries upon the United States or upon other supplying nations for defense articles, thus
encouraging global or regional instability or fostering an arms race; and to prevent unauthorized
disclosure of the fact that a specific defense article (e.g., F-16 aircraft) is or may be sold to a
particular foreign Government.

C4.5.16.3. Levels of Classification. All Security Assistance information that is classified
is CONFIDENTIAL unless the DoS, ASD(ISA), ASD(ISP), or the Director, DSCA, directs a
higher level of classification in a particular instance, or unless the national security classification
criteria of E.O. 12958 (reference (au)), DoD 5200.1-R (reference (x)), and corresponding
MILDEP regulations warrant a higher level of classification for national defense purposes.

C4.5.16.4. Declassification. All classified Security Assistance information shall be
declassified when the originating agency so determines unless a longer period of classification is
either directed in a particular situation by the DoS, ASD/ISA, ASD/ISP, or the Director, DSCA,
or is warranted by the national security classification criteria of E.O. 12958 (reference (au)),
DoD 5200.1-R (reference (x)), and corresponding MILDEP regulations for national defense
purposes.

C4.5.17. Department of Defense (DoD) Support to Direct Commercial Sales (DCS). U.S.
industry may request defense articles and services from the DoD to support a DCS to a foreign
country or international organization. Defense articles and/or services provided to U.S. industry
must be accomplished pursuant to applicable statutory authority including Section 30 of the
AECA (reference (c)). Section 30 of the AECA (reference (c)) authorizes the sale of defense
articles or defense services to U.S. companies at not less than their estimated replacement cost
(or actual cost in the case of services) for incorporation into end items to be sold by such
company on a direct commercial basis to a friendly foreign country or international organization
pursuant to Section 38, AECA (reference (c)). SAMM Chapter 11, section C11.8. further
clarifies authorized DoD support (articles or services) under this section. In addition, it is
important that defense industry representatives identify early in the DCS planning process if
support from the DoD will be required. If DoD support is deemed necessary, then meetings with
DoD representatives should be arranged to discuss the level of support required and the method
for funding the associated costs.

C4.6. GENERAL FMS FINANCIAL POLICIES

See Chapter 9 for detailed financial policy information. Some broad financial policies that
should be noted early in the FMS process include the following.

122 CHAPTER 4



DoD 5105.38-M, October 3, 2003

C4.6.1. Recovery of Cost. The FMS program must be managed at no cost to the USG (with
certain exceptions specifically identified in the AECA). The LOA mandates that the purchaser
pay the full program value regardless of terms of sale specified for the individual case or the
estimated values provided. Modifications and Amendments are used to update case values as
necessary when changes to the program occur. See Chapter 6, section C6.7. for more
information on when these documents should be used.

C4.6.2. Pre-LOR and Case Development Activities. Pre-LOR activities are those necessary
to assist the purchaser in defining requirements in sufficient detail to produce a complete LOR.
A complete LOR is one that contains all of the information necessary for the Implementing
Agency (1A) to develop an LOA response. Pre-LOR activities include research and analysis,
meetings, briefings, responses to requests for proposals and participation in international
competitions, equipment demonstrations, and travel directly related to those efforts. Case
development activities are those required to prepare LOAD quality data after an LOR is
complete. Case development activities are complete when the LOA has been signed by the
purchaser.

C4.6.2.1. Priority to Case Execution. 1As must make prudent choices when expending
FMS administrative surcharge funds. In budgeting FMS administrative surcharge funds, priority
should be placed upon providing support to 1A case execution activities.

C4.6.2.2. Limits on Pre-LOR Expenditures. No more than 8% of the total FMS
administrative surcharge funds allocated to an 1A in a fiscal year may be expended on pre-LOR
activities. Requests for an exception to policy to exceed the 8% limit on IA expenditure of FMS
administrative surcharge funds on pre-LOR activities require DSCA Director approval. Requests
for an exception to policy must include an accounting of expended and remaining funds and
priorities for the remainder of the year.

C4.6.2.3. Pre-LOR and Case Development Notifications to DSCA. 1As will notify
DSCA Business Operations and Strategy Directorates of planned pre-LOR and case development
activities in the annual FMS administrative funds POM and budget process. Thereafter, 1As
must notify DSCA Business Operations and Strategy Directorates when:

C4.6.2.3.1. There are any changes to information presented in the budget process and
the change will result in a new or increased cost greater than 1% of the total IA pre-LOR budget
approved by DSCA.

C4.6.2.3.2. Expenditure of FMS administrative surcharge funds for case development
activities associated with a potential FMS case (to include groups of closely related cases) are
expected to exceed $1,000,000.

C4.6.2.4. FMS administrative surcharge funding associated with these thresholds is all-
inclusive (civilian pay, contracts, travel, etc.) and must be reported. Notifications should include
an analysis of 1A capability to fund other pre-LOR/case development efforts for the remainder of
the current fiscal year. A notification memo template is provided at figure C4.F1.
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C4.F1. Notification Memo Template

MEMORANDUM FOR: PRINCIPAL DIRECTOR FOR STRATEGY, DEFENSE
SECURITY COOPERATION AGENCY
PRINCIPAL DIRECTOR FOR BUSINESS OPERATIONS,
DEFENSE SECURITY COOPERATION AGENCY

In accordance with SAMM C4.6.2.2., [identify MILDEP/IA] is notifying DSCA that we
expect pre-LOR [or case development] efforts in support of an anticipated sale of [specific
equipment/weapon system] to [specify country] to exceed 1% of our approved pre-LOR
budget [or $1,000,000 for case development]. We estimated we will expend a total of

$ on the [specify country and equipment/weapon system] pre-LOR [or case
development] effort. Our total FMS administrative surcharge budget for FY___ s

$ . This effort represents ___ % of our total pre-LOR [or case development]
budget.

[Provide a brief description of the effort and your rationale for spending % of your
budget on this effort. Be sure to include an estimated completion date. Note whether
more than one FY budget will be used to pay the associated costs.]

[Provide any additional information to support this request such as: what percentage of the
IA total budget is in pre-LOR and case development? Will finds be transferred from
another PE to cover these costs? Note whether there will be any additional/follow-on
requests for pre-LOR or case development funds in support of this effort. Provide an
assessment of the likelihood these efforts will result in an accepted case, etc.]

Signature block

C4.6.2.5. DSCA will reply to 1A notifications within ten (10) working days if additional
information or clarification is required.

C4.6.2.6. Use of Appropriated Funds. Should IAs have additional pre-LOR and case
development efforts that are not funded in the FMS administrative funds budget, on an
exceptional basis and at the discretion of the IA, in accordance with AECA Section 43(a), these
efforts may be funded with funds available to the IA for operations. AECA Section 43(a)
provides: "Funds made available under other law for the operations of United States Government
agencies carrying out functions under this Act shall be available for the administrative expenses
incurred by such agencies under this Act.” 1A funds for operations may not be used to confer a
subsidy on the foreign customer in violation of AECA sections 21 and 22. FMS administrative
funds or case funds that subsequently become available may be used, as appropriate, to
reimburse the IA funds.
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C4.6.3. Payment in U.S. Dollars. Sales may be made under FMS only if the eligible
purchaser agrees to pay in U.S. dollars (AECA, sections 21 and 22 (reference (c))). AECA,
section 21(h) (reference (c)) authorizes reciprocal arrangements under limited circumstances.

C4.6.4. Use of FMS Credit Funds for Procurement Outside the United States. FMS credit
funds may be used for procurement outside the United States only if the President determines
that such procurement does not result in adverse effects upon the U.S. economy or the industrial
mobilization base (AECA, section 42(c) (reference (c))). Prior consultations with the DSCA
(Operations Directorate) and the Departments of State and Treasury are required. See Chapter 9
for more information on credit funds.

C4.6.5. Foreign Military Financing (FMF) and/or Credits

C4.6.5.1. Use of FMF and/or Credit for Essential Items. FMF and/or credit and
guaranties under the AECA shall be used only to assist countries in acquiring essential items that
cannot reasonably be financed by other means and normally shall be used only to finance
investment requirements.

C4.6.5.2. Use of Concessionary FMF and/or Credit Terms. Concessionary FMF and/or
credit terms (i.e., interest rates less than the cost of money to the USG) shall be granted only
when determined by the President (AECA, section 23 (reference (c))).

C4.6.5.3. Repayment of FMF and/or Credit. FMS credits must be repaid in U.S. dollars.
Repayment terms are not longer than 12 years after the loan agreement has been signed on behalf
of the USG unless otherwise provided for by U.S. law (AECA, section 23 (reference (c))).
Individual credit installments must be repaid in a timely manner to avoid Brooke Sanctions (a
provision within the annual Foreign Operations Appropriations Act).

C4.6.5.4. Use of FMF and/or Credit Payments. Cash received from FMS and from
repayments of FMF and/or credits shall not be used for financing new FMF and/or credits or
guaranties (AECA, section 37 (reference (c))).

C4.6.5.5. U.S. Guaranties. The USG may guarantee financing by any individual,
corporation, partnership, or other judicial entity doing business in the United States (excluding
USG agencies other than the Federal Financing Bank) if such financing is in connection with
FMS or direct commercial sales of defense items. Fees shall be charged for such guaranties
(AECA, section 24 (reference (c))). As of publication of this document no active guaranties
exist.
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C5. CHAPTER 5

FOREIGN MILITARY SALES
CASE DEVELOPMENT

C5.1. LETTER OF REQUEST SUBMISSIONS.

C5.1.1. General. The Foreign Military Sales (FMS) process begins when an eligible foreign
country or international organization requests information on defense articles or services being
considered for purchase. All requests, generally referred to as Letters of Request (LORS),
whether provided through formal correspondence, requests for proposal (RFPs), or via
discussions, electronic mail (e-mail), letters, or messages, must be answered consistent with the
legal provisions under which the FMS program operates. All requests for information require
the same channels of submission (see paragraph C5.1.3.).

C5.1.2. LOR Format. Although no specific format is required for an LOR, the purchaser
shall ensure that the request is complete. The LOR shall identify the desired defense articles
and/or services in sufficient detail for the United States Government (USG) to prepare an
accurate cost estimate. The request shall include the proposed method of financing. The LOR
should indicate whether Price and Availability (P&A) data, a Letter of Offer and Acceptance
(LOA), an LOA Amendment, or an LOA Modification is desired. Requests for blanket order
LOAs must include the desired materiel and services value or the desired total case value. The
LOR must contain the name and address of the originator and a traceable reference number (e.g.,
letter serial number). If the request is received verbally, a memorandum for record (MFR) must
document the conversation and outline the required information. If the request is received during
a meeting or conference, the minutes should specify the action requested and be signed by an
appropriate purchaser representative. LORs transmitted by United States (U.S.) Embassies or
Security Cooperation Organizations (SCOs) should refer to the country letter or message
requesting the data.

C5.1.3. LOR Submission Procedures

C5.1.3.1. Significant Military Equipment (SME) Requests. SME requests that originate
in-country must be addressed to the Defense Security Cooperation Agency (DSCA) (Operations
Directorate) and the cognizant Department of Defense (DoD) Component with information
copies to the DoS (Bureau of Political-Military Affairs) (DoS (PM)), and the Combatant
Command. Requests regarding SME that originate with purchaser representatives in the United
States must be addressed to DSCA (Operations Directorate) and the cognizant DoD Component
with information copies to DoS (PM), and the SCO. If it appears that the DoS (PM) or the SCO
are not on distribution for a purchaser’s request, the DoD Component must furnish copies to
these organizations as quickly as possible.

C5.1.3.2. Non-Significant Military Equipment Requests. Non-SME requests that
originate in-country must be transmitted either by the purchaser's authorized representative or the
DoD element of the U.S. country team to DSCA (Operations Directorate) and the appropriate
DoD Component with information copies to the Combatant Command. Requests originated by
foreign representatives of the purchaser in the United States, must be sent to DSCA (Operations
Directorate) and the appropriate DoD Component with information copies to the SCO. If it
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appears that the SCO is not on distribution for a purchaser’s request, the DoD Component must
furnish copies to the SCO as quickly as possible.

C5.1.3.3. Major Defense Equipment (MDE) Requests. MDE requests must be addressed

to DSCA (Operations Directorate) and the appropriate DoD Component. The DoD Component
provides the applicable Combatant Command and SCO with a copy or details of the purchaser's
request, as appropriate. The U.S. Embassy or SCO must provide the information in Table
C5.T1., commonly referred to as the “country team assessment,” in the request transmission.

B w N P
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Table C5.T1. Country Team Assessment - Required Information

Country Team Assessment - Required I nfor mation

Reason the purchaser desires the articles or services.

How the articles or services would affect the recipient’s force structure.

How the articles or services would contribute to both the U.S. and the recipient’s defense/security goals.
Justification for the type and quantity of articles or services requested.

Combatant Commander’s concurrence to the introduction of a new warfighting capability to the nation or
region. Combatant Commander’s assessment can be provided separately.

Anticipated reactions of neighboring nations.
Assessment of the nation’s ability to account for, safeguard, operate, maintain, and support the articles.

Training required either in-country or in the United States and anticipated reactions resulting from the
presence of U.S. trainers in-country.

Possible impact of any in-country U.S. presence that might be required as a result of providing the article.
Source of financing and the economic impact of the proposed acquisition.
Human rights considerations relevant to the proposed acquisition.

A plan for end-use monitoring for sensitive and advanced warfighting technology and the SCO’s plan for
compliance verification.

Recommendation whether the USG should approve transfer of the article and justification.

If the request is for Night Vision Devices (NVDs), the following information must be provided:

Justification for the type and quantity of NVDs requested (LOR development may require coordination
with MILDEP for recommended model/quantity).

The operational plan for use and specific end-users to include:
Description of the primary mission for the units to receive the NVDs
Extent of military interoperability missions/training with U.S. Forces
Extent of anti-terrorist missions for the units to receive the NVDs

Assessment of the purchaser’s capacity to afford substantially the same degree of security and
accountability protection as given by the United States and willingness to accept the NVD physical
security and accountability note contained in Table C5.T5.

The SCO plan for EUM and compliance verification.

Additional information in support of the transfer request (e.g., status of previous NVD transfers and
results of past U.S. security inspections/inventories).

C5.1.3.4. LORs Submitted by Electronic Mail. To send LORs via electronic means,

purchasers must provide a list of authorized signers and senders to the Implementing Agency.
LORs submitted using electronic means must be submitted through appropriate channels
required in subparagraphs C5.1.3.1., C5.1.3.2., and C5.1.3. 3. Purchasers who wish to submit
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LORs electronically should contact the U.S. Implementing Agency to determine if a file naming
convention should be used. Electronic mail attaching the signed LOR is the preferred means of
transmission. All electronic LORs must be sent to DSCA (Operations Directorate) at: LOR-
DSCA@dsca.mil. Information copies of electronic LORs for DoS (PM) should be sent to: pm-
rsat-lor@t.state.gov.

C5.1.3.5. The DoD Components Authorized to Receive LORs. Certain USG
organizations (Implementing Agencies) are authorized to receive and respond to LORs. Table
C5.T2. identifies these agencies and their addresses.

Table C5.T2. Implementing Agencies Authorized to Receive Letters of Request (LORS)

I mplementing Agency

Name

Army

Code

Purpose

Action Address for LORs other than
those for Training and Construction

Messages for LORs other than those for
Training and Construction

E-Mail Address for LORs other than
those for Training and Construction

Action Address for LORs for Training

Messages for LORs for Training

E-Mail Address for LORs for Training

Action Address for LORs for
Construction

Messages for LORs for Construction

E-Mail Address for LORs for
Construction

Information Address for all LORs
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Address

Commander, U.S. Army Security Assistance
Command (USASAC)

Attention: USASAC LOR-Inbox
7613 Cardinal Road
Redstone Arsenal AL 35898-5000

CDRUSASAC FORT BELVOIR
VAIIAMSAC-PW-PO//

USASAC-LOR-INBOX@conus.army.mil

Security Assistance Training Field Activity
(SATFA)

HQ TRADOC SATFA
173 Bernard Road, Building 139
Fort Monroe VA 23651-1003

DIR SATFA FT MONROE//VA//

Contact individual SATFA Country Program
Managers for e-mail address.

U.S. Army Corps of Engineers

HQUSACE

441 G Street NW

ATTN: CEMP-M

Washington DC 20314-1000

CDRUSACE WASHINGTON DC\CEMP-
M\

Contact individual USACE point of contact
(POC) for e-mail address.
Department of the Army

Deputy Assistant Secretary of the Army for
Defense Exports and Cooperation

ATTN: SAAL-NP
1777 North Kent Street, Suite 8200
Arlington VA 22209
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I mplementing Agency

Name

Navy

Air Force

Code

Purpose

Message Information Address for all
LORs

Action Address for all LORs

Messages for all LORs

E-Mail Address for all electronic LORs

Action Address for LORs for
Communications, Electronics, Aircraft,
and Missile Systems

Message Address for LORs for
Communications, Electronics, Aircraft,
and Missile Systems

E-Mail Address for electronic LORs for
Communications, Electronics, Aircraft,
and Missile Systems

Action Address for LORs for Follow-
On Support

Message Address for LORs for Follow-
On Support

E-Mail Address for electronic LORs for
Follow-On Support

Action Address for LORs for Training

E-mail Address for electronic LORs for
Training
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Address

DA WASHINGTON DC//SAAL-NP//

Department of the Navy

Navy International Programs Office
ATTN: 02C1

2521 South Clark Street, Suite 800
Arlington, VA 22202-3928

NAVY IPO WASHINGTON DC

NAVYIPOLORS@navy.mil, with copy to
Country Program Director’s e-mail address.
SAF/IAR

1080 Air Force

Washington DC 20330-1080

OSAF WASHINGTON DC/NAINAPXII

Europe/NATO/Eurasia Division:
safiare.workflow@pentagon.af.mil
Americas Division:
safiarl.workflow@pentagon.af.mil
Mid-East/Africa Division:
safiarm.workflow@pentagon.af.mil
Pacific Division:

SAF/IARP W
safiarp.workflow@pentagon.af.mil
Gulf Cooperation Council Division:
safiarg.workflow@pentagon.af.mil

Security Assistance Policy and International
Training and Education Division:

safiapx.workflow@pentagon.af.mil
555 IGP

1822 Van Patton Drive
Wright-Patterson AFB OH 45433-5337

AFSAC WRIGHT PATTERSON AFB
OH/ICCIIGBII

afsac.loa@wpafb.af.mil

AFSAT/CCA
315 J Street West
Randolph AFB TX 78150-4354

afsat.loa@randolph.af.mil
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I mplementing Agency

Name

DCMA

Defense
Contract
Management
Agency

DISA
Defense
Information
Systems
Agency

DLA
Defense
Logistics
Agency

DSCA
Defense
Security
Cooperation
Agency

DTRA
Defense
Threat
Reduction
Agency

Missile
Defense
Agency

Purpose

Action Address for LORs for Contract
Administration Services (CAS)

Message Address for LORs for CAS

E-Mail Address for electronic LORs for
CAS

Action Address for applicable LORs

Action Address for LORs for Excess
Property

Message Address for LORs for Excess
Property

Action Address for LORs for
Cataloging Services

Message Address for LORs for
Cataloging Services

Action Address for all LORs

Message Address for all LORs
E-Mail Address for all electronic LORs

Action Address for all applicable LORs

Action address for all applicable LORs
related to the FMS THAAD Program,
or the AN/TPY-2 Radar System
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Address

Defense Contract Management Agency
Attn: DCMA-FBFR

6350 Walker Lane Suite 300
Alexandria VA 22310

DCMA ALEXANDRIA VA//FBFR

dodccp@dcma.mil

Defense Information Systems Agency
Attn: IN32

5600 Colombia Pike

Falls Church VA 22041-2717

Defense Reutilization and Marketing Service
74 N. Washington Street

Attn: DRMS-J361

Battle Creek M1 49037-3085

DRMS BATTLE CREEK MI//DRMS//3361//

Defense Logistics Information Service
74 N. Washington Street

Attn: DLIS-VBC

Battle Creek MI 49037-3084

DLIS BATTLE CREEK MI//DLIS/VBCI//

Defense Security Cooperation Agency
Attn: Operations Directorate

201 12" Street South, Suite 203

Arlington VA 22202
SECDEF//USDP:DSCA//Operations Division
LOR-DSCA@dsca.mil

Defense Threat Reduction Agency (DTRA)
Attn: RMBP

8725 John J. Kingman Road

MSC 6201

Fort Belvoir VA 22060-6201

Missile Defense Agency
ATTN: LOR In-Box

7100 Defense Pentagon
Washington, DC 20301-7100

CHAPTER 5



DoD 5105.38-M, October 3, 2003

I mplementing Agency

Purpose Address
Name Code
NGA National Geospatial-Intelligence Agency
National Office of International Affairs and Policy
Geospatial- u Action Address for all applicable LORs Mail Stop D-120
Intelligence 4600 Sangamore Road
Agency Bethesda MD 20816-5003
NSA National Security Agency
National . . 9800 Savage Road
Security M Action Address for all applicable LORs Suite 6576
Agency Ft Meade MD 20755-6576

C5.1.3.6. Exceptions. LORs may be submitted directly to DoS (PM) and DSCA if:

C5.1.3.6.1. The U.S. Embassy in-country or the purchaser’s representative in the
United States believes the request is sensitive and requires a higher level policy determination; or

C5.1.3.6.2. The purchaser or the SCO and/or U.S. Embassy cannot determine the
appropriate DoD Component.

C5.1.3.7. LOR Receipt Acknowledgement. Within 5 days of receiving the LOR the
Implementing Agency will validate (see Chapter 5.1.4.1.) and enter the LOR data into the
Defense Security Assistance Management System (DSAMS) as a Customer Request and will
acknowledge receipt of the LOR to the prospective purchaser. The Implementing Agency will
provide a copy of the LOR to DSCA (Operations Directorate), as well as the applicable SCO, if
neither DSCA nor the SCO was on distribution. Implementing Agencies have a goal of 10 days
from LOR Receipt to establish the case document in DSAMS, which creates either a Case
Initialized Milestone for Basic LOASs or a Document Initialized Milestone for Amendments and
Modifications, and generates an automatic transaction (“S1”) to the DSCA 1200 system (see
Chapter 13). If the Implementing Agency does not allow automatic transmissions from DSAMS
to the DSCA 1200 System, the Implementing Agency will submit the initial S1 transaction for
Basic LOAs no later than 10 days after receiving the LOR. The Implementing Agency will also
provide the Case Identifier to the prospective purchaser, unless the case meets Congressional
Notification thresholds (see paragraph C5.6.).

C5.1.3.8. DSCA and DoS LOR Review. Implementing Agencies should begin
performing the activities identified in C5.1.3.7. unless they believe the LOR presents cause for
concern that should be addressed to DSCA and/or DoS for guidance. At any time during the
LOR to LOA process, DSCA and/or the DoS may initiate coordination to approve or disapprove
the request, or advise the Implementing Agency to suspend further correspondence until
coordination is complete. If the request is disapproved, DSCA formally advises the
Implementing Agency to stop processing the purchaser’s request, provides the rationale for the
decision, and issues guidance concerning further actions. The Implementing Agency will cancel
the Case Identifier in DSAMS if it has already been established.

C5.1.3.9. Completing LORs. Implementing Agencies should strive to allow no more
than 20 days to pass from LOR Receipt to LOR Complete. This key step reflects internal review
by subject matter experts and assures that the LOR contains sufficient information to begin
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drafting the LOA. If more than 20 days pass between LOR Receipt and LOR Complete,
explanatory remarks will be input to the Customer Request window in the Request Status
Comments field in DSAMS. DSAMS automatically cancels LORs that reside in DSAMS one
year or longer with no associated LOA document.

C5.1.3.10. Customer Requests. A customer request should be created in DSAMS for each
LOA document that is prepared. This includes creating separate customer requests for multiple
LOA documents that are developed based upon one LOR. Creating a separate customer request
for each LOA document will enable DSAMS to accurately measure the LOA development
processing time of each document, to include scenarios where only one of the LOA documents is
restated.

C5.1.4. LOR Validation

C5.1.4.1. Purchaser Eligibility. The Implementing Agency must validate the LOR to
ensure the potential purchaser is an eligible FMS recipient (see Chapter 4, section C4.2.), that the
item sought may be sold (see Chapter 4, section C4.3.), and that the request was received through
proper channels (see paragraph C5.1.3.). The Implementing Agency also checks to see if any
sanctions exist that would prevent an LOA from being prepared and/or offered to this purchaser.
See Chapter 6, section C6.6. for more information on sanctions. Once validated, the
Implementing Agency enters the LOR data as a Customer Request in DSAMS.

C5.1.4.2. LOR Evaluation. Upon receipt, LORs must be evaluated as follows:

C5.1.4.2.1. U.S. Embassies, SCOs, and the DoD components use Table C5.T3. to
evaluate LORs. If an LOR does not meet the requirements of Table C5.T3., the DoD
Component initially receiving the request notifies the requestor of the deficiency and, after
entering the request in DSAMS, holds any further action until all required information is
received.

C5.1.4.2.2. Implementing Agencies will also evaluate the LOR to determine potential
terms of sale. Validation of the LOR includes a determination of whether or not a country or
international organization is authorized Dependable Undertaking. The Implementing Agency
will notify the purchaser as soon as possible of the payment terms available for procurement
items. This is necessary to ensure customers have maximum time to make financial
arrangements.

Table C5.T3. Letter of Request (LOR) Check List - Evaluation Criteria

LOR Check List - Evaluation Criteria
1  Isthe request a valid military requirement?

Is the request for an FMS case (LOR for an LOA implies the country has identified a source of funding) or is
it a request for P&A data?

Does the requestor have the authority to submit procurement requests for the Ministry of Defense (MOD) of
the foreign Government?
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LOR Check List - Evaluation Criteria

Is the request specific enough, in your judgement, to enable a contracting officer to obtain pricing data?

If "No,” consult with the country to obtain sufficiently detailed data similar to that prepared for a request for
quotation.

If the country cannot provide additional definition, advise that they should request a Requirements Survey
Team or Definition Conference with U.S. experts to help define the requirements.

The purchaser must fund these expert teams on a separate FMS case.

Ensure the LOR contains the following items (as appropriate):
Are all hardware requirements specified, including National Stock Numbers (NSNs)?
Are all country unique support and training requirements identified?

5 | Does the requirement provide a realistic operational capability and is the country utilizing the Total Package
approach, to include concurrent spares, training, ammunition, and follow-on support?

Has an adequate source of funding been identified? If so, what type?
Does overseas Contract Administration Services (CAS) surcharge apply?

Has the country been in negotiation directly with a company to obtain the item on a direct commercial basis?

g If"Yes,” the USG cannot provide any information until the country advises the USG in writing that they have
terminated commercial negotiations. It is USG policy that sales via Government-to-Government FMS
channels shall not compete with direct commercial sales.

7  Isacountry team assessment required? See Table C5.T1.

Submit all requests to the appropriate Implementing Agency with copies to DSCA (Operations Directorate)
and DoS (PM).

C5.1.4.3. LORs Requiring Unigue Review

C5.1.4.3.1. Pre-Operational Test and Evaluation (OT&E) Sales Policy (Yockey
Waiver). Before responding to LORs for MDE items that have not completed OT&E, the
Implementing Agency submits a request to DSCA (Programs Directorate/\WWeapons Division) for
the Under Secretary of Defense for Acquisition, Technology, and Logistics (USD(AT&L))
concurrence. This request may be for multiple countries. LOA or P&A data for such items is
not released prior to DSCA and USD(AT&L) approval. If approved for release, a note (see
Table C5.T5.) is included in the P&A data correspondence or on the LOA.

C5.1.4.3.2. Integration of Non-U.S. Subsystems. The Implementing Agency reviews
requests for integration or certification services for installation of non-U.S. subsystems and
coordinates with DSCA (Programs Directorate/Weapons Division) prior to development of P&A
data or an LOA.

C5.1.4.3.3. LORs for Night Vision Devices (NVDs). Every request for NVDs
(paragraph C4.3.14.) requires either an LOR Advisory or a request for exception to DoD NVD
policy. After validating the LOR in accordance with subparagraphs C5.1.4.1. and C5.1.4.2., the
Implementing Agency forwards the NVD LOR to DSCA (Operations Directorate) along with the
Country Team Assessment, the Military Department’s concurrence, the list of specific NVDs to
be transferred (including model-type/nomenclature and quantity). DSCA (Programs Directorate
/Weapons Division) determines whether an LOR Advisory (subparagraph C5.1.4.5.) or an
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Exception to DoD NVD Policy request (subparagraph C5.1.4.6.) is required.

C5.1.4.3.4. LORs for Medical Countermeasures. The Implementing Agency
forwards a copy of requests for medical countermeasures to DSCA (Operations Directorate and
Strategy Directorate). DSCA (Strategy Directorate) staffs the request with the Office of the
Secretary of Defense (OSD). Based on OSD’s direction, DSCA advises the Implementing
Agency on how to respond to the purchaser’s LOR. If the decision is to prepare an LOA, the
Implementing Agency develops and submits the LOA to DSCA for countersignature. Medical
countermeasure LOAs are not eligible for Automated State Department Approval. DSCA
forwards the LOA to OSD for further staffing and approval as appropriate. If approved, DSCA
countersigns the LOA. If disapproved, DSCA provides the Implementing Agency with
instructions on how to respond to the purchaser.

C5.1.4.3.5. LORs for Defense Articles and Services Containing Geospatial
Intelligence (GEOINT). If an Implementing Agency, other than NGA, receives an LOR for
defense articles and/or services requiring GEOINT, the Implementing Agency must coordinate
the request with the NGA (Office of International Affairs and Policy) to determine if, and by
what means, the GEOINT data requirements may be supported. This coordination must take
place prior to responding to an LOR or preparing an LOA to ensure that GEOINT-sharing is
considered and resolved as part of the releasability process, and is in consonance with the
Combatant Commander’s security assistance and armaments cooperation responsibilities. Any
Country Team Assessments (CTA) (see C5.1.3.3. for when a CTA is required and Table C5.T1.
for the information required in a CTA) must address not only the defense articles and services
being transferred, but also the plans for sharing, use, and protection of the required GEOINT data
in the recipient country.

C5.1.4.3.6. LORs for Command, Control, Communications, Computer, Intelligence,
Surveillance and Reconnaissance (C41SR). Upon receipt of the LOR, the Implementing Agency
forwards the LOR for C4ISR to DSCA (Operations Directorate). After DSCA and the
Implementing Agency validate and review the LOR in accordance with subparagraphs C5.1.4.1.,
C5.1.4.2., and C5.1.4.4., DSCA determines if an LOR Advisory is required.

C5.1.4.4. DSCA and DoS LOR Review. Within 5 working days after receiving the
information copy of the LOR, DSCA and/or the DoS may initiate coordination to approve or
disapprove the request, or advise the Implementing Agency to suspend further correspondence
until coordination is complete. If the request is disapproved, DSCA formally advises the
Implementing Agency to stop processing the purchaser’s request, provides the rationale for the
decision, and issues guidance concerning further actions.

C5.1.4.5. LOR Advisories

C5.1.4.5.1. LOR Advisory Criteria. An LOR Advisory notifies USD(AT&L) and the
Chairman of the Joint Chiefs of Staff that DSCA has received an LOR for items or services that
meet one of the following criteria:

C5.1.4.5.1.1. First introduction of Major Defense Equipment (MDE).

C5.1.4.5.1.2. MDE that is expected to result in a Congressional Notification under
Arms Export Control Act (AECA), section 36(b) (reference (c)).
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C5.1.4.5.1.3. Coproduction or licensing agreements for MDE.

C5.1.4.5.1.4. Items and/or services of a sensitive nature. For example, NVDs,
Missile Technology Control Regime Category | or 11 systems (air vehicles, support systems,
payloads, ground stations, etc.), Man Portable Air Defense System, foreign-sourced articles and
or services, and items associated with missile defense are considered items and/or services of a
sensitive nature.

C5.1.4.5.1.5. MDE that has not yet completed OT&E. DSCA may not be aware
that the requested item(s) has not satisfactorily completed OT&E until the Implementing Agency
refers the LOR to DSCA.

C5.1.4.5.2. Preparing LOR Advisories. DSCA (Operations Directorate) prepares and
sends an LOR Advisory to the Chairman of the Joint Chiefs of Staff and USD(AT&L) using the
format in Figure C5.Fla. The LOR Advisory should include a copy of the purchaser’s request as
well as the Country Team Assessment (when required). For NVD transfers, the Implementing
Agency’s concurrence is included along with the proposed list of items to be transferred
(including model-type/nomenclature and quantity). The Defense Technology Security
Administration (DTSA) is added as an addressee for all NVD and foreign-sourced articles and/or
services LOR Advisories. The Missile Defense Agency (MDA\) is added as an addressee for all
missile defense related LOR Advisories.

C5.1.4.5.3. Coordinating LOR Advisories. To ensure consistency with existing

Theater Security Cooperation objectives and technology security policy, DSCA sends the LOR
Advisory as soon as possible after receiving the LOR with all required attachments. The
recipients identified in C5.1.4.5.2. have 10 working days from the date of the LOR Advisory to
provide comments to DSCA for consideration. In the event of non-concurrence, disagreements
are adjudicated. The LOR Advisory does not take the place of any Exception to National
Disclosure Policy (ENDP) processes or releasability requirements that are worked by the
MILDEPs.

C5.1.4.6. Requests for Exception to DoD NVD Policy. If an exception to DoD NVD
Policy is required, DSCA (Operations Directorate) prepares and sends a memorandum requesting
the exception to the Deputy Under Secretary of Defense for Technology Security Policy and
National Disclosure Policy (DUSD(TSP&NDP)) through the same addressees in place of an
LOR Advisory using the format in Figure C5.F1b. DTSA coordinates the proposed conditions
and restrictions of the transfer with the Chairman of the Joint Chiefs of Staff. After coordination,
the DUSD(TSP&NDP) sends a memorandum to DSCA authorizing or denying the transfer.

C5.1.4.6.1. When the DUSD(TSP&NDP) authorizes the transfer, DSCA (Operations
Directorate) sends a memorandum to the Implementing Agency, Combatant Command, and SCO
(as appropriate), which communicates the decision and includes all required notes, technical
provisos, and DoD End-Use Monitoring (EUM) requirements. The organizations specifically
tasked with EUM responsibilities shall acknowledge their assigned EUM duties by return
memorandum.

C5.1.4.6.2. Should the DUSD(TSP&NDP) deny the transfer, DSCA will disapprove
the customer’s LOR in accordance with paragraph C5.2.1.
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Figure C5.Fla. Letter of Request (LOR) Advisory Format

MEMORANDUM FOR DIRECTOR, J-5, JOINT CHIEFS OF STAFF
ATTN: JS/J5

OFFICE OF THE UNDER SECRETARY OF DEFENSE
ACQUISITION, TECHNOLOGY, AND LOGISTICS
ATTN: INTERNATIONAL COOPERATION

Add for NVD or foreign sourced

DEFENSE TECHNOLOGY SECURITY ADMINISTRATION articles and/or service LOR Advisories

ATTN: DTSA/PD (POLICY DIVISION)

MISSILE DEFENSE AGENCY Add for missile defense related LOR Advisories

SUBJECT: Letter of Request (LOR) Advisory - [Insert Country or International Organization Name]

DSCA has received a request from [insert Country or International Organization Name] for [identify
articles requested and whether they are Major Defense Equipment (MDE) that is being introduced for the first time;
MDE that is expected to result in a notification to Congress under AECA, section 36(b); involve coproduction or
licensing agreements for MDE; items/services of a sensitive nature; or MDE that has not yet completed operational
testing and evaluation (OT&E)]. (Additional information may be provided specific to this request if desired.)

The purpose of this memorandum is to advise you of this request and provide you with a copy for your use
and information. If you have any questions or desire additional information regarding this potential sale, please
contact [insert name, office symbol, phone number, and e-mail address of DSCA Country Program Director].

It should be noted that this notification does not take the place of any Exception to National Disclosure
Policy (ENDP) processes or releasability requirements that may need to be addressed by the Military Departments.

For NVD LOR Advisories add the following paragraph:

The Department of the [insert MILDEP] recommends and is prepared to offer the transfer of the following
devices with capabilities that are equal to current DoD standard issue and considered to be of a sensitive nature:
[insert type and quantity of specific devices to be offered]. The [insert Purchaser] has indicated its willingness to
accept the physical security and accountability requirements as attached, which will become part of any Letter of
Offer and Acceptance for these items. [Insert Purchaser’s] letter of request and [Implementing Agency]
memorandums are also enclosed.

Attachment:

[Insert Purchaser Request Information]

[Appropriate MILDEP Recommendation]

[Proposed Physical Security & Accountability Note] }

Add for NVD LOR Advisories

cc: [Insert Applicable USDP Regional ASD (e.g., ISA, etc.)]
DoS (PM/RSAT)
[Insert Applicable SCO]
[Insert Applicable MILDEP]
[Insert Applicable Combatant Command]
DTSA/PD
USSOCOM/SOOP/SDO Add for NVD LOR Advisories

NOTE: Memorandum is classified if applicable.
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Figure C5.F1b. Sample Request for Exception to DoD NVD Policy

(CLASSIFICATION)
MEMORANDUM FOR DEPUTY UNDER SECRETARY OF DEFENSE FOR TECHNOLOGY SECURITY
POLICY AND NATIONAL DISCLOSURE POLICY

THROUGH DEFENSE TECHNOLOGY SECURITY ADMINISTRATION
ATTN: DTSA/PD (TECHNOLOGY SECURITY POLICY)
DIRECTOR, J-5, JOINT CHIEFS OF STAFF
ATTN: JS/J5/INMA-CAC

OFFICE OF THE UNDER SECRETARY OF DEFENSE
ACQUISITION, TECHNOLOGY AND LOGISTICS
ATTN: INTERNATIONAL COOPERATION

SUBJECT: Government of [Insert Purchaser]’s Request for Night Vision Devices [Insert Case Designator]

DSCA has received a request from [insert Purchaser] for Night Vision Devices (NVDs). The Department
of the [insert MILDEP] recommends and is prepared to offer the transfer of the following devices with capabilities
that are [state-of-the-art; equal to current DoD standard issue; less than DoD standard issue but greater than
commercial off-the-shelf], and considered to be of a sensitive nature: [insert type and quantity of specific devices to
be offered].

[Briefly describe the reason the purchaser requires the devices as well as the operational plan for use to
include justification for quantity requested. Additional information, such as the status of past NVD transfers and
previous inspections may be provided if desired.]

The [insert Purchaser] has indicated its willingness to accept the physical security and accountability
requirements as attached, which will become part of any letter of offer and acceptance for these items. [Insert
Purchaser’s] letter of request, the U.S. Country Team Assessment with supporting justification, and the [insert
Combatant Command] and [insert Implementing Agency] endorsement memorandums are also enclosed.

Request your authorization to offer the devices to [insert Purchaser] under a government-to-government
agreement (Foreign Military Sales case). The DSCA POC for this action is [insert CPD name and contact
information]. The DSCA POC for NVD policy is [insert DSCA (Programs/Weapons Division) name and contact
information].

Director
[Operations Directorate]

Attachments:

[Purchaser Letter of Request Information]

[Country Team Assessment and Supporting Justification]
[Appropriate Combatant Command Recommendation (when applicable)]
[Appropriate MILDEP Recommendation]

[Proposed Physical Security & Accountability Note]

cc:

[Applicable ASD (ISA or ISP)]

USD(P)-PS

DTSA/PD

DoS (PM/RSAT)

[Applicable SCO]

[Applicable MILDEP]

[Applicable Combatant Command]
USSOCOM/SOOP/SDO

(CLASSIFICATION)
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C5.2. LOR RESPONSES — GENERAL INFORMATION.

C5.2.1. Types of LOR Responses. USG responses to LORs include Price and Availability
(P&A) data, Letters of Offer and Acceptance (LOAS), and other appropriate actions that respond
to Purchasers’ requests for defense articles and/or services through the FMS process. The USG
can tailor responses to meet Purchasers’ requests. These can be in the form of a hybrid,
negotiated, or not-to-exceed (NTE) tailored response as noted below. Advance planning and
coordination are essential in situations involving responses that combine both FMS and Direct
Commercial Sales (DCS) elements, particularly when those situations originate through DCS
channels. The USG is not bound to honor commitments made by industry, nor can it be held
liable for inability to provide FMS support in conjunction with a DCS even if requested by the
FMS purchaser. Examples of such support include, but are not limited to, airworthiness
certification, training in U.S. military schools, aircraft ferrying, refueling services, and the
provision of equipment or components available only through FMS channels. To ensure that
such situations do not occur, it is in industry’s interest to advise the foreign purchaser that FMS
articles or services will be required for the foreign purchaser to effectively utilize and sustain
equipment being purchased through DCS and the foreign purchaser must submit a Letter of
Request to obtain this support. Industry should inform DSCA and the relevant Implementing
Agency of the possibility of a requirement for FMS articles or services. Security Cooperation
Officers providing support to U.S. companies in-country should be alert to the need for the
foreign country to submit a Letter of Request and remind the foreign counterparts and company
representatives of this requirement.

C5.2.1.1. Hybrid. Hybrid responses contain both FMS and Direct Commercial Sales
(DCS) elements. Hybrid responses may be provided to Purchasers who submit LORs either for
FMS support (e.g., Training, Support Equipment, Components, Munitions, etc.) of a defense
article procured via DCS or for a defense article being procured via FMS that will include
components or support purchased through DCS. The DCS procured defense article is not a line
item on the LOA, but is identified on the LOA as the end item for which the FMS support is
provided.

C5.2.1.2. Negotiated. Negotiated responses may be provided when the Purchaser
negotiates the price of the items either before submitting the LOR or prior to the USG obtaining
the pricing for the defense articles/services from the company identified by the Purchaser.
Negotiated prices must be identified if a sole source to this company is approved and included in
the LOA. However, the contract price is as agreed between the Implementing Agency’s
contracting officer and the company.

C5.2.1.3. Not-to-Exceed (NTE). Not-to-Exceed or Firm Fixed Price (FFP) responses will
not normally be provided. Maximum use will be made of FFP sales from stock in accordance
with Section 070303 of Chapter 7, Volume 15 of the DoDFMR (reference (0)). For items from
procurement, NTE prices may be included in the LOA on a line-by-line basis. Purchasers that
request NTE pricing will be charged the incremental costs that the Implementing Agency incurs
or expects to incur to prepare the LOA using NTE pricing (see Chapter 5, Table C5.T6.).

C5.2.2. Negative Responses to LORs

C5.2.2.1. Implementing Agency Disapproval Recommendation. If the Implementing
Agency recommends that the purchaser’s request be disapproved, the Implementing Agency
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notifies DSCA (Operations Directorate). DSCA coordinates the disapproval with DoS (PM) as
required and formally notifies the customer of the disapproval.

C5.2.2.1.1. This procedure APPLIES TO requests for FMS, coproduction, sensitive
technical information, leases, etc.

C5.2.2.1.2. This procedure DOES NOT APPLY TO negative responses to technical
inquiries on implemented FMS cases unless, if approved, the request would result in an
amendment to the case (e.g., requests involving a significant system modification or an increase
in the overall capability of the item).

C5.2.2.2. Negative Responses to Training Requests. The following routine training
disapproval actions are exempt from this prior coordination requirement. DSCA (Operations,
Programs and Strategy Directorates) are information addressees on all such responses.

C5.2.2.2.1. Denial of requests within established policy (e.qg., training courses closed
to all foreign nationals, information not cleared for release, training for support equipment not in
the purchaser’s inventory).

C5.2.2.2.2. Notification of class cancellations for previously approved quotas.

C5.2.2.2.3. Quota requests that cannot be accommodated within the desired
timeframe.

C5.2.2.2.4. Courses where annual foreign participation is restricted to those invited
by Chiefs of Services.

C5.2.2.3. Responses to Requests for Less Than Economic Order Quantity (EOQ).
Responses to P&A data or LOA requests for items that cannot be supplied from stock and cannot
be procured immediately because they represent less than an EOQ must be coordinated with
DSCA (Operations Directorate) and include the following information.

C5.2.2.3.1. If the contractor is willing to provide the quantity requested under
separate procurement, and if so at what price and availability date; and,

C5.2.2.3.2. If a USG procurement is planned, the anticipated price and availability
date if the requirement is held pending this procurement.

C5.3. LOR RESPONSES - PRICE AND AVAILABILITY (P&A) DATA

P&A data are requested when preliminary data are required by a foreign country or international
organization for planning or in anticipation of a purchase under FMS.

C5.3.1. Definition. P&A data are rough order of magnitude estimates of cost and availability
of defense articles or services. These estimates are sufficiently accurate for planning purposes,
but CANNOT be used for budget purposes and are NOT commitments. P&A DATA ARE NOT
VALID FOR USE IN PREPARING AN LOA. The term P&A data is not used to reference data
being developed for an LOA. Instead, data compiled for an LOA is referred to as LOA Data
(LOAD). When responding to requests for P&A data, the Implementing Agency ensures that:

C5.3.1.1. The DoD Component can recommend release of the articles and/or services.
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C5.3.1.2. If the purchaser were to request an LOA, it could be provided (i.e., further
clearances such as Congressional Notification or disclosure approval are obtainable).

C5.3.1.3. The purchaser knows to submit an LOR to request an LOA if they want to
pursue the purchase.

C5.3.2. P&A Preparation Timeframe. P&A data estimates should be provided to the
prospective purchaser within 45 days of the request.

C5.3.3. Classified P&A Data. P&A data are classified only in rare circumstances. Classified
P&A data cannot be entered into DSAMS. P&A data, regardless of estimated dollar value or
proposed program content, are classified only when:

C5.3.3.1. Directed by the DoS, the Secretary of Defense or his or her designees to
include: Director, DSCA; or

C5.3.3.2. The purchaser requests classification and the request is approved by the
organization listed in subparagraph C5.3.3.1.

C5.3.4. P&A for Nonstandard Subsystems. P&A data normally include standard U.S.
subsystems. In exceptional cases, P&A data for nonstandard subsystems may be requested. The
purchaser’s P&A request should include a description of the performance characteristics of any
nonstandard subsystem(s) and supporting justification. DSCA must approve any proposed
responses to requests for nonstandard subsystems. If an Implementing Agency believes it should
modify contractor-furnished data for nonstandard subsystem(s), the Implementing Agency
notifies the contractor and contractor comments are considered prior to P&A issuance.
Significant differences are reconciled.

C5.3.5. P&A Preparation. Activities that are authorized to prepare LOAs are also authorized
to prepare P&A data for presentation to purchasers. DSAMS should be used to prepare P&A
data response documents whenever possible. DSAMS cannot be used to prepare classified P&A
data.

C5.3.6. P&A Data Format. Table C5.T4. presents the information included in P&A data.
Table C5.T4. Price and Availability (P&A) Data

Price and Availability (P& A) Data

Major item or service, quantity, and estimated cost.

Cost includes adjustments for inflation. If inflation trends on a given system are not known, Under Secretary
of Defense, Comptroller (USD(C)) standard inflation factors are used.

Include estimated offset costs as provided by the contractor.

Ancillary support equipment necessary for the operation and maintenance of the requested system and its
estimated cost.

3 | Integrated logistics support (ILS) elements (e.g., training and publications) and estimated cost.

4  Estimated assessorial charges.
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Price and Availability (P& A) Data
5 | Source of the data (e.g., last contract award, stock price).
6 | Estimated availability of the articles or services.

Assumptions used in developing the data. For example:

The standard DoD Component factors were used in developing the ancillary equipment or ILS elements
necessary to support the quantity of items requested.

Training and publication cost estimates are based on criteria used by the DoD Component.

Key factors affecting the data. For example:

The current contract for this item expires on [insert date] and an LOA must be accepted by [insert date] so
that options can be added to the current contract.

The production line is due to phase out by [insert date]. Start-up costs apply if an LOA is not accepted by
[insert date].

The materiel has a shelf life of [insert date].

The following is included in all responses for P&A data:

“The Price and Availability (P&A) data provided are not valid for purposes of preparing a Letter of Offer and
9 Acceptance (LOA) and may not be adequate for budgetary purposes. These data are for planning/review

purposes only, to assist in your Government’s determination whether or not to request an LOA. If [insert the

appropriate foreign country] is interested in pursuing this potential purchase, it must request an LOA.”

C5.3.7. Agents Fees or Sales Commissions. P&A data quotations that contain agents’ fees or
sales commissions are coordinated with DSCA (Strategy Directorate) prior to presentation to the
purchaser. See Chapter 6, paragraph C6.3.7. for more details.

C5.3.8. Discussions with Foreign Governments and International Organizations. Economic,
production, and budget uncertainties make it difficult to develop accurate cost and delivery
estimates. Discretion must be exercised by members of the country team or other U.S. officials
in discussing P&A data with foreign Government or international organization officials. Only
specific data approved and provided by the Implementing Agency or DSCA shall be used.

C5.4. LOR RESPONSES - LETTER OF OFFER AND ACCEPTANCE (LOA)

C5.4.1. Definition. The LOA is the document used by the USG to sell defense articles,
defense services (to include training), and design and construction services to a foreign country
or international organization under authorities granted in the Arms Export Control Act (AECA)
(reference (c)). The LOA itemizes the defense articles and services offered and when
implemented becomes an official tender by the USG. The LOA is not used to provide P&A data.
Signed LOAs and their subsequent Amendments and Modifications are also referred to as “FMS
cases.”

C5.4.2. LOA Preparation Timeframe. The time required to prepare LOAS varies with the
complexity of the sale and the clarity of the purchaser’s LOR. Processing time for LOAs and
Amendments is measured by the length of time from when the LOR is considered complete (i.e.,
sufficiently detailed to begin LOA Data (LOAD) development), until release of the LOA
(“Document Sent” (DOCMNTSENT) in DSAMS) and is based on the Anticipated Offer Date
(AOD) that the Implementing Agency assigns to the LOA. Processing time for Modifications
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will be measured by the length of time from when the LOR is considered complete until the
modification is implemented.

C5.4.2.1. Assignment of an AOD. Upon creation of a case document, the Implementing
Agency must enter a Case Category Code and assign an AOD Group Code in DSAMS. These
codes must be entered in DSAMS regardless of whether the LOR has been marked complete or
associated to a case document. DSAMS will not allow the case document to be saved until both
codes have been entered. Once entered in DSAMS, the Case Category Code and AOD Group
Code cannot be deleted but can be revised by the Implementing Agency. DSAMS will
automatically assign an AOD to every case document when the Implementing Agency enters an
LOR Complete date and associates the LOR to a case document.

The DSAMS-generated AOD:s is designated according to the following case groupings:

Group Description

75 days for Blanket order LOAs, training LOAs, Cooperative Logistics Supply
Support Arrangements (CLSSAS), and associated Amendments and Modifications.

A The Implementing Agency can change the date to less than 75 calendar days if
appropriate, but cannot exceed 75 days without justification, which must be
documented in DSAMS milestone comments.

120 days for Defined order LOAs, and associated Amendments, and Modifications.
The Implementing Agency can change the date to less than 120 calendar days if
appropriate; but cannot exceed 120 days without justification, which must be
documented in DSAMS milestone comments.

121 days for Defined Order LOAs and associated Amendments that are considered
“purchaser-unique” in nature. The Implementing Agency may revise the AOD to
more than 121 days based on factors (1) through (8) below. Associated Modifications
will be placed in either Group B as Modifications generally do not require more than
120 days to prepare.

(1) First-time purchase of a defense article or service by an FMS purchaser

(2) First-time FMS purchase by a specific country or international organization with
limited experience or knowledge of FMS processes/procedures

C (3) Case requires engineering, system integration, or special acquisition

(4) Requested use of the system is different from its use by U.S. military forces (e.g.,
Navy ship missile to be fired from an Army or foreign country’s helicopter)

(5) Detailed release/disclosure coordination required
(6) Complex pricing effort required

(7) Extraordinary coordination required inside and/or outside the Implementing
Agencies

(8) Other (must be explained by detailed milestone comments in DSAMS)
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Group Description

75 days for all Pseudo LOAs and associated Amendments and Modifications. The
Implementing Agency may shorten or lengthen the DSAMS-generated AOD as soon

D as information and/or conditions make AOD determination possible; e.g., receipt of
contracting, funding, or other guidance and information needed to determine when the
document will be approved.

C5.4.3. Types of FMS Cases. The standard types of FMS cases are Defined Order, Blanket
Order, and Cooperative Logistics Supply Support Arrangement (CLSSA). These cases generally
allow the Department of Defense to provide FMS purchasers the same kinds of defense articles
and services used by U.S. Forces. Defined Order and Blanket Order cases are also routinely
used to provide hardware or services to support commercial end items, obsolete end items
(including end items that have undergone system support buy outs), and selected non-U.S. origin
military equipment.

C5.4.3.1. Defined Order Cases and/or Lines. Defined order cases and/or lines are
commonly used for the sale of items that require item-by-item trade security control throughout
the sales process. Items to be provided are stated explicitly on the LOA. The Implementing
Agency places the orders. Scope is limited to the quantity of items or described services
(including specific performance periods) listed on the LOA.

C5.4.3.1.1. Items PROVIDED on Defined Order Cases and/or Lines. SME
(including MDE) and the related initial support package; explosives, including munitions;
specific services; and Technical Data Packages (TDPs) are types of items normally provided
under defined order cases. Defined order cases and/or lines may also be used to provide specific
services that are designated for a specific period of time. MDE items must be identified clearly
on the LOA and cannot be “buried” within a line coded as non-MDE.

C5.4.3.1.2. Items NOT PROVIDED on Defined Order Cases and/or Lines.
Relatively minor, non-SME items that do not require intensive item-by-item control are not
normally provided on defined order cases and/or lines except as part of an initial support package
for a system or major end item.

C5.4.3.2. AQOD for Restatements. DSAMS will automatically revise the original customer
request status of an LOA document from LOR Complete to LOR Restate once an Implementing
Agency selects the restatement tool in DSAMS. The Implementing Agency will revise the
customer request status in DSAMS from LOR Restate to LOR Complete once it is determined
there is sufficient information to begin restatement of the LOA. DSAMS will not allow the IA to
approve (MILAP) the restated LOA document without the customer request status being marked
LOR complete. Once the customer request is marked complete, DSAMS will automatically
assign a new AOD to the restatement based upon the case grouping selected. The Implementing
Agency may revise the DSAMS generated AOD for the restated LOA as described in C5.4.2.1.

C5.4.3.3. Blanket Order Cases and/or Lines. Blanket order cases and/or lines are used to
provide categories of items or services (normally to support one or more end items) with no
definitive listing of items or quantities. The purchaser normally submits requisitions. Scope is
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limited to described item and/or service categories and the purchaser-furnished case and/or line
dollar value.

C5.4.3.3.1. Items PROVIDED on Blanket Order Cases. Types of unclassified, non-
Significant Military Equipment (SME) items and/or services that lend themselves to blanket
order cases and/or lines include: spare and repair parts (consumables and reparables) support
equipment (tools, test equipment); supplies (fuel, personnel items, commercial consumable
items); maintenance (repair, rebuild, minor modifications or alterations); technical assistance
(specialist advice or actions, site survey teams, system integration, item checkout, systems
evaluation, study groups to develop engineering requirement plans, technical assistance teams);
training (formal or informal), publications (to include forms, catalog data, technical order
manuals, stock lists, reports, books, maps); software; and training aids. Classified publications,
to include technical order manuals and/or reports, may be included on blanket order lines based
on all of the following conditions being met:

a) Classified publications must be offered as a standalone line item and cannot be combined
with unclassified publications;

b) A MASL for classified publications must be used,;

¢) The quantities of the classified publications must be identified in the corresponding line
item description note, and

d) A statement must be included in the line item description note that only the USG is
authorized to acquire the classified publications.

C5.4.3.3.2. Items NOT PROVIDED on Blanket Order Cases and/or Lines. Classified
material; SME, including MDE (Appendix 1); commercial items more readily provided from in-
country (e.g., lumber, sand, gravel, household goods); TDPs; and ozone depleting substances
(ODSs) are not provided on blanket order cases and/or lines.

C5.4.3.4. Cooperative Logistics Supply Support Arrangements (CLSSAs). CLSSAs
provide for pre-stockage and storage of DoD-stocked non-SME items that are needed and used
by the FMS purchaser on a recurring basis. CLSSA programs consist of two separate cases: a
Foreign Military Sales Order (FMSO) I case, and a FMSO |11 case (described in more detail
below). CLSSA LOA:s reflect support for end items with no definitive listing of items or
quantities, although items and quantities may be negotiated with the purchaser as part of the
CLSSA management process. Scope is limited by the LOA description of end items to be
supported and dollar values of the FMSO I and Il cases. FMSO I and Il dollar values are based
on the cost of forecasted requirements for the anticipated period of support. The purchaser
submits requisitions. See Chapter 6, subparagraph C6.4.3.2. for information on the CLSSA
process.

C5.4.3.4.1. Items PROVIDED on CLSSA Cases. Weapon system working capital
fund-managed repair parts are typical of items included on CLSSA cases.

C5.4.3.4.2. Items NOT PROVIDED on CLSSA Cases. CLSSAs are not used for
initial provisioning of repair parts.

C5.4.4. Classified LOAs. LOAs are classified only in rare circumstances. Classified LOA

143 CHAPTER 5



DoD 5105.38-M, October 3, 2003

data cannot be entered into DSAMS. LOAs may be classified when:

C5.4.4.1. Directed by the DoS, the Secretary of Defense or his or her designees to include
the Director, DSCA,; or

C5.4.4.2. The purchaser has requested classification AND this request has been approved
by the organization listed in subparagraph C5.4.4.1.

C5.4.5. LOAs for Nonstandard Support. LOAs may be used to provide nonstandard support.
Nonstandard support may include hardware or services required to support commercial end
items; support of obsolete end items, including end items that have undergone system support
buy outs; and support of selected non-U.S. origin military equipment. Requests involving
sensitive technology or that have significant impact on U.S. programs should be coordinated
with DSCA (Programs and Strategy Directorates).

C5.4.6. LOA Preparation. All unclassified portions of LOAs are prepared using DSAMS.
See paragraph C5.4.11. for guidance pertaining to preparation of classified LOAS.

C5.4.6.1. Preparing Activity. Certain organizations are authorized to prepare FMS cases.
See Table C5.T2. for a list of these activities. These organizations, known as Implementing
Agencies, are responsible for preparing and processing LOAs in accordance with this Manual.
When an LOR received by an Implementing Agency includes a requirement for an item managed
by another Implementing Agency, the LOR shall be coordinated with all organizations involved.
Because the LOR was submitted as a single program, the Implementing Agency should consider
a Multi-Service LOA, particularly when the purchaser advises the USG that it requires multiple
weapon systems on a single case for its own budgetary and/or other internally-based reasons.
However, if the manual financial and logistical processing required to prepare and execute a
Multi-Service LOA exceeds the efficiencies that would be derived, the LOR requirements may
be split into multiple LOA documents that are separated by Implementing Agency and major
weapon system but are managed in coordination with one another. The Implementing Agencies
shall operate under mutually agreed terms (using a “Leader-Follower” set of LOAS) to ensure a
Total Package Approach. All efforts must be made to minimize costs to the FMS purchaser. For
the multiple LOA document option, the Implementing Agencies involved must plan events in
which all parties may participate together, such as a single Program Management Review (PMR)
rather than each Implementing Agency conducting its own PMR. Regardless of the method
used, Implementing Agencies must operate within a framework that clearly defines the roles and
responsibilities of each participant. If multiple LOAs separated by Implementing Agency and
major weapon system are used to respond to an LOR submitted for a single program, the
Implementing Agency that received the LOR must advise the purchaser that the response will be
multiple LOA documents instead of a Multi-Service LOA. Implementing Agencies are
encouraged to consolidate requirements as much as possible. Multiple LORs from the same
purchaser may be answered by a single LOA. Questions relating to this subject should be
referred to DSCA (Strategy Directorate).

C5.4.6.2. Purchaser Participation in the LOA Preparation Process. Purchaser
involvement early on in the LOA development process is essential to ensure the final document
provides the best “fit” for their requirements. Purchasers should be encouraged to attend
meetings and receive correspondence designed to clarify LOR information. As the development
of the LOA progresses, there are many instances where purchaser participation and input are

144 CHAPTER 5



DoD 5105.38-M, October 3, 2003

necessary. For example, the purchaser should help identify unique requirements and special
needs that must be accommodated in the final sales document. Any unique notes or conditions
being considered may be provided to the purchaser for advance review to ensure these special
case and/or program-unique needs are addressed. Such meetings and agreements can be
recorded in the Case Remarks area in DSAMS to preserve them with the document.

C5.4.7. LOA Format. The LOA format including sample data, LOA Information, and
instructions for preparation are provided in Figures C5.F2. through C5.F5.

C5.4.8. Additional LOA Information

C5.4.8.1. Standard Terms and Conditions and LOA Information. Standard Terms and
Conditions (see Figure C5.F3.) are an official part of each LOA, whether or not they are attached
to a particular copy. The Standard Terms and Conditions that are in effect at the time the LOA is
prepared and signed are the conditions that apply throughout the life of the FMS case. An LOA
Information document (see Figure C5.F4.) provides information describing some of the codes
and language used on the LOA. Both the LOA Standard Terms and Conditions and the LOA
Information documents must be attached to the original LOA that is sent to the purchaser for
review and/or acceptance. The Case Manager must retain a copy of the LOA and all attachments
in the official case file.
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Figure C5.F2. Sample Letter of Offer and Acceptance (LOA)

United States of America

L etter of Offer and Acceptance (L OA)
BN-Q-SEH

Based on BN/MODAT/2312 dated 14 February 2006.

Pursuant to the Arms Export Control Act, the Government of the United States (USG) offers to sell to the Embassy of
Bandaria Office of the Air Attaché 1234 Massachusetts Ave, NW Washington, DC 29999, the defense articles or
defense services (which may include defense design and construction services) collectively referred to as "items," set
forth herein, subject to the provisions, terms, and conditions in this LOA.

This LOA provides for AGM-65F/G Maverick missiles and related support.
Estimated Cost: $7,366,907 Initial Deposit: $200,860

Terms of Sale:
Cash Prior to Delivery
Dependable Undertaking

This offer expires on 1 October 2003. Unless a request for extension is made by the Purchaser and granted by the USG,
the offer terminates on the expiration date.

This LOA consists of page 1 through page 14.

The undersigned are authorized representatives of their Governments and hereby offer and accept,
respectively, this LOA:

U.S. Signature Date Purchaser Signature Date

Typed Name and Title Typed Name and Title

Defense Security Cooperation Agency

Implementing Agency Agency
DSCA Reviewed/Approved 26 Aug 2006
DSCA Date

Information to be provided by the Purchaser:

Mark For Freight Purchaser Procuring
Code Forwarder Code Agency Code

Name and Address of the
Purchaser’s Paying Office:
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Itemsto be supplied (costs and monthsfor delivery are estimates):

1 @ ©) (4) (5) (6) (7)
Itm  Description/Condition Qty, Costs SC/MOS/  Ofr Del
Nbr Unit of : TA Rel Trm
lssue (a) Unit (b) Total Cde Cde
001 B2G 9B2GOOMAVERCK (Y) 7T1EA $63,339.53 $4,497,107 X(16-30) Z 8
MAVERICK MISSILE TA4
AGM 65F/G
002 B2G 810000MAVCONT (N) 10 EA  $95,000.00 $950,000 P(18-30) A 2
MAVERICK MISSILE TA5
CONTAINER
003 B2G 9B2GOOMAVRCOM (N) XX $750,000 P(-) A 4
MAVERICK COMPONENTS TA5
Guidance Control System
004 B2G 9B2GOOMAVRSUP (N) 20 EA  $30,000.00 $600,000 S(12-24) A 4
MAVERICK SUPPORT TA3
EQUIPMENT
Dolly NSN: 3920-00-609-0178
005 R9Z 079Z000THSERV (N) XX $40,000 S(1-34) - -
OTHER SERVICES TA3
Estimated Cost Summary:
(8) Net Estimated Cost $6,837,107
(9) Packing, Crating, and Handling $154,722
(10) Administrative Charge $259,810
(11) Transportation $115,268
(12) Other $0
(13) Total Estimated Cost $7,366,907
Toassist in fiscal planning, the USG providesthe following anticipated costs of thisLOA:
ESTIMATED PAYMENT SCHEDULE
Payment Date Quarterly Cumulative
Initial Deposit $200,860
15 Mar 2007 $222,605 $423,465
15 Jun 2007 $325,491 $748,956
15 Sep 2007 $185,199 $934,155
15 Dec 2007 $166,366 $1,050,521
15 Mar 2008 $431,093 $1,481,560
15 Jun 2008 $1,086,321 $2,567,881
15 Sep 2008 $2,019,944 $4,587,825
15 Dec 2008 $2,779,082 $7,366,907
BN-Q-SHE
Page 2 of 15 Pages
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Explanation for acronyms and codes, and financial information, may be found in the "Letter of Offer and Acceptance
Information."

Lines and notes are included for illustration purposes only.

Signed Copy Distribution:

1. Upon acceptance, the Purchaser should return one signed copy of this LOA to the Defense Finance and Accounting
Service, Denver (DFAS Denver), ATTN: DFAS-JY/DE, 6760 E. Irvington Place, Denver, CO 80279-2000.
Simultaneously, wire transfer of the initial deposit or amount due with acceptance of this LOA document (if required)
should be made to financial institution identifier 021030004 TREAS NYC, Agency Location Code 00003801, showing
"Payment from Government of Bandaria for BN-Q-SEH," or a check for the initial deposit, made payable to the U.S.
Treasury, mailed to DFAS-JDT/DE, P.O. Box 173659, Denver, CO 80217-3659, showing "Payment from Government
of Bandaria for BN-Q-SEH." Wire transfer is preferred.

2. One signed copy should be returned to Director, Defense Security Cooperation Agency, 201 12" St South, Suite 203,
Arlington VA 22203-5408.

Notel. LINEITEM 001 - AGM-65F/G Missiles.

Line Item 001 provides [Insert enough information to adequately describe each line included on the LOA (e.g.,
configuration, delivery schedule, etc.)]

Note2. LINE ITEM 002 —Maverick Missile Containers.

Line Item 002 provides [Insert enough information to adequately describe each line included on the LOA (e.g.,
configuration, delivery schedule, etc.)]

Note3. LINE ITEM 003 - Maverick Components.

Line Item 003 provides [Insert enough information to adequately describe each line included on the LOA (e.g.,
configuration, delivery schedule, etc.)]

Note4. LINE ITEM 004 - Maverick Support Equipment.

Line Item 004 provides [Insert enough information to adequately describe each line included on the LOA (e.g.,
configuration, delivery schedule, etc.)]

Note5. LINE ITEM 005 - Other Services.

Line Item 005 provides [Insert enough information to adequately describe each line included on the LOA (e.g.,
configuration, delivery schedule, etc.)]

Note6. MAVERICK SYSTEM SALE.
[Insert case-unique notes as needed to provide more detailed information regarding the offer.]
Note 7. STATUS OF FORCESAGREEMENT.

USG military and civilian personnel present in the territory of the purchaser for the purpose of implementing this LOA
shall be entitled to all of the rights, privileges, and immunities accorded in the Agreement Concerning the Status of U.S.
Personnel in Bandaria regarding the status of their forces, dated September 4, 1992 and any related implementing
agreements.

BN-Q-SHE
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Note 8. NONRECURRING COSTS- WAIVER.

Nonrecurring Costs (NC) apply to line item(s) 001 of this LOA. The customer's request to waive these charges has been
approved by DSCA memorandum 1-03/12345, dated May 1, 2003. Therefore, these costs have not been included in this
case.

Note9. ESTIMATED CASE CLOSURE.
The estimated closure date is 24 months after the date of projected final delivery.
Note 10. TRANSPORTATION AND SERVICES.

A. USG agrees to provide, transportation services for the items identified in this LOA to the Point of Delivery.
Purchaser’s property will be transported at the Purchaser's risk.

B. Purchaser will accept USG delivery listings as the basis for billing and proof of shipment.

C. Purchaser will accept responsibility for clearance of materiel through its customs at the POD, and for movement of
the materiel from its POD to the ultimate in-country destination.

D. Purchaser will appoint a duly authorized official to accept and sign for materiel at the POD, and submit outturn
message and report.

E. Purchaser will absorb losses of materiel the USG does not in fact recover from an independent carrier or handler,
including where the USG is self-insured.

F. Purchaser will self-insure such shipments, or obtain commercial insurance without any right of subrogation of any
claim against the United States.

G. The USG will assist the Purchaser in processing any claims that may arise for lost or damaged shipments, in the
same manner it processes claims for USG-owned materiel. Collection of revenue, if any, resulting from approved
claims will be credited to the Purchaser's account.

H. If the purchaser proposes to take delivery and custody of the classified material in the U.S. and use its own
facilities and transportation for onward shipment to its territory, a Transportation Plan is required. The Transportation
Plan is developed by the DoD Component that prepares the LOA in coordination with the purchasing Government as
outlined in the Security Assistance Management Manual, Chapter 3. Purchasers may obtain assistance in the
development of the Transportation Plan with their cleared freight forwarder. Further, the purchaser will notify the
Implementing Agency of any changes as they occur to the Transportation Plan. The Implementing Agency that
initiates the FMS transaction shall designate the security officials who are authorized to evaluate the Transportation
Plan to determine whether the plan adequately ensures protection of the highest level of classified material involved.
The purchaser will be notified of the approval or disapproval of the plan and any changes. If disapproved, the
purchaser will be notified of the reason for disapproval and, when possible, changes that would be acceptable to the
USG. As an alternative, the USG will ship the classified material by the Defense Transportation System.”

Note11. CONTRACT ADMINISTRATION SERVICES (CAS) SURCHARGE.

For any lines on this LOA document with a Source of Supply of “X” or “P,” the Contract Administration Services
(CAS) surcharge rates apply: for contract administration, .65%; for quality assurance and inspection, .65%; for contract
audit, .2%; and for overseas CAS, .2%.

Note 12. ACCESSORIAL CHARGES.
a. A PC&H charge has been applied to Lines 001 and 004.

b. A transportation charge has been applied to Lines 001 (based upon the current Transportation Look-up Table) and
004.

Note 13. ADMINISTRATIVE SURCHARGE.
An administrative surcharge of 3.8% has been applied to Lines 001-005.

BN-Q-SHE
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Note 14. SUPPLY DISCREPANCY REPORT TIMELIMITS

"Pursuant to section 5.4 of the Standard Terms and Conditions with regard to Supply Discrepancy Reports (SDR), the
Purchaser agrees to report misdirected or unordered shipments. The Purchaser further agrees to report such shipments
containing items that are identified as classified/sensitive materiel, and/or arms, arms parts, or explosives, within 24
hours of discovery, regardless of dollar value, for disposition instructions from the USG. The Purchaser agrees to ship
such classified/sensitive materiel, and/or arms, arms parts, or explosives within 30 days of USG direction for such
return. For all other items, the Purchaser agrees to ship discrepant articles within 180 days of receiving USG direction
for such return. When appropriate, the USG may direct an expedited return of an exemplar of the discrepant articles
prior to issuing further direction."

BN-Q-SHE
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Figure C5.F3. Letter of Offer and Acceptance (LOA) Standard Terms and Conditions

LETTER OF OFFER AND ACCEPTANCE STANDARD TERMS AND CONDITIONS

Sections

Conditions - United States Government (USG) Obligations
Conditions - General Purchaser Agreements
Indemnification and Assumption of Risks

Financial Terms and Conditions

Transportation and Discrepancy Provisions

Warranties

Dispute Resolution

~NOoO ok~ WN B

1 Conditions- United States Government (USG) Obligations

1.1

1.2

1.3

14
15

1.6

1.7

1.8

Unless otherwise specified, items will be those which are standard to the U.S. Department of Defense (DoD),
without regard to make or model.

The USG will furnish the items from its stocks and resources, or will procure them under terms and conditions
consistent with DoD regulations and procedures. When procuring for the Purchaser, DoD will, in general,
employ the same contract clauses, the same contract administration, and the same quality and audit inspection
procedures as would be used in procuring for itself; except as otherwise requested by the Purchaser and as
agreed to by DoD and set forth in this LOA. Unless the Purchaser has requested, in writing, that a sole source
contractor be designated, and this LOA reflects acceptance of such designation by DoD, the Purchaser
understands that selection of the contractor source to fill requirements is the responsibility of the USG, which
will select the contractor on the same basis used to select contractors for USG requirements. Further, the
Purchaser agrees that the U.S. DoD is solely responsible for negotiating the terms and conditions of contracts
necessary to fulfill the requirements in this LOA.

The USG may incorporate anti-tamper (AT) protection into weapon systems and components that contain
critical program information (CPI). The AT protection will not impact operations, maintenance, or logistics
provided that all terms delineated in the system technical documentation are followed.

The USG will use its best efforts to provide the items for the dollar amount and within the availability cited.

Under unusual and compelling circumstances, when the national interest of the U.S. requires, the USG reserves
the right to cancel or suspend all or part of this LOA at any time prior to the delivery of defense articles or
performance of defense services. The USG shall be responsible for termination costs of its suppliers resulting
from cancellation or suspension under this section. Termination by the USG of its contracts with its suppliers,
other actions pertaining to such contracts, or cessation of deliveries or performance of defense services is not to
be construed as cancellation or suspension of this LOA itself under this section.

U.S. personnel performing defense services under this LOA will not perform duties of a combatant nature,
including duties relating to training and advising that may engage U.S. personnel in combat activities outside
the U.S., in connection with the performance of these defense services.

The assignment or employment of U.S. personnel for the performance of this LOA by the USG will not take
into account race, religion, national origin, or gender.

Unless otherwise specified, this LOA may be made available for public inspection consistent with the national
security of the United States.

BN-Q-SHE
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2 Conditions- General Purchaser Agreements

2.1 The Purchaser may cancel this LOA or delete items at any time prior to delivery of defense articles or
performance of defense services. The Purchaser is responsible for all costs resulting from cancellation under
this section.

2.2 The Purchaser agrees, except as may otherwise be mutually agreed in writing by the Purchaser and the USG, to
use the defense articles sold hereunder only:

2.2.1 for internal security;
2.2.2 for legitimate self-defense;

2.2.3 for preventing or hindering the proliferation of weapons of mass destruction and of the means of delivering
such weapons;

2.2.4 to permit the Purchaser to participate in regional or collective arrangements or measures consistent with the
Charter of the United Nations, or otherwise to permit the Purchaser to participate in collective measures
requested by the United Nations for the purpose of maintaining or restoring international peace and security; or

2.2.5 for the purpose of enabling foreign military forces in less developed countries to construct public works and to
engage in other activities helpful to social and economic development.

2.2.6 for purposes specified in any Mutual Defense Assistance Agreement between the USG and the Purchaser; or,

2.2.7 for purposes specified in any other bilateral or regional defense agreement to which the USG and the Purchaser
are both parties.

2.3 The Purchaser agrees that the USG retains the right to verify reports that defense articles and services have been
used for purposes not authorized or for uses not consented to by the USG.

2.4 The Purchaser will not transfer title to, or possession of, the defense articles, components and associated support
materiel, related training or other defense services (including plans, specifications, or information), or
technology furnished under this LOA to anyone who is not an officer, employee, or agent of the Purchaser
(excluding transportation agencies) or of the USG, and shall not use or permit their use for purposes other than
those authorized, unless the written consent of the USG has first been obtained. The Purchaser will ensure, by
all means available to it, respect for proprietary rights in any items and any plans, specifications, or information
furnished, whether patented or not. The Purchaser also agrees that the defense articles offered will not be
transferred to Cyprus or otherwise used to further the severance or division of Cyprus, and recognizes that the
U.S. Congress is required to be notified of any substantial evidence that the defense articles sold in this LOA
have been used in a manner that is inconsistent with this provision.

2.5 The Purchaser agrees not to divert articles and services received under this LOA for purposes or uses other than
those for which it was furnished, including, but not limited to, any use that could contribute to the acquisition,
design, development or production of a “missile,” as defined in section 74 of the Arms Export Control Act
(AECA) (22 U.S.C. 2797c). The items will be used only for the purposes stated and such use will not be
modified nor the items modified or replicated without the prior consent of the USG; neither the items nor
replicas nor derivatives thereof will be retransferred without the consent of the USG. The USG has the right to
take action under section 73(a) of the AECA (22 U.S.C. 2797b(a)) in the case of any export or transfer of any
Missile Technology Control Regime (MTCR) equipment or technology that contributes to the acquisition,
design, development or production of missiles in a country that is not an MTCR adherent.

2.6 The Purchaser will maintain the security of such article or service and will provide substantially the same
degree of security protection afforded to such article or service by the United States Government. To the extent
that items, including plans, designs, specifications, technical data, or information, furnished in connection with
this LOA may be classified by the USG for security purposes, the Purchaser certifies that it will maintain a
similar classification and employ measures necessary to preserve such security, equivalent to those employed
by the USG and commensurate with security agreements between the USG and the Purchaser. If such security
agreements do not exist, the Purchaser certifies that classified items will be provided only to those individuals

BN-Q-SHE
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having an adequate security clearance and a specific need to know in order to carry out the LOA program and
that it will promptly and fully inform the USG of any compromise, or possible compromise, of U.S. classified
material or information furnished pursuant to this LOA. The Purchaser further certifies that if a U.S. classified
item is to be furnished to its contractor pursuant to this LOA: (a) the item will be exchanged through official
Government channels, (b) the specified contractor will have been granted a facility security clearance by the
Purchaser at a level at least equal to the classification level of the U.S. information involved, (c) all contractor
personnel requiring access to such items will have been cleared to the appropriate level by the Purchaser, and
(d) the Purchaser is also responsible for administering security measures while the item is in the contractor's
possession. If a commercial transportation agent is to be used for shipment, the Purchaser certifies that such
agent has been cleared at the appropriate level for handling classified items. These measures will be maintained
throughout the period during which the USG may maintain such classification. The USG will use its best
efforts to notify the Purchaser if the classification is changed.

2.7 Pursuant to section 505 of the Foreign Assistance Act of 1961, as amended (FAA) (22 U.S.C. 2314), and
section 40A of the AECA (22 U.S.C. 2785), the USG will be permitted, upon request, to conduct end-use
monitoring (EUM) verification with respect to the use, transfer, and security of all defense articles and defense
services transferred under this LOA. The Purchaser agrees to permit scheduled inspections or physical
inventories upon USG request, except when other means of EUM verification shall have been mutually agreed.
Upon request, inventory and accountability records maintained by the Purchaser will be made available to U.S.
personnel conducting EUM verification.

2.8 The USG is not a party to any offset agreements/arrangements that may be required by the Purchaser in relation
to the sales made in this LOA. The USG assumes no obligation to administer or satisfy any offset requirements
or bear any of the associated costs. To the extent that the Purchaser requires offsets in conjunction with this
sale, offset costs may be included in the price of contracts negotiated under this LOA. If the Purchaser desires
visibility into these costs, the Purchaser should raise this with the contractor during negotiation of offset
arrangements.

3 Indemnification and Assumption of Risks

3.1 The Purchaser recognizes that the USG will procure and furnish the items described in this LOA on a non-profit
basis for the benefit of the Purchaser. The Purchaser therefore undertakes to indemnify and hold the USG, its
agents, officers, and employees harmless from any and all loss or liability (whether in tort or in contract) which
might arise in connection with this LOA because of:

3.1.1 Injury to or death of personnel of the Purchaser or third parties,

3.1.2 Damage to or destruction of (a) property of DoD furnished to the Purchaser or suppliers specifically to
implement this LOA, (b) property of the Purchaser (including the items ordered by the Purchaser pursuant to
this LOA, before or after passage of title to the Purchaser), or (3) property of third parties, or

3.1.3 Infringement or other violations of intellectual property or technical data rights.

3.2 Subject to express, special contractual warranties obtained for the Purchaser, the Purchaser agrees to relieve the
contractors and subcontractors of the USG from liability for, and will assume the risk of, loss or damage to:

3.2.1 The Purchaser's property (including items procured pursuant to this LOA, before or after passage of title to
Purchaser), and

3.2.2 Property of DoD furnished to suppliers to implement this LOA, to the same extent that the USG would
assume for its property if it were procuring for itself the items being procured.

BN-Q-SHE
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4 Financial Termsand Conditions

4.1 The prices of items to be procured will be billed at their total cost to the USG. Unless otherwise specified, the
cost of items to be procured, availability determination, payment schedule, and delivery projections quoted are
estimates based on the best available data. The USG will use its best efforts to advise the Purchaser or its
authorized representatives of:

4.1.1 Identifiable cost increases that might result in an overall increase in the estimated costs in excess of ten
percent of the total value of this LOA,

4.1.2 Changes in the payment schedule, and

4.1.3 Delays which might significantly affect estimated delivery dates. USG failure to advise of the above will not
change the Purchaser's obligation under all subsections of section 4.4.

4.2 The USG will refund any payments received for this LOA which prove to be in excess of the final total cost of
delivery and performance and which are not required to cover arrearages on other LOAs of the Purchaser.

4.3 The Purchaser’s failure to make timely payments in the amounts due may result in delays in contract
performance by DoD contractors, claims by contractors for increased costs, claims by contractors for
termination liability for breach of contract, claims by USG or DoD contractors for storage costs, or termination
of contracts by the USG under this or other open Letters of Offer and Acceptance of the Purchaser at the
Purchaser's expense.

4.4 The Purchaser agrees to the following:

4.4.1 To pay to the USG the total cost to the USG of the items even if costs exceed the amounts estimated in this
LOA.

4.4.2 To make payment(s) by check or wire transfer payable in U.S. dollars to the Treasurer of the United States.

4.4.3 If Terms of Sale specify "Cash with acceptance”, to forward with this LOA a check or wire transfer in the full
amount shown as the estimated Total cost, and agrees to make additional payment(s) upon notification of cost
increase(s) and request(s) for funds to cover such increase(s).

4.4.4 1f Terms of Sale specify payment to be "Cash prior to delivery", to pay to the USG such amounts at such
times as may be specified by the USG (including initial deposit) in order to meet payment requirements for
items to be furnished from the resources of DoD. USG requests for funds may be based on estimated costs to
cover forecasted deliveries of items. Payments are required 90 days in advance of the time DoD plans such
deliveries or incurs such expenses on behalf of the Purchaser.

4.4.5 If Terms of Sale specify payment by "Dependable Undertaking,” to pay to the USG such amounts at such
times as may be specified by the USG (including initial deposit) in order to meet payments required by
contracts under which items are being procured, and any damages and costs that may accrue from termination
of contracts by the USG because of Purchaser's cancellation of this LOA. USG requests for funds may be based
upon estimated requirements for advance and progress payments to suppliers, estimated termination liability,
delivery forecasts, or evidence of constructive delivery, as the case may be. Payments are required 90 days in
advance of the time USG makes payments on behalf of the Purchaser.

4.4.6 If the Terms of Sale specify Foreign Military Financing (FMF), the Purchaser will pay to the USG such costs
as may be in excess of the approved FMF funding amount.

4.4.7 If Terms of Sale specify "Payment on delivery", that bills may be dated as of the date(s) of delivery of the
items, or upon forecasts of the date(s) thereof.

4.4.8 That requests for funds or billing are due and payable in full on presentation or, if a payment date is specified
in the request for funds or bill, on the payment date so specified, even if such payment date is not in accord with
the estimated payment schedule, if any, contained in this LOA. Without affecting Purchaser's obligation to
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make such payment(s) when due, documentation concerning advance and progress payments, estimated
termination liability, or evidence of constructive delivery or shipment in support of requests for funds or bills
will be made available to the Purchaser by DoD upon request. When appropriate, the Purchaser may request
adjustment of any questioned billed items by subsequent submission of a discrepancy report.

4.4.9 To pay interest on any net amount by which it is in arrears on payments, determined by considering
collectively all of the Purchaser's open LOAs with DoD. Interest will be calculated on a daily basis. The
principal amount of the arrearage will be computed as the excess of cumulative financial requirements of the
Purchaser over total cumulative payments after quarterly billing payment due dates. The rate of interest paid
will be a rate not less than a rate determined by the Secretary of the Treasury taking into consideration the
current average market yield on outstanding short-term obligations of the USG as of the last day of the month
preceding the net arrearage and shall be computed from the date of net arrearage.

4.4.10 To designate the Procuring Agency and responsible Paying Office and address thereof to which the USG will
submit requests for funds and bills under this LOA.

4.4.11 Any articles, equipment, materials, supplies, goods, or other commodities purchased with USG assistance
funds appropriated and allocated pursuant to foreign operations, export financing, and related programs
appropriations acts in support of this LOA, whether provided directly by the USG or through procurement
contracts or otherwise in support of this LOA, shall be exempt from all value added taxes and customs duties
imposed by the recipient country or the full amount of the tax or customs duty must be reimbursed by the
Purchaser. This exemption is in addition to any other tax exemption provided by the Purchaser through separate
agreements or other means.

5 Transportation and Discrepancy Provisions

5.1 The USG agrees to deliver and pass title to the Purchaser at the initial point of shipment unless otherwise
specified in this LOA. With respect to items procured for sale to the Purchaser, this will normally be at the
manufacturer's loading facility; with respect to items furnished from USG stocks, this will normally be at the
U.S. depot. Articles will be packed, crated, or otherwise prepared for shipment prior to the time title passes. If
"Point of Delivery" is specified other than the initial point of shipment, the supplying U.S. Department or
Agency will arrange movement of the articles to the authorized delivery point as a reimbursable service but will
pass title at the initial point of shipment. The USG disclaims any liability for damage or loss to the items
incurred after passage of title irrespective of whether transportation is by common carrier or by the U.S.
Defense Transportation System.

5.2 The Purchaser agrees to furnish shipping instructions which include Mark For and Freight Forwarder Codes
based on the Offer Release Code.

5.3 The Purchaser is responsible for obtaining insurance coverage and customs clearances. Except for articles
exported by the USG, the Purchaser is responsible for ensuring that export licenses are obtained prior to export
of U.S. defense articles. The USG incurs no liability if export licenses are not granted or they are withdrawn
before items are exported.

5.4 The Purchaser agrees to accept DD Forms 645 or other delivery documents as evidence that title has passed and
items have been delivered. Title to defense articles transported by parcel post passes to the Purchaser at the
time of parcel post shipment. Standard Form 364 (Supply Discrepancy Report (SDR)) will be used in
submitting claims to the USG for overage, shortage, damage, duplicate billing, item deficiency, improper
identification, improper documentation, or non-shipment of defense articles and non-performance of defense
services. The Standard Form 364 will be submitted promptly by the Purchaser. The USG will disallow any
claim, including a claim for shortage or nonperformance, received more than 1 year after delivery or more than
1 year after passage of title to the defense articles, whichever comes first, or received more than 1 year after the
end of the scheduled period of performance for defense services, unless the USG determines that unusual and
compelling circumstances involving latent defects justify consideration of the claim. Claims for non-shipment
or non-receipt of an entire lot will be disallowed by the USG if such claims are received more than 1 year after
the scheduled delivery date or initial billing, whichever is later. The Purchaser agrees to return discrepant
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articles to the USG’s custody promptly in accordance with any direction provided by the USG. The Purchaser
may submit SDRs for documentation purposes regardless of the dollar value, but only SDRs valued at $200 or
more will be reviewed for possible compensation regardless of the type of discrepancy. This minimum value
includes the value of the item plus any transportation and handling costs.

6 Warranties

6.1 The USG does not warrant or guarantee any of the items sold pursuant to this LOA except as provided in
section 6.1.1. DoD contracts include warranty clauses only on an exception basis. If requested by the
Purchaser, the USG will, with respect to items being procured, and upon timely notice, attempt to obtain
contract provisions to provide the requested warranties. The USG further agrees to exercise, upon the
Purchaser's request, rights (including those arising under any warranties) the USG may have under contracts
connected with the procurement of these items. Additional costs resulting from obtaining special contract

provisions or warranties, or the exercise of rights under such provisions or warranties, will be charged to the
Purchaser.

6.1.1 The USG warrants the title of items sold to the Purchaser hereunder but it makes no warranties other than
those set forth herein. In particular, the USG disclaims liability resulting from infringement or other violation

of intellectual property or technical data rights occasioned by the use or manufacture outside the U.S. by or for
the Purchaser of items supplied hereunder.

6.1.2 The USG agrees to exercise warranties on behalf of the Purchaser to assure, to the extent provided by the

warranty, replacement or correction of such items found to be defective, when such materiel is procured for the
Purchaser.

6.2 Unless the condition of defense articles is identified to be other than serviceable (for example, "as-is™), DoD
will repair or replace at no extra cost defense articles supplied from DoD stocks which are damaged or found to
be defective in respect to materiel or workmanship when it is established that these deficiencies existed prior to
passage of title, or found to be defective in design to such a degree that the items cannot be used for the purpose
for which they were designed. Qualified representatives of the USG and of the Purchaser will agree on the
liability hereunder and the corrective steps to be taken.

7 Dispute Resolution
7.1 This LOA is subject to U.S. law and regulation, including U.S. procurement law.

7.2 The USG and the Purchaser agree to resolve any disagreement regarding this LOA by consultations between the

USG and the Purchaser and not to refer any such disagreement to any international tribunal or third party for
settlement.
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Figure C5.F4. Letter of Offer and Acceptance (LOA) Information

LETTER OF OFFER AND ACCEPTANCE INFORMATION

1. GENERAL. This provides basic information pertaining to the LOA for U.S. and Purchaser use. Additional
information may be obtained from the Security Assistance Management Manual, DoD 5105.38-M, the in-country
Security Cooperation Organization (SCO), the DSCA Country Program Director, or from the Implementing Agency
(1A).

2. INFORMATION ENTERED BY THE USG.

a. Terms of Sale, and Purchaser responsibilities under those Terms, are described on the LOA. A list of all Terms of
Sale, with explanations for each, is shown in DoD 5105.38-M.

b. Description/Condition. The item description consists of coding for use in U.S. management of the LOA (starting
with Generic/MASL and codes, loaded automatically based on the MASL, that identify whether the line item is
Significant Military Equipment (SME)/Major Defense Equipment (MDE), controlled under the Missile Technology
Control Regime (MTCR), subject to special End-Use Monitoring (EUM), and controlled under an identified
Category of the International Traffic in Arms Regulations (ITAR) U.S. Munitions List (USML). Codes used are
listed below:

SME/MDE
Y MDE
S SME that is not MDE
N Non-SME

Missile Technology Control Regime (MTCR)

M Contains MTCR-controlled components
N Contains no MTCR-controlled components

End-Use Monitoring (EUM)

R Routine
E Enhanced

International Traffic in Arms Regulations (ITAR) U.S. Munitions List (USML) Category

I Firearms, Close Assault Weapons and Combat Shotguns
I Guns and Armament
I Ammunition/Ordnance
v Launch Vehicles, Guided Missiles, Ballistic Missiles, Rockets, Torpedoes, Bombs and Mines
\Y Explosives and Energetic Materials, Propellants, Incendiary Agents and Their Constituents
VI Vessels of War and Special Naval Equipment
VIl Tanks and Military Vehicles
VIl Aircraft and Associated Equipment
IX Military Training Equipment and Training
X Protective Personnel Equipment and Shelters
XI Military Electronics
Xl Fire Control, Range Finder, Optical and Guidance and Control Equipment
X Auxiliary Military Equipment
XIV  Toxicological Agents, Including Chemical Agents, Biological Agents, and Associated
Equipment
XV  Spacecraft Systems and Associated Equipment
XVI  Nuclear Weapons, Design and Testing Related Items
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XVI  Nuclear Weapons, Design and testing Related Items
XVII  Classified Articles, Technical Data and Defense Services Not Otherwise Enumerated
XVIIl  Directed Energy Weapons
XIX  [Reserved]
XX Submersible Vessels, Oceanographic and Associated Equipment
XXI  Miscellaneous Articles
- Not a USML Item

This is followed by a short description of what is to be provided. Unless otherwise noted in the LOA, all items
listed are in Condition Code A, Serviceable-Issuable without Qualification, or B, Serviceable-Issuable with
Qualification, and are new, used, repaired, or reconditioned material which is serviceable and issuable for its
intended purpose. In some instances, reference to a note in the Terms and Conditions may complement or replace
these codes.

c. The Unit of Issue is normally "EA" (with associated quantity; for example, 40 EA) or “XX” (unit of issue not
applicable; for example, services or several less significant items consolidated under one LOA Item Number), or
blank. When XX or blank, a quantity or Unit Cost is not shown.

d. The Source of Supply Code (SC) in the Articles or Services to be Supplied Section is one or more of the
following:

Shipment from DoD stocks or performance by DoD personnel
From new procurement

From rebuild, repair, or modification by the USG

Mixed source, such as stock and procurement, or undetermined
Excess items, as is

Special Defense Acquisition Fund (SDAF) items

TmXXoWw

e. Availability lead time cited is the number of months (MOS) estimated for delivery of defense articles or
performance of defense services. The lead time starts with Implementation of this Offer, including the conclusion of
appropriate financial arrangements, and ends when items are made available to transportation.

f. Type of Assistance (TA) Codes below may also be found in DoD 4000.25-1-M:

3 Source Code S, R, or E; Cash Sale from Stock with Payment in Advance, based on Arms Export
Control Act (AECA) Section 21(b).

Source Code X; Source Undetermined with Payment in Advance, AECA Sections 21(b), 22(a), 29.
Source Code P; Cash Sale from Procurement with Payment in Advance, AECA Section 22(a).
Source Code S, R, or E, Payment on Delivery; AECA Section 21(d).

Source Code P, Dependable Undertaking with 120 days Payment after Delivery; AECA Section
22(b).

Source Code S, R, or E, Stock Sales with 120 days Payment after Delivery; AECA Section 21(d).
FAA Excess Defense Articles - non-reimbursable, provided under the authority of Section 516 of the
Foreign Assistance Act (FAA) of 1961, as amended.

MAP Merger/USG Grant; FAA Section 503(a)(3).

FMS Credit (Nonrepayable); AECA Sections 23 or 24.

Source Code P; Cooperative Logistics Supply Support Arrangement (CLSSA) Foreign Military Sales
Order (FMSO) I.

Source Code S; CLSSA FMSO |1 stocks acquired under FMSO 1.

FMS Credit; AECA Sections 23 or 24.

~No o1 b~

czZ >

N <

g. Training notes: AP - Annual training program; SP - Special training designed to support purchases of U.S.
equipment; NC - This offer does not constitute a commitment to provide U.S. training; SC - U.S. training
concurrently being addressed in separate LOA; NR - No U.S. training is required in support of this purchase.
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h. Offer Release Codes (Ofr Rel Cde) and Delivery Term Codes (Del Trm Cde) below may also be found in DoD
4500.9-R. The following Offer Release Codes also pertain to release of items for shipment back to Purchaser on

repair LOAS:
A

Y

Freight and parcel post shipments will be released automatically by the shipping activity without
advance notice of availability.

Advance notice is required before release of shipment, but shipment can be released automatically if
release instructions are not received by shipping activity within 15 calendar days. Parcel post
shipments will be automatically released.

Advance notice is required, before release of shipment. Shipping activity will follow up on the notice
of availability until release instructions are furnished. Parcel post shipments will be automatically
released.

The Implementing Agency (I1A) and country representative have agreed that the:

-- A will sponsor the shipment to a country address. Under this agreement, the Freight Forwarder
Code must also contain X and a Customer-within-country (CC) Code must be entered in the Mark
For Code on the front page of the LOA. The MAPAD must contain the CC Code and addresses for
each type of shipment (parcel post or freight).

-- Shipments are to be made to an assembly point or staging area as indicated by clear instructions on
exception requisitions. Under this agreement, the Freight Forwarder Code must contain W. A Mark
For Code may be entered in the Mark For Code space on the front page of the LOA, and the MAPAD
must contain the Mark For Code if the Mark For Address is to be used on the shipment to the
assembly point or staging area.

i. For the following Delivery Term Codes, DoD delivers:

2
4
5
7
8

9

To a CONUS inland point (or overseas inland point when the origin and destination are both in the
same geographic area)

Not applicable (Purchaser has full responsibility at the point of origin. Often forwarded collect to
country freight forwarder.)

At the CONUS POE on the inland carrier’s equipment

At the overseas inland destination on board the inland carrier's equipment

At the CONUS POE on board the vessel or aircraft

At the overseas POD alongside the vessel or aircraft

Delivery Term Codes showing DoD transportation responsibility for repair LOAs are shown below. The LOA will
provide a CONUS address for each item identified for repair. The Purchaser must assure this address is shown on
all containers and documentation when materiel is returned.

o Ow>

o ITOmm

From overseas POE through CONUS destination to overseas POD on board the vessel or aircraft
From overseas POE through CONUS destination to CONUS POE on board the vessel or aircraft
From CONUS POD on hoard the vessel or aircraft through CONUS destination to CONUS POE on
board the vessel or aircraft

From CONUS POD on board the vessel or aircraft through the CONUS destination to overseas POD
on board the vessel or aircraft

Not applicable (Purchaser has complete responsibility.)

From overseas inland point through CONUS destination to overseas inland destination

From overseas POE through CONUS destination to overseas POD alongside vessel or aircraft

(For classified items) From CONUS inland point to CONUS POE alongside vessel or aircraft

(For classified cryptographic items) From CONUS inland point to overseas inland destination
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3. INFORMATION TO BE ENTERED BY THE PURCHASER.

Mark For and Freight Forwarder Codes are maintained in the Military Assistance Program Address Directory
(MAPAD), DoD 4000.25-8-M. The Purchaser Procuring Agency should show the code for the Purchaser's Army,
Navy, Air Force, or other agency that is purchasing the item(s). The Name and Address of the Purchaser's Paying
Office is also required.

a. Mark For Code. This Code should be entered for use in identifying the address of the organization in the
Purchaser country that is to receive the items. This includes return of items repaired under an LOA.

(1) This address will be added by the U.S. DoD to the Ship To address on all freight containers. It will also
appear on items forwarded by small parcel delivery service, including parcel post. The address should include
the port of discharge name and designator (water or air); country name, country service name, street, city, state
or province, and (if applicable) in-country zip or similar address code.

(2) Shippers are not authorized to apply shipment markings. If codes and addresses are not published,
containers will be received at the freight forwarder or U.S. military representative in-country unmarked for
onward shipment with resultant losses, delays, and added costs. The USG will sponsor shipment of this
materiel to FOB U.S. point of origin.

b. Freight Forwarder Code. When Offer Release Code X applies, Code X or W, discussed under Offer Release
Code X above, must be entered.

c. Purchaser Procuring Agency Codes:

B Army
D  AirForce
K Marine Corps
P Navy
T  Other
. FINANCIAL

a. The method of financing is shown in the LOA, Amendment, or Modification. The initial deposit required with
Purchaser signature of the LOA is an integral part of the acceptance.

b. LOA payment schedules are estimates, for planning purposes. DFAS-JAX/IN will request payment in
accordance with the payment schedule unless DoD costs, including 90-day forecasted requirements, exceed
amounts required by the payment schedule. When this occurs, the U.S. will use its best efforts to provide a new
schedule via LOA Modification at least 45 days prior to the next payment due date. The Purchaser is required to
make payments in accordance with quarterly DD Forms 645 issued by DFAS-JAX/IN regardless of the existing
payment schedule.

c. The DD Form 645 serves as the bill and statement of account. An FMS Delivery Listing identifying items
physically or constructively delivered and services performed during the billing period, will be attached to the DD
Form 645. DFAS-JAX/IN forwards these forms to the Purchaser within 45 days before payments are due and
Purchasers must forward payments in U.S. dollars to the USG in time to meet prescribed due dates. Costs in
excess of amounts funded by FMF agreements must be paid by the Purchaser. Questions concerning the content
of DD Forms 645 and requests for billing adjustments should be submitted to the Defense Finance and
Accounting Service, 3801 Collections Center, DFAS-JAX/IN, P.O. Box 269490, Indianapolis, IN 46226-9490.

d. The preferred method for forwarding cash payments is by bank wire transfer to the Department of the Treasury
account at the Federal Reserve Bank of New York using the standard federal reserve funds transfer format. Wire
transfers will be accepted by the Federal Reserve System (FRS) only from banks that are members of the FRS;
therefore, non-U.S. banks must go through a U.S. correspondent FRS member bank. The following information is
applicable to cash payments:
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Wire transfer--

ABA #021030004

U.S. Treasury NYC

Agent Location Code 00003801

Beneficiary DFAS-JAX/IN Agency

Payment from (country or international organization) for Letter of Offer and Acceptance (ldentifier at the
top of the first page of the LOA)

Check mailing address-

DFAS

3801 Collections Center
DFAS-JAX/IN

P.O. Box 269490
Indianapolis, IN 46226-9490

e. To authorize payments from funds available under FMF loan or grant agreements, the Purchaser may be
required to submit a letter of request to the Defense Finance and Accounting Service, 3801 Collections Center,
DFAS-JAX/IN, P.O. Box 269490, Indianapolis, IN 46226-9490. Purchasers should consult applicable FMF
agreements for explicit instructions. Questions pertaining to the status of FMF financing and balances should be
directed to DSCA/CFM.

f: Payments not received by DFAS-JAX/IN by the due date may be subject to interest charges as outlined in
paragraph 4.4.8 of the LOA Standard Terms and Conditions.

0. The values on the LOA are estimates. The final amount will be equal to the cost to the USG. When deliveries
are made and known costs are billed and collected, DFAS-JAX/IN will provide a "Final Statement of Account"
which will summarize final costs. Excess funds will be available to pay unpaid billings on other statements or
distributed as agreed upon between the Purchaser and the DSCA Deputy for Country Financial Management.

h. The Purchaser may cancel this LOA upon request to the IA. If this LOA is canceled after implementation, an
FMS administrative surcharge may be assessed that equals one-half of the applicable FMS administrative
surcharge rate times the ordered LOA value, or the applicable FMS administrative surcharge rate times the actual
LOA value at closure, whichever is higher.

5. CHANGES TO THE LOA. Changes may be initiated by the USG or by requests from the Purchaser. After
acceptance of the basic LOA, these changes will take the form of Amendments or Modifications.

a. Amendments encompass changes in scope, such as those which affect the type or number of significant items to
be provided. Amendments require acceptance by the USG and the Purchaser in the same manner as the original
LOA.

b. Modifications include changes that do not constitute a change in scope, such as increases or decreases in
estimated costs or delivery schedule changes. Modifications require signature only to acknowledge receipt by the
Purchaser.

¢. When signed, and unless alternate instructions are provided, copies of Amendments and Modifications should
be given the same U.S. distribution as the basic LOA.

d. Requests for changes required prior to acceptance by the Purchaser should be submitted to the IA for
consideration. Any change made by the Purchaser and not authorized by the IA is considered a counteroffer. See
DoD 5105.38-M for more information.

6. CORRESPONDENCE. Questions or comments regarding this LOA should identify the Purchaser request
reference and the identification assigned by the 1A within the Department of Defense.
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Figure C5.F5. Instructions for Preparing a Letter of Offer and Acceptance (LOA)

Instructionsfor Preparing a Letter of Offer and Acceptance (LOA)

1. Case Identifier. Each case includes a unique case identifier (i.e., XX-X-XXX) composed of the country code, the
Implementing Agency code, and a case designator. The case designator is a three-position code assigned by the
Implementing Agency. The chart below shows the current first-position letters used by the Implementing Agencies
to assign case designators. This chart is for information purposes only and does not mandate use of these first-
position letters. Case designations are the responsibility of the Implementing Agency.

U.S. Army

B Repair Parts

G SELPO/Communications
Security

H Construction (Corps of

Engineers)

SDAF

K Foreign Military Sales Order

(FMSO) I and 11

Medical (U.S. Army Medical

Materiel Agency)

Coproduction

Training (TRADOC)

Planning

Materiel/Services (from U.S.

activities located in Europe

S Materiel/Services (from U.S.
Army Security Assistance
Agency — Latin America)

T Publications

U-Z Materiel/Services provided
from various AMCOM
Materiel Readiness Commands
(including but not limited to
system package sales,
munitions, spare parts,
equipment, technical services,
maintenance, etc.)

[

<

O TV OoZz

U.S. Navy
A Ammunition and Other
Explosives
B-C Individual Spares and
Components

G Technical and

Engineering Services

Direct Requisitioning

Procedures

K FMSO (KA or KS -
FMSO | and KB-KR or
KT-KW - FMSO Il

L Major End Items
(components and
equipment)

M  Repair and Return

P Cartridge Actuated

Devices (CAD),

Propellant Actuated

Devices (PAD),

Aircrew Escape

Propulsion Systems

(AEPS)

Open End

Requisitioning

Procedures

Weapon System Sale

(Ship or Aircraft)

T  Training

Z Leases

Pyl

o0 w>

A I OTm

N-<><§<—|(D:UO'UOZ§I_

U.S. Air Force

Munitions (AFLC)
Munitions (Non-AFLC Managed)
CAD/PAD

Communication/ Electronic System
Sale

Equipment

Training Films & Film Strips
AFLC Services
Transportation, PC&H Support
Aircraft Ferry

FMSO (KA - FMSO | and KB-KW —
FMSO Il

Equipment

Maintenance

Special Support

Communications Security (COMSEC)
Publications

AFLC System Sale

Spares

Aircraft System Sale

Training

Class 1V Modifications

Class V Modifications

Special Financial

USAF System Sale (Missiles, etc.)
Leases

2. Purchaser’s Reference. The LOR date, serial number, etc. is entered in the “Based on” field.

3. Term(s) of Sale. Term(s) of Sale indicate when payments are required and whether the LOA is financed with
cash or credit. Chapter 9, Table C9.T8. provides details on the various types. The terms must be recorded on the
first page of each LOA. Cases that include multiple sources of funding must list all sources and include a dollar

breakout for each credit term used.

4. DSCA Congressional Notification Transmittal Number. Include the DSCA transmittal number used in the

statutory Congressional notification (e.g., Congressional Notification 92-15) when applicable. When multiple
notification numbers apply, they must all be listed.
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Instructionsfor Preparing a L etter of Offer and Acceptance (LOA)

5. Offer Expiration Date (OED). Each LOA document includes an OED indicating the last date on which the
purchaser may accept the offer. The OED is normally 85 days (25 days for administrative processing and 60 days
for country review) from Military Department Approval (MILAP) in the Defense Security Assistance Management
System (DSAMS), except for countries that have been approved a longer OED as reflected in the below chart. For
countries listed in the chart below with an OED longer than 85 days, the country review time is the OED minus 25
days.

Long OEDs: Requests for OEDs longer than the approved timeframes reflected in the below chart may be
considered on a countrywide or case-by-case basis. The purchaser submits these requests to the applicable
Implementing Agency. If the Implementing Agency concurs, it enters a case remark in the DSAMS that the LOA
document contains an OED that is longer than the approved timeframes reflected in the below chart, and forwards it
to DSCA for approval. The validity of the data may decrease as the length of time from offer increases. The chart
below reflects the current country level timeframes that should be used unless an exception is granted.

Short OEDs: Short OEDs are used for USG driven requirements (e.g., where the price estimates are dependent on
contract award by a certain date). Short OEDs should not be used for purchaser-driven needs or as a means to
expedite LOA documents through the review and countersignature process. If the purchaser has less than the OED
minus 25 days, the Implementing Agency must include the mandatory short OED LOA note (see Table C5.T5.).
The standard OED is used even when it is anticipated that the purchaser may accept the LOA document early.
Using the standard OED allows the purchaser to accept the LOA document early (e.g., purchaser driven needs such
as internal budget requirements, etc.), but also allows the purchaser the normal review time when early acceptance
does not occur. This eliminates unnecessary pen and ink changes that are required to revise the OED when early
acceptance does not take place.

Country Number of Days from I mplementing Agency Signatureto OED
Egypt 115
Germany 115
Greece 115
Indonesia 145
Israel 115
Italy 130
Korea 120
Kuwait 140
Morocco 115
Pakistan 115
Philippines 145
Portugal 120

180 (Air Force cases)
180 (Navy Cases)

Saudi Arabia 140 (Army Cases)
150 (all other cases)

Spain 115

Turkey 100

Yemen 115

All Others 85

6. Item Number. Each case includes three position numeric case line numbers (e.g., 001, 002, etc.).

7. Description/Condition Field. For each line item this field shall include a Generic Code and Military Articles and
Services List (MASL) line data, NSN or part number (if applicable), MDE (Y)/non-MDE (N) code, a description of
the articles or services, whether the materiel is classified or unclassified, and the condition code (if other than Al
condition) or reference to a note in which the condition is shown. Appendix 4 contains the entire list of Generic
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Instructionsfor Preparing a L etter of Offer and Acceptance (LOA)

Codes. References to other information within the LOA may also be included, e.g., for weapon systems, the
reference may relate to an attachment or note of the LOA that includes more descriptive information.

The LOA shall contain a separate line for each article with a MASL line that is measured in units (i.e., unit of issue
“EA”). Any MDE items shall be listed separately on the LOA---they may not be “buried” within a line item for
Non-MDE equipment. For LOAs with more than one significant article or service, lines are listed in order from
most to least substantial. After the major items, the remaining lines are in order by generic code. The purpose of
this order is for ease of reading. If there are compelling reasons for listing the lines in a different order, the
Implementing Agency may decide to do so on a case-by-case basis.

Sublines may be used to the extent they are compatible with MASL breakout and reporting by generic code.
Sublines are identified with a lower case alpha character in this field.

8. Quantity, Unit of Issue, and Unit and Total Costs. This information is entered, as applicable. Total costs for each
line are always in whole dollars. See DoD 7000-14.R (reference (0)), Volume 15, Chapter 7 for information on how
to price.

9. SC/MOQOS/TA or Notes. This column includes the supply code (also referred to as the Source of Supply (SOS)
code), the availability (estimated number of months from acceptance to when items are available), Type of
Assistance (TA) code, and training notes. These terms are defined in the LOA Information attached to each LOA.
See Figure C5.F4.

10. Offer Release Code (ORC). This code specifies notification requirements prior to shipment and shall be
compatible with the Delivery Term Code. See Figure C5.F4. for a complete list of ORCs. More than one code may
apply for each line item.

11. Delivery Term Code (DTC). This code specifies who is responsible for transportation and how far items are
transported. The percentage associated with this code is used to compute the transportation charges in Block 11.
See Figure C5.F4. for a complete list of DTCs. More than one code may apply for each line item although it is
recommended that different lines/sublines be used to facilitate different computations.

12. Charges on the LOA. Chapter 9 and DoD 7000-14.R (reference (0)), Volume 15, Chapter 7 identify specific
pricing policies for FMS cases. The LOA includes a Net Estimated Cost that represents the total of all line items on
the case. Separate entries identify Packing, Crating, and Handling (PC&H), Administrative, Transportation, or other
accessorial charges that are included. These figures are added to the Net Estimated Cost to provide a Total
Estimated Cost. With the exception of the CAS and administrative surcharge, the percentage rate used for
determining accessorial costs should not be indicated in the LOA. A note is included indicating the percentage of
CAS and administrative surcharges that are applied against each line item (see Table C5.T5.). When calculating the
administrative surcharge, if the calculated amount is less than $15,000, a Small Case Management Line (SCML)
must be added as a line item on the case to recover the difference between the calculated administrative surcharge
and $15,000. See paragraph C9.4.7. for more information on the SCML.

13. Estimated Payment Schedule. Unless the initial deposit constitutes the total value of the LOA, each LOA shall
include a payment schedule. This payment schedule shows the calendar dates when each payment is required and
the amount due on each calendar date. The total of these amounts is equal to the amount reflected on the LOA
“Total Estimated Cost” line. See Chapter 9, section C9.9. for more information on payment schedules.
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Instructionsfor Preparing a L etter of Offer and Acceptance (LOA)

14. Ordering of LOA Notes. Notes should be included to provide detailed information about what is being sold.
Table C5.T5. provides information on mandatory notes. To ensure consistency, notes should be included in the
following order.

Order Description

1 Line item description notes. Each line should have a separate item description
note. The sample LOA in Figure C5.F2. has five lines so there are five item
description notes. If all line item description information fits beneath the MASL
description, a line item description note is not required. If any one line item
requires a line item description note, a line item description note shall be
included for each line item.

2 Case unique notes, e.g., description of the system, any purchaser responsibilities.

3 Mandatory notes unique to the system being sold, e.g., MANPADS, COMSEC,
and Anthrax Vaccine.

4 Notes regarding waivers, e.g., CAS, NC, Administrative Surcharge, etc.

5 Standard notes required on all cases, e.g., Administrative Surcharge, CAS, NC,

Accessorial Charges, and Supply Discrepancy Report Time Limits. The
Administrative Surcharge note should be the last note on the LOA.

C5.4.8.2. LOA Notes/Supplemental Information. Standard Terms and Conditions must
be supplemented with additional items or notes for each offer in order to make obligations clear.
Notes in LOAs provide more detailed information concerning items or services being offered.
When LOAs are prepared before details are known, notes include general coverage of this
information and an estimate of when specific information on these topics can be provided to the
purchaser. These notes may be shared in advance with the purchaser to ensure any purchaser-
unique requirements are accommodated. Deviations from the LOR, extraordinary reservations
concerning the price quoted, and the extent to which either the price or availability is dependent
on action to be taken by the USG (e.g., selection of equipment for U.S. Forces) are examples
where further explanation should be included. Advice should be obtained from the
Implementing Agency legal office when special circumstances require an expansion of standard
or supplemental indemnity clauses included in this Manual. Table C5.T5. lists the notes that
should be included in LOAs as indicated. The “Note Usage” column of this table is intended to
show when the note should be included on an LOA, Amendment, and Modification. This
column is NOT intended to show when an Amendment or a Modification should be used. See
Chapter 6, section C6.7. for information on determining which document is appropriate. See
Figure C5.F5., #14, for guidance on the ordering of notes within an LOA.

C5.4.8.3. Combining Requirements. LOAs for major systems or end items should
include supporting items and services vice negotiating separate LOAs for these items and/or
Services.

C5.4.8.4. Estimated Delivery Schedule. The MOS (months) entry on the LOA provides
the estimated lead-time from the LOA acceptance date to the delivery date of the materiel or to
the dates when services are provided. A schedule of estimated in-country or CONUS equipment
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deliveries by month is provided for major end items. When the purchaser’s request or program
schedules require that items not be delivered or services not be performed earlier than a specified
date, this must be stated in the LOA notes.

C5.4.8.5. Permanent Change of Station (PCS) Costs. The Implementing Agency notifies
the SCO by message of requirements for assignment of PCS (but not TDY) personnel to the
purchaser country, including projected start date and duration, number by rank or grade and
specialty, and in-country location. The DSCA (Operations Directorate), the Combatant
Command, Secretary of State (Resource Management (RM) and PM/RSAT), and the U.S.
Embassy are information addressees. The SCO coordinates with the U.S. Chief of Mission and
reports PCS personnel support cost data, as well as obstacles to their acceptance or support, to
the Implementing Agency. The Implementing Agency includes PCS personnel support costs in
the LOA and advises of the PCS requirement and of any support problems in the cover letter
when the LOA is transmitted to DSCA for countersignature. LOAs that include PCS or TDY
personnel should specify to the extent known:

C5.4.8.5.1. The number of personnel who will perform the task.
C5.4.8.5.2. Planned dates of arrival and departure.
C5.4.8.5.3. In-country destination and home station.

C5.4.8.5.4. Extent of in-country travel required.
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Table C5.T5. Letter of Offer and Acceptance (LOA) Notes
NOTICE:

The “Note Usage” row of this table is intended to show when the note should be included on
an LOA, Amendment, and Modification. This table is NOT intended to show when an
Amendment or a Modification should be used. See Chapter 6, Section C6.7. for information
on determining which document is appropriate.

Accessorial Charges
Note Usage
Mandatory for LOAs that include accessorial charges (e.g., PC&H, transportation).
Mandatory for Amendments and Modifications even if the Accessorial Charges are not affected by the changes
being made.
See Chapter 9, section C9.5.
Note Text
“A [insert type of charge] charge has been applied to the applicable portions of line item number(s) [insert
applicable line item numbers].”
Note: Repeat this sentence as needed for each separate charge. All of the accessorial charges may be included
in a single note with each charge listed separately within the note.
For example:
a. A transportation charge has been applied to the applicable portions of line item numbers 003 and 005.
b. APC&H charge has been applied to the applicable portions of line item numbers 001 and 052.
If the Transportation Cost Look-Up Table (Appendix 2) is used to determine transportation costs, the following
sentence should be included within this note: ‘The Transportation Cost Look-Up Table (Appendix 2 of the
SAMM) was used to calculate transportation charges on line item number(s) [insert applicable line item
number].””

Administrative Surcharge
Note Usage
Mandatory for LOAs (including Pseudo LOAS) that include administrative surcharges.
C5.1.1. Mandatory for Amendments and Modifications even if the administrative surcharges are not affected by
the changes being made.
See Chapter 9, section C9.5.
Note Text
“An administrative surcharge of 3.8% has been applied to lines [insert applicable line numbers].”
And/or
“An administrative surcharge of 2.5% has been applied to lines [insert applicable line numbers].”
And/or
“An administrative surcharge of 3% has been applied to lines [insert applicable line numbers].”
And/or
“An administrative surcharge of 5% has been applied to [insert applicable line numbers].”
And/or

“An administrative surcharge has not been applied to lines [include applicable line numbers].”
Only include the percentages that are included on the case.

Administrative Surcharge Waiver — NAM SA
Note Usage
Mandatory for NAMSA LOAs that have waived administrative surcharges.
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Mandatory for Amendments and Modifications even if the administrative surcharges are not affected by the
changes being made.

See Chapter 9, subparagraph C9.6.1.2.

Note Text

“This LOA is in support of [insert title of the weapon system partnership agreement or NATO/SHAPE project].
Administrative charges, to include any Small Case Management Line (SCML) value, waived on this LOA will
be reimbursed to the FMS Admin Account from Program 10 funds controlled by the U.S. Mission to NATO,
[insert reference describing U.S. Mission to NATO documentation]. Administrative charges are waived by the
Director, DSCA, under the provisions of Section 21(e)(3)(A) of the AECA.”

Administrative Surcharge Waiver —NATO AWACS
Note Usage
Mandatory for LOAs in support of the NATO AWACS Acquisition program under the AWACS MOU as
defined in 10 U.S.C. § 2350e to be the Multilateral Memorandum of Understanding (MOU) Between the NATO
Ministries of Defense on the NATO E-3A Cooperative Programme signed December 6, 1978 and the
Addendum to the 1978 MOU signed December 7, 1990. Also see the MOU for Operations and Support of the
NATO Airborne Warning and Control Force, signed September 26, 1984 and any other follow-on support
agreement for the NATO E-3A Cooperative Programme.
Mandatory for Amendments and Modifications even if the administrative surcharges are not affected by the
changes being made. Specifically for country code “W1” LOAs.
Note Text
This LOA is in support of the NATO AWACS Acquisition program under 10 U.S.C. § 2350e. Any surcharge
for administrative services, to include Small Case Management Line (SCML), otherwise chargeable totaling
[insert dollar value] are waived on this LOA and are not reimbursed as authorized by 10 U.S.C. § 2350e and the
waivers in the SECDEF Memoranda, dated 18 April 1997 and 13 December 1979.”

Administrative Surcharge Waiver — Reciprocal Training Agreements
Note Usage
Mandatory for LOAs that have waived administrative surcharges, indirect costs and costs of billeting of trainees
on non-dedicated training based on reciprocal training agreements. Reimbursement of waived costs may be
required to be made from appropriations available to the DoD.
Mandatory for Amendments and Modifications even if the administrative surcharges are not affected by the
changes being made.
See SAMM Table C10.T4. for applicable agreements.
Note Text
This LOA provides non-dedicated training on line item(s) [insert line item numbers] under reciprocal training
agreement [insert title of the agreement] effective [enter effective date of the agreement] authorized under the
provisions of Section 21(g) of the AECA (22 U.S.C. § 2761(g)). Administrative surcharges, [insert “to include
the Small Case Management Line (SCML) value” if administrative surcharges have been waived on the entire
case] totaling [insert dollar value] are applicable to the non-dedicated training on this LOA. The waived
administrative surcharges will be reimbursed by [insert organization name] and have been reserved on [insert
miscellaneous obligation document number].

Administrative Surcharge Waiver — EURO/NATO Joint Jet Pilot Training (ENJJPT)
Note Usage

Mandatory for LOAs in support of the ENJIPT program under the EURO-NATO Joint Jet Pilot Training
(ENJJPT) Program, dated 9 December 1980, as amended.

Mandatory for Amendments and Modifications even if the administrative surcharges are not affected by the
changes being made.
Note Text
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This LOA is in support of EURO/NATO Joint Jet Pilot Training (ENJJPT) under EURO-NATO Joint Jet Pilot
Training (ENJJPT) Program, dated 9 December 1980, as amended, as authorized under the provisions of section
21(g) of the AECA (22 U.S.C. § 2761(g). Administrative surcharges, to include any Small Case Management
line (SCML) value, totaling [insert dollar value] are waived on this LOA and are not reimbursed as set out in the
DEPSECDEF Memorandum dated 11 October 1979.

Advanced M edium-Range Air-to-Air Missiles(AMRAAM) Classified Defense Articles
Note Usage

Mandatory for LOAs that include AMRAAM missiles or AMRAAM Guidance Control Sections (GCS).
Mandatory for Amendments and Madifications that add AMRAAM missiles or AMRAAM GCSs.

Mandatory for Amendments that add no additional AMRAAM missiles or AMRAAM GCSs if the note on the
current implemented version of the case varies from this text.

See Chapter 8, paragraph C8.3.6.
Note Text

1. The Purchaser agrees to adhere to the security requirements associated with the Advanced Medium Air-to-
Air Missile (AMRAAM) as outlined in the following paragraphs. The Purchaser agrees to perform
inventory checks and allow United States Government (USG) inventory verifications.

2. The AMRAAM shall be stored in facilities that are at least equivalent in strength to U.S. Air Force (USAF)
requirements. Specific requirements for storage shall be agreed upon and met prior to delivery of the
missile system. USG representatives shall be allowed to verify security measures and procedures prior to
the delivery of AMRAAMS.

a. Physical Security/Access Controls: Perimeter fencing, lighting for exterior doors and along perimeter
barriers, doors, locks, keys, alarms, and surveillance will be in accordance with USG requirements.
AMRAAM missiles and components will be stored in structures in which all entrances, exits, or other
openings like ventilation systems are physically guarded or alarmed. The standards will at least meet the
following:

(1) Magazines. Reinforced concrete, arch type, earth covered where construction is at least equivalent in
strength to the requirements of Chapter 5, DoD 6055.9-STD, “Ammunition and Explosive Safety
Standards,” October 2004, will be used for storage (standards of which will be provided to the
purchaser).

(2) Lighting. Lighting will be provided for exterior doors and along perimeter barriers. Security lighting
requirements will conform to the ammunition and safety requirements (standards will be provided to
the purchaser).

(3) Doors, Locks, and Keys. Exterior doors will be class five steel vault doors secured by two key-
operated high security padlocks and a high security shrouded hasp. Keys will be secured separately
to ensure effective two-man control of access (i.e., two authorized persons must be present to enter).
Use of a master or multiple key system is prohibited.

(4) Eencing. Fencing will be six foot (minimum) steel chain link with a one-foot overhang mounted on
steel or reinforced concrete posts over firm base. Clear zones will be established 30 feet inside and
12 feet outside the perimeter.

b. Inventory and Accountability Documentation: The Purchaser agrees that all AMRAAM will be 100%
inventoried (missile to serial number) on a semi-annual basis. Purchaser will have procedures in place
that provide a continuous accounting of missile receipt, transfer, storage, shipment, and/or destruction/
demilitarization. Inventory and accountability documentation maintained by the Purchaser shall be
retained throughout the period of ownership and will be made available for review upon USG request.

c. Storage of Hardware and Technical Data: Storage of AMRAAM hardware and technical data will meet
U.S. standards for safeguarding the missile. The Purchaser will maintain strict accountability records on
all classified information provided by the USG related to AMRAAM missiles including extracts and
copies. These records will include documentary evidence of any AMRAAM s that are lost or destroyed.
Such records shall, to the extent possible, be centralized.

3. The Purchaser will report immediately to Security Cooperation Organization or other appropriate USG
representative any allegations, confirmed or unconfirmed, of AMRAAM missile hardware, technology or
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software released, or compromised to unauthorized nationals, third country nationals, or a foreign
Government. The Purchaser will also report any allegation, report, or evidence of unauthorized attempts to
collect information on the AMRAAM Program.

4. Military or civilian employees of the Purchaser at military establishments will accomplish operational and
intermediate level maintenance. Third-country nationals, industries or their representatives will accomplish
no maintenance functions unless approved in writing by the USG.

5. Prior to the delivery of the missiles, the USG will conduct an in-country site survey of all facilities of the
Purchaser designated for storage of the AMRAAM Weapon System, that includes the missile and all
support equipment such as loaders, trailers, and cable harnesses. The site survey team recommendation will
be reported to the appropriate organization identified by the Purchaser in accordance with DoD 5105.38-M,
Security Assistance Management Manual.

6. The USG will provide to the Purchaser a security checklist and serial numbers that will be referenced during
the initial site survey and throughout the life of the AMRAAM Weapon System. The checklist is used to
indicate the integrity of security measures in place for AMRAAM storage. Deficiencies identified during
the initial site survey must be corrected prior to any AMRAAM deliveries. The Purchaser agrees to adhere
to security requirements associated with the AMRAAM system for the life cycle of the systems.

7. The scope of the review will include but not limited to, an inventory of missiles listed in this offer by serial
number, a review of security controls and procedures, inventory and accountability documentation,
distribution of assets (i.e. a plan for in-country movement or plan for repair and return), transportation,
access controls, storage of hardware and technical data.

8. Transportation of the AMRAAM will meet U.S. standards for safeguarding classified material in transit.
The transportation plan must be coordinated and approved by Air Force Material Command Security Office
prior to delivery of the AMRAAM to Purchaser.

9. The purchaser will obtain USG disposition instructions that either direct transporting AMRAAM missile
sections back to the USG or another designated staging area, and/or comprehensive guidance on
demilitarization/ disposal management for in-country incineration. The USG disposition instructions
indicate parties in the USG that must be contacted prior to any demilitarization/ disposal effort.

Air Intercept Missile-9X (AIM-9X); Category 111 Missile
Note Usage

Mandatory for LOAs that include AIM-9X missiles, Guidance Units (GU), Captive Air Training Missiles
(CATM), and Special Air Training Missiles (NATM).

Mandatory for Amendments and Modifications that add AIM-9X missiles, GUs, CATMs, and NATMs.
Mandatory for Amendments that add no additional AIM-9X missiles, GUs, CATMS, or NATMS if the note on
the current implemented version of the case varies from this text.

See Chapter 8, paragraph C8.3.7.
Note Text

1. The AIM-9X weapon system is accorded Category |11 protection as addressed in Department of Defense
(DoD) 5100.76-M “Physical Security of Sensitive Conventional Arms, Ammunition, and Explosives,”
current version. AIM-9X subsection spares, specifically the Guidance Unit (GU) subsections for both the
Tactical and Captive Air Training Missile (CATM), are accorded Category |l storage protection with an
intrusion detection system (IDS) or are continuously manned or under constant surveillance in such a
manner that unauthorized entry into and around the storage structures can be detected. The Purchaser agrees
to adhere to the security requirements as outlined in the following paragraphs and will ensure that these
requirements are conveyed to any unit and/or personnel having custody of these items and to their higher
headquarters.

2. The weapon system shall be stored in facilities that are at least equivalent in strength to United States
Government (USG) requirements. USG representatives shall be allowed to verify security measures and
procedures prior to the delivery of the weapon system. The Purchaser also agrees to perform inventory
checks and allow USG inventory verifications.

a. Inventory and Accountability Documentation: Purchaser will have procedures in place that provide a
continuous accounting of missile and/or GU receipt, transfer, storage, shipment, and/or
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destruction/demilitarization. The Purchaser agrees to inventory 100% of the missiles and/or GUs on this
Letter of Offer and Acceptance (LOA) on the following schedule: 1) Unit (Squadron) Level, 100%
quarterly count, and 2) Base Level, 100% semi-annual inventory by serial number. The USG will be
permitted, at its discretion, to conduct an assessment of accountability measures and, if required,
inventory 100% of all missiles and/or GUs transferred under this LOA. Inventory and accountability
documentation maintained by the Purchaser shall be retained throughout the period of ownership and will
be made available for review upon USG request. Purchaser will immediately notify the USG (through the
Security Cooperation Organization (SCO) to the Defense Security Cooperation Agency (DSCA)) of any
missile expenditures, compromises, or losses and provide necessary assistance if the USG desires to
initiate recovery operations.

b. Storage of Hardware and Technical Data: Storage of missile hardware and technical data will meet U.S.
standards for safeguarding the missile. The Purchaser will maintain strict accountability records on all
classified information provided by the USG related to the missiles, including extracts and copies. These
records will include documentary evidence of any weapon systems or subsections that are lost or
destroyed. Such records shall, to the extent possible, be centralized.

3. The Purchaser will report immediately to the SCO or other appropriate USG representative any allegations,
confirmed or unconfirmed, of missile hardware, technology or software released or compromised to
unauthorized nationals, third country nationals, or a foreign government. The Purchaser will also report any
allegation, report, or evidence of unauthorized attempts to collect information on the missile program.

4. Organizational “O” and Intermediate “I”” Level Maintenance: Military or civilian employees of the Purchaser
will accomplish organizational and intermediate level maintenance, if authorized. Third-country nationals,
industries, private entities or their representatives cannot perform maintenance functions unless approved in
writing by the USG. Such access requires explicit Department of State (PM/RSAT) retransfer approval and
appropriate end-use assurances. Upon approval by the USG, the Purchaser’s industry access to AIM-9X
will be limited to oral and visual information necessary to integrate the AIM-9X on the Purchaser’s aircraft.
A list of the Purchaser’s industry personnel authorized access to AIM-9X will be maintained by the
Purchaser and a copy of such list will be provided to the USG, as required.

5. Depot Level Maintenance: Missiles or subsections that require depot level repair will be transported to
designated depot level repair facilities in the United States under proper security procedures.

6. Site Survey: Prior to the delivery of the missiles, the USG will conduct an in-country site survey of the
physical security measures at all facilities of the Purchaser designated for storage or maintenance of the
weapon system. Specific physical security requirements shall be documented and agreed upon during the
site visit and implemented prior to delivery of the missile system. This includes the missile and all specific
peculiar support equipment.

a. The USG will provide to the Purchaser a security checklist that should be referenced during the site
survey and throughout the life of the weapon system. The checklist is used to indicate that the integrity of
security measures in place for weapon system maintenance and storage will ensure the same level of
security protection as the USG.

b. The Implementing Agency (1A) shall certify that the Purchaser’s facilities meet physical security
requirements and provide correspondence documenting that certification to the Purchaser. The IA will
provide the Purchaser a pre-delivery physical security report that identifies deficiencies and corrective
actions. Deficiencies identified during the site survey must be corrected prior to the 1A authorizing
missile shipment to or missile storage at a specific facility.

c. The Purchaser agrees to adhere to security requirements associated with the weapon system for the life
cycle of the systems. The Purchaser agrees to allow USG verification of security arrangements for the
protection of the weapon system on both a scheduled and unscheduled basis.

7. End-Use Monitoring: The Purchaser understands that this weapon system has been designated for Enhanced
End-Use Monitoring. This will include, but not be limited to, a USG inventory of missiles and/or GUs
listed in this offer by serial number (inventory checks may require the missile(s) to be shrouded from view),
and a USG review of security controls and procedures, inventory and accountability documentation,
distribution of assets (i.e., a plan for in-country movement) or plan for repair and return, transportation,
access controls, storage of hardware and technical data.

8. Transportation of the weapon system will meet U.S. standards for safeguarding classified material in transit.
The transportation plan must be coordinated and approved by Naval Air Systems Command (NAVAIR)
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Security Department prior to delivery of the weapon system to the Purchaser.

9. The Purchaser will obtain USG disposition instructions that either direct transporting missile(s), or
subsections if “I”” level maintenance is authorized, back to the USG or another designated staging area,
and/or provide comprehensive guidance on demilitarization/disposal management for in-country
incineration. The USG disposition instructions will indicate parties in the USG that must be contacted prior
to any demilitarization/disposal effort.

Aircraft Ferrying

Note Usage

Mandatory for LOAs that involve ferrying of aircraft.

Mandatory for Amendments and Modifications that add Aircraft Ferrying to the case.

See Chapter 7, paragraph C7.5.4.

Note Text

“A. The USG will provide for ferrying of aircraft to point of delivery specified in this LOA.

*B. In order to carry out the purpose of this LOA, the USG will accept title to the aircraft from the contractor,
and title to the aircraft will remain with the USG until arrival at the point of delivery, at which time title
passes to the purchaser.

*C. The aircraft will be marked with appropriate USG markings. The purchaser is liable for the cost of placing
such markings on the aircraft and is responsible for removing such markings upon passage of title to the
purchaser.

D. The USG will not be subject to or held liable for any import fees, duties, or other charges levied by the
purchaser.

E. Date of delivery to destination will be contingent upon the receipt of necessary over flight and other
clearances.

F. The purchaser is liable for all enroute costs including, but not limited to, any maintenance required to ensure
that the aircraft are in a safe condition, in accordance with current USG regulations, prior to flight.

G. Itis agreed that there will normally be no USG/purchaser splits in crews. Any USG/purchaser split in crew
composition must be approved by based upon a request submitted by the purchaser
setting forth the reasons for the request, the desired crew composition, and the aircraft qualifications of
proposed crew members of the purchaser. If split crews are used, the aircraft commander must be an officer
of the USG who will have command and control over the aircraft. If more than one aircraft is being ferried,
the designated flight leader will be an officer of the USG and will have command and control over all
aircraft.”

* NOTE: When the USG is to ferry purchaser-owned aircraft, replace B. and C. above with the following:

“B. In order to carry out the purpose of this LOA, the purchaser grants the USG possession of the aircraft. The
title to the aircraft will remain with the purchaser.

C. The aircraft will be marked with appropriate USG markings. The purchaser is liable for the cost of placing
such markings on the aircraft and is responsible for removing such markings.”

Ammunition and Other Explosives
Note Usage
Mandatory for LOAs that include ammunition or explosives.
Mandatory for Amendments and Modifications that add ammunition or explosives to the case.
See Chapter 7, section C7.17.
Note Text

“The USG is a self-insurer and, in this connection, your attention is invited to Standard Terms and Conditions
1.2 and 3.1. The Department of Defense shall employ the same inspection procedures for ammunition and other
explosives as would be used in the procurement of these types of items for itself. Lot production of ammunition
and other explosives, however, carries risks associated with the items’ resultant performance. This risk is
assumed by the USG in procurement for its own use, and this risk is also assumed by the purchaser in
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procurement for its use under this Offer. Accordingly, financial restitution will not be made for claims made on
SF 364 Supply Discrepancy Report (SDR) (see Standard Condition 5.4) for deficiencies pertaining to these
items unless such claims involve damage due to USG actions with respect to compliance with applicable
inspection criteria and procedures, or USG actions with respect to packing, crating, handling, or transportation,
or unless the USG can obtain equal restitution from its contractor.”

Anthrax Vaccine
Note Usage
Mandatory for LOAs selling anthrax vaccine.
Mandatory for Amendments and Modifications that add anthrax vaccine to the case.
Note Text
“The purchaser agrees the U.S. Government will not incur liability for adverse reactions, morbidity, mortality,
or any other actual or possible consequential damages resulting from use, storage, or handling of anthrax
vaccine by the purchaser, to include acts or omissions of its officials, agents, or employees. The purchaser
further agrees to indemnify and hold harmless the U.S. Government for any and all liability in the event liability
is incurred.”

Anti-Tamper (AT) Measures
Note Usage
Effective January 1, 2011, may no longer be used on Basic LOAS as note wording has been incorporated into
the Standard Terms and Conditions.
Mandatory for Amendments and Modifications to Basic LOAs with a CWD Approval Date prior to January 1,
2011, that add materiel to a case that previously included only services.
Note Text
“The United States Government (USG) may incorporate Anti-Tamper (AT) protection into weapon systems and
components that contain Critical Program Information (CPI). The AT protection will not impact operations,
maintenance, or logistics provided that all terms delineated in the system technical documentation are
followed.”

Associated L ease
Note Usage
Mandatory for LOAs that are in support of a lease.
Mandatory for Amendments and Modifications that add lease support to the case.
See Chapter 11, section C11.10.
Note Text
“This case is in support of lease [insert lease designator XX-X-XXX].”

Authority for Sale— FAA, Section 607
Note Usage
Mandatory for Pseudo LOAs under the authority of FAA, section 607.
See Chapter 11, section C11.6.
Note Text
“This sale is made under the authority of the U.S. Foreign Assistance Act (FAA) of 1961 and the Determination
hereunder, a copy of which is attached to this Offer and Acceptance. Any reference in this Letter of Offer and
Acceptance to the United States Arms Export Control Act, to defense articles, and to defense services shall be
construed instead to be a reference to FAA, section 607 and the Determination hereunder. All other terms,
conditions, and procedures under this Offer and Acceptance apply to this transaction.”
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Authority for Sale— FAA, Section 632
Note Usage

Mandatory for Pseudo LOAs under the authority of FAA, section 632.

See Chapter 11, section C11.7.

Note Text

“This sale is made under the authority of section 632 of the United States Foreign Assistance Act (FAA) of
1961. Any reference in this Letter of Offer and Acceptance to the United States Arms Export Control Act, to
defense articles, and to defense services shall be construed instead to be a reference to FAA, section 632.”

Authority for Sale— NDAA, Section 1004/1033
Note Usage
Mandatory for Pseudo LOAs under the authority of NDAA, section 1004/1033.

See Chapter 11, section C11.3.

Note Text

“This sale is made under the authority of [insert: Section 1004 of the 1991 National Defense Authorization Act,
(Public Law 101-510) or Section 1033 of the 1998 National Defense Authorization Act (Public Law 105-85)].
Any reference in this Letter of Offer and Acceptance to the United States Arms Export Control Act, to defense
articles, and to defense services shall be construed instead to be a reference to NDAA, Section [insert 1004 or
1033].”

Authority for Sale—P.L. 110-252, 122 Stat. 2398 for CRSP
Note Usage
Mandatory for all CRSP cases under P.L. 110-252, 122 Stat. 2398 Pseudo LOAs.
Note Text
“This sale is made under the authority Coalition Support Funds of P.L. 110-252, 122 Stat. 2398. Any reference
in this Letter of Offer and Acceptance to the United States Arms Export Control Act, to defense articles, and to
defense services shall be construed instead to be a reference to Coalition Support Funds P.L. 110-252, 122 Stat.
2398 and to the United States Arms Export Control Act. Any reference in this LOA to “purchaser” shall be
construed as a reference to the Department of Defense.”

Cargo Preference Act
Note Usage
Mandatory for LOAs when the term of sale is FMS Credit (Non-Repayable) and/or for LOASs that transfer Grant
EDA.
Mandatory for Amendments and Modifications when the term of sale is FMF Credit (Non-Repayable) and/or
for Amendments or Modifications that transfer Grant EDA.

See Chapter 7, paragraph C7.12.
Note Text

“All items transferred under Section 516 of the FAA or purchased with Foreign Military Financing (FMF)
Credit (Non-Repayable) that are transported by ocean carriers must comply with the U.S. Cargo Preference Act.
Recipient countries must use U.S. flag vessels for the shipment of all FAA Section 516 materials or materials
purchased with FMF Credit (Non-Repayable) unless the Maritime Administration (MARAD) grants a non-
availability waiver or DSCA grants a general or security waiver. MARAD will assist in working with the
recipient country to determine availability of U.S. vessels from the port of shipment to the delivery port in the
recipient country. Shipment options, utilizing U.S. flag exclusively, or in conjunction with a foreign flag carrier
for a portion of the route, may be proposed by MARAD. In addition, MARAD will assist in monitoring
compliance with the U.S. Cargo Preference Act.”

Case Closure
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Note Usage
Mandatory for LOAs (except FMSO ).
Mandatory for Amendments and Madifications if the country changes from one type of closure to the other.
See Chapter 6, paragraph C6.8.3.
Note Text
For cases belonging to countries under the Accelerated Case Closure (ACC) procedures:
“The estimated closure date is 24 months after the date of projected final delivery.”
For cases belonging to countries not participating in ACC procedures:

“The estimated closure date is 36 months after projected final delivery or completion of the underlying
contract(s), as applicable, whichever occurs later.”

CaseClosure—P.L. 110-252, 122 Stat. 2398 for CRSP
Note Usage
Mandatory for all CRSP cases under P.L. 110-252, 122 Stat. 2398 Pseudo LOAs.
Note Text

“The estimated closure date is 36 months after projected final delivery or completion of the underlying
contract(s), as applicable, whichever is later.”

CLSSA - Associated FMSO | LOA
Note Usage
Mandatory for FMSO Il LOAs.
Mandatory for Amendments and Madifications to FMSO Il LOAs.
Note Text

The associated FMSO | LOA is [insert case designator]. The LOA Standard Terms and Conditions of this LOA
apply, as do the terms and procedures established by the Cooperative Logistics Supply Support Arrangement in
the associated FMSO | case. In the event of inconsistencies between the LOA and the CLSSA, the LOA
governs.

CLSSA - Associated FMSO |1 LOA
Note Usage
Mandatory for FMSO | LOAs, Amendments and Modifications when the FMSO 11 LOA is known.
Note Text

This LOA is issued in conjunction with FMSO II, [insert case designator]. The LOA Standard Terms and
Conditions of this LOA apply, as do the terms and procedures established by the CLSSA attached with this
LOA. In the event of inconsistencies between the LOA, including the Standard Terms and Conditions, and the
additional terms and conditions set forth in the CLSSA, the LOA shall govern.

CLSSA - Financial Summary
Note Usage
Mandatory for FMSO | LOAs.
Mandatory for Amendments and Modifications to FMSO | LOAs.
Note Text
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Value of Part A $[insert amount]

Supply Support Arrangement Surcharge $[insert amount]
Current Financial Requirement $[insert amount]
Previous Financial Requirement $[insert amount]

(Applies to Amendments only)

Balance Due from Purchaser $[insert amount]
(Current Financial Requirement minus Previous Financial Requirement)
(Applies to Amendments only)

CLSSA - Force Activity Designator (FAD)
Note Usage
Mandatory for FMSO Il LOAs.
Mandatory for Amendments and Modifications to FMSO Il LOAs.
Note Text
Force Activity Designator (FAD) [insert FAD] is assigned to this LOA. FAD [insert FAD] priorities will be
assigned to requisitions in accordance with Uniform Materiel Movement and Issue Priority System (UMMIPS)
procedures. Requisitions will be for centrally stocked or centrally managed items (identified by National Stock
Numbers) required to replenish (not augment) Purchaser’s in-country stock levels.

CLSSA - Replacement FM SO || LOA
Note Usage
Mandatory for FMSO Il LOAs that replace the previous FMSO Il LOA.
Note Text
This FMSO Il LOA supersedes the previous FMSO Il LOA, [insert case designator].

CL SSA — Requisitioning
Note Usage
Mandatory for FMSO Il LOAs.
Mandatory for Amendments and Madifications to FMSO Il LOAs.
Note Text
All items requisitioned under this CLSSA should be for stock replenishment, as the requirement occurs, and not
for initial provisioning, depot rebuild support programs, or the purpose of a one-time stock level increase.
Requisitions shall be restricted to those items specifically in support of the weapon systems and major end items
identified in the FMSO I. Nonrecurring demands and non-programmed requirements can be submitted and/or
projected for inclusion in the subsequent renegotiation effort, subject to stock availability.

CLSSA - Stock Augmentation
Note Usage
Mandatory for FMSO | LOAs.
Mandatory for Amendments and Modifications to FMSO | LOAs
Note Text
A stock augmentation period is required to establish or re-establish the prerequisite inventories within the U.S.
DoD supply system. This period is tied to the procurement lead time for each individual item. As the specific
augmentation period for an individual item lapses, orders received from the purchaser for each item under the
corresponding FMSO |1 case(s) can be filled from stock. An augmentation period does not apply for Defense
Logistics Agency (DLA) items.
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CLSSA - Supply Exclusions
Note Usage
Mandatory for FMSO Il LOAs.
Mandatory for Amendments and Modifications to FMSO Il LOAs
Note Text
Categories of items that cannot be requisitioned under this LOA are: major defense equipment, significant
military equipment, excess defense articles, parachutes, explosive ordnance items, commercial items of materiel
more readily provided from in-country, controlled medical items, modification kits, 0zone depleting substances,
technical data packages or other similar documentation that conveys manufacturing process information,
publications, tool sets, cryptographic equipment, classified materiel or equipment, or initial spares.

CLSSA — Supply Support Arrangement Surcharge
Note Usage
Mandatory for FMSO | LOAs.
Mandatory for Amendments and Modifications when adjustments result in an increase to the current year
materiel value.
Note Text
A one-time nonrefundable Supply Support Arrangement surcharge of 5% is assessed on the on-hand portion
(Part A) of this LOA. When any adjustment results in an increase to the current year materiel value of the LOA,
an additional charge shall be computed on the difference between the current year materiel value and the new
higher materiel value. This charge is applied even though a higher Part A value may have existed in a prior
year.

CLSSA - Support Availability
Note Usage
Mandatory for FMSO Il LOAs.
Mandatory for Amendments and Modifications to FMSO Il LOAs.
Note Text
Requirements authorized for requisitioning under this LOA will be accepted as long as funds are available to
process them.

CLSSA -FM SO | Purpose
Note Usage
Mandatory for FMSO | LOAs.
Mandatory for Amendments and Modifications to FMSO | LOAs.
Note Text
CLSSA is an agreement between a Military Department and a purchaser, setting forth the terms and conditions
under which the Department of Defense shall provide supply support of common weapons systems on an equal
basis with U.S. Forces in accordance with the purchaser’s Force Activity Designator (FAD) and the Uniform
Materiel Movement and Issue Priority System (UMMIPS). This FMSO | case provides an equity investment for
defense articles to support a purchaser’s anticipated requirement in the DoD inventory. The Military
Department uses this equity investment to procure additional levels of centrally stocked or centrally managed
items, in preparation for purchase order.

Cluster Munitionswith Submunitionswith a Confirmed 99 Percent or Higher Tested Rate
Note Usage
Mandatory for LOAs that include cluster munitions or cluster munitions technology.
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Mandatory for Amendments and Madifications that add cluster munitions or cluster munitions technology.
Note Text

“The purchaser agrees that the [name munition] will be used only against clearly defined military targets and
will not be used where civilians are known to be present or in areas normally inhabited by civilians.”

Coalition Solidarity Funds— L OA Financing
Note Usage
Mandatory for all Coalition Solidarity Funded LOAs.
Mandatory for Amendments and Madifications if the note was previously not included on the LOA document.
Note Text

This Letter of Offer and Acceptance (LOA) is financed by Coalition Solidarity Funds as set forth in the grant
agreement signed by the Parties. The costs of the defense articles and services provided under this LOA cannot
exceed the total of the Coalition Solidarity Funds provided in the referenced grant agreement unless the
Purchaser pays the additional costs.

Coalition Solidarity Funds Grant Agreement
Note Usage
Mandatory for all Coalition Solidarity Funded LOAs.
Mandatory for Amendments and Madifications if the note was previously not included on the LOA document.
Note Text
The Coalition Solidarity Funds Grant Agreement financing this Letter of Offer and Acceptance (LOA) must be
signed before the LOA can be implemented. The purchaser is required to return two (2) signed duplicate
originals of the grant agreement to Business Operations Directorate, Attn: CFM, Suite 203, 201 12th Street
South, Arlington, VA 22202-5408. The purchaser must also include a copy of the signed grant agreement with
the signed LOA that is being sent to DFAS and the Implementing Agency per the Signed Copy Distribution
section of the LOA. The grant agreement enters into force when the Director, DSCA, or in the absence of the
Director, the Deputy Director signs the grant agreement.

Combined Exercise Support to NATO Countries
Note Usage
Mandatory for LOASs associated with a combined exercise.
Mandatory for Amendments and Modifications associated with a combined exercise if the note was previously
not included on the LOA.
Note Text

“This LOA provides defense articles and/or services to the purchaser to support its participation in (insert name
of exercise, e.g., Red Flag, Cope Thunder), a combined exercise. Claims arising out of combined exercise
activities shall be dealt with under Article VIII of the NATO SOFA.”

Communication Security (COM SEC) Equipment End Use M onitoring (EUM)
Note Usage
Mandatory for LOAs that include COMSEC equipment.
Mandatory for Amendments and Modifications that add COMSEC equipment.
Mandatory for Amendments that add no additional COMSEC equipment if the note on the current implemented
version of the case varies from this text.
See Chapter 8.
Note Text
“This LOA provides defense articles that require physical security and accountability as set forth in the
following agreements and documents (not all may be applicable).
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1. Communication Interoperability and Security Memorandum of Agreements (CIS MOAS) between the United
States and the purchaser.

2. National Security Agency Publications NAG-14, "Allied COMSEC Material Accounting Manual”, and NAG
18, "Safeguarding COMSEC Material and Facilities."

3. NATO Security Agreements including implementing directives and policies promulgated by the NATO
Military Committee, NATO C3 Board, NATO Office of Security and other NATO organizations.

4. Bilateral and/or multilateral Communications Security and other security agreements between the United
States and the purchaser.

The purchaser agrees that upon USG request, the articles and the purchaser’s inventory and accountability

records will be made available to U.S. representatives for the purpose of conducting a compliance assessment

with the requirements in agreements and documents above (not all may be applicable). This assessment will not

be a COMSEC account audit and will not include an inspection of keying material.”

Communication Security (COM SEC)/ Transmission Security (TRANSEC) Devices Sold FM S for

Integration into MIDS Terminals
Note Usage
Mandatory for LOAs, Amendments, and Modifications for all sales of COMSEC/TRANSEC devices for the
purpose of integration into MIDS terminals sold under a U.S. Direct Commercial Sale.

Note Text

“At line [insert line item number], this LOA provides for the sale of Communication Security
(COMSEC)/Transmission Security (TRANSEC) devices which will be incorporated in Multifunctional
Information Distribution System (MIDS) terminals which the Government of [insert name of Government] has
contracted to acquire through U.S. commercial channels. The COMSEC/TRANSEC devices for integration into
the MIDS terminals must, however, be provided exclusively under this LOA. The COMSEC/TRANSEC
devices sold under this LOA may not be purchased through a Direct Commercial Sale.

The Foreign Purchaser has identified [insert name of U.S. Contractor] as its integration contractor and has
requested in writing that the U.S. Government deliver the COMSEC/ TRANSEC devices directly to [insert
name of U.S. Contractor] for integration work to be performed at a U.S. location.

The U.S. Government will not deliver the COMSEC/TRANSEC devices to [insert name of U.S. Contractor]
unless the following six (6) requirements are met:

1. The contractor is a U.S. contractor.

2. Only U.S. contractor personnel who are U.S. citizens may perform the integration work.

3. The work must be performed in the United States.

4. The U.S. contractor provides a copy of the approved export license from the U.S. State
Department/Directorate for Defense Trade Controls (DDTC) for export of the MIDS terminals to the
Foreign Government Purchaser, to the LOA Implementing Agency. To facilitate export license processing,
the application to Department of State/DDTC for an export license for the MIDS terminals should reference
this FMS case for the sale of the COMSEC/TRANSEC devices.

. The Foreign Government Purchaser should specify in the commercial contract with the U.S. Contractor that
the contractor may not transfer the COMSEC/TRANSEC devices provided under this LOA to any other
party except to the Foreign Government Purchaser, and that the contractor should reference this FMS case in
the application to State DDTC for an export license for the MIDS terminals.

6. Any deviation from these procedures will require USG approvals, including from the Department of State.”

(S}

Condition of Items
Note Usage

Mandatory for LOAs if the purchaser desires exclusively new end items of equipment. If items are offered in
“as is” condition (no assurance of serviceability), this is stated in the LOA.

Mandatory for Amendments and Madifications if the requirement for items to be in a certain condition changes.
See Chapter 4, paragraph C4.3.2.
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Note Text
Varies depending on the unique aspects of the case/lines.

Congressional Natification —Long Lead-Time Items
Note Usage
Mandatory for long-lead time items if Congressional Notification will be required for the total value of the
proposed sale but has not yet been completed.
See Chapter 5, paragraph C5.6.8.
Note Text
“It is understood that United States law requires that the U.S. Congress must be afforded a formal opportunity to
review the total proposed sale before the sales offer may be issued to the purchaser and that a law may be
enacted to prohibit issuance of an Amendment for the total package. This LOA will be used to cover any
expenses incurred for the program up to and including the cancellation of the Amendment. The purchaser shall
bear the risk that the offer may not be issued for reasons such as enactment of a prohibition.”

Contingent Fees
Note Usage
Mandatory for LOAs when contingent fees (including agent’s fees and sales commissions) are included
Mandatory for Amendments and Modifications that add contingent fees (including agent’s fees and sales
commissions) to the case.
See Chapter 6, paragraph C6.3.7.
Note Text
Varies depending on the unique aspects of the cases/lines.

Contingent Fees— Contract Requirements

Note Usage

Mandatory for LOAs for Saudi Arabia, Australia, Egypt, Greece, Israel, Japan, Jordan, Korea, Kuwait, Pakistan,

Philippines, Taiwan, Thailand, Turkey, and the Venezuelan Air Force when the LOA includes procurement

lines.

Mandatory for Amendments and Modifications for these countries that add procurement lines to a case that

previously included only items from stock.

See Chapter 6, paragraph C6.3.7.

Note Text

For Saudi Arabia

“All U.S. Government contracts resulting from this Letter of Offer and Acceptance shall contain one of the

following provisions, unless laws of the Kingdom of Saudi Arabia call for prescribing sales commissions or

agents’ fees, and payment thereof is approved in writing by the purchaser before contract award:

a. For firm fixed-price contracts or fixed-price contracts with economic price adjustment:
The contractor certifies that the contract price (including any subcontracts awarded hereunder) does not
include any direct or indirect costs of sales commissions or fees for contractor sales representatives for the
solicitation or promotion or otherwise to secure the conclusion of the sale of any of the supplies or services
called for by this contract to [insert country].

b. For all other types of contracts:
Notwithstanding any other provision of this contract, any direct or indirect costs of sales commissions or
fees for contractor (or subcontractor) sales representatives for the solicitation or promotion or otherwise to
secure the conclusion of the sale of any of the supplies or services called for by this contract to [insert
country] shall be considered as an unallowable item of cost under this contract.”

For Australia, Egypt, Greece, Israel, Japan, Jordan, Korea (Republic of), Kuwait, Pakistan, Philippines, Taiwan,

Thailand, Turkey, and the Venezuelan Air Force:
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“All U.S. Government contracts resulting from this Letter of Offer and Acceptance shall contain one of the

following provisions, unless the sales commission and fee have been identified and payment thereof approved in

writing by [insert country] before contract award:

a. For firm fixed-price contracts or fixed-price contracts with economic price adjustment:
The contractor certifies that the contract price (including any subcontracts awarded hereunder) does not
include any direct or indirect costs of sales commissions or fees for contractor sales representatives for the
solicitation or promotion or otherwise to secure the conclusion of the sale of any of the supplies or services
called for by this contract to [insert country].

b. For all other types of contacts:
Notwithstanding any other provision of this contract, any direct or indirect costs of sales commissions or
fees for contractor (or subcontractor) sales representatives for the solicitation or promotion or otherwise to
secure the conclusion of the sale of any of the supplies or services called for by this contract to [insert
country] shall be considered as an unallowable item of cost under this contract.”

Contract Administration Services (CAS) Surcharge

Note Usage

Mandatory for LOAs when any lines use a Source of Supply of “X” or “P” (including Pseudo LOAS).

Mandatory for Amendments and Modifications when any lines use a Source of Supply of “X” or “P” (including

Pseudo LOAS) even if the CAS is not affected by the changes being made.

See Chapter 9, section C9.5.

Note Text

“For FMS cases not involving Overseas CAS:
“For any lines on this LOA document with a Source of Supply of ‘X’ or ‘P,” the Contract Administration
Services (CAS) surcharge rates apply: for Contract Administration; __ %; for Quality Assurance and
Inspection, _ %; and for Contract Audit, _ %. CAS has only been applied to the portion of “X”-coded
line items expected to come from procurement.”

For FMS cases involving Overseas CAS:
“For any lines on this LOA document with a Source of Supply of ‘X’ or ‘P,” the Contract Administration
Services (CAS) surcharge rates apply: for Contract Administration; __ %; for Quality Assurance and
Inspection, ___ %; for Contract Audit, ___ %; and for Overseas CAS, __ %. CAS has only been applied
to the portion of “X”-coded line items expected to come from procurement.”

If a CAS waiver does apply, either note should be expanded to include the following statement: ‘A waiver is

authorized for the following CAS components: [fill in those that apply] based on [add reference and date].””

Controlled Cryptographic Item (CCI)
Note Usage
A CCl is secure telecommunications or information handling equipment or associated cryptographic item which
is unclassified but controlled. It requires release authority and approval for sale and transfer from the National
Security Agency (NSA), DP23 Foreign Military Sales and Export Review Office, before release to purchaser
country or alliance.
Mandatory for LOAs that include CCI.
Mandatory for Amendments and Modifications that add CCI.
Application Responsibility: Case Writing Division
Note Text
”Unkeyed Controlled Cryptographic Item (CCI) equipment and components may be transported within the
continental United States by any means that provide continuous accountability and protection against losses and
unauthorized access while in transit; i.e., constant surveillance system, signature service required. For
transportation to an overseas location, Communication Security (COMSEC) items must be handled via
COMSEC accounting channels, and shipped via a security-cleared freight forwarder to the customer's National
Distribution Authority (NDA). COMSEC items must be transferred from COMSEC account to COMSEC
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account. CCI equipment and components will be stored in a manner that ensures protection against losses and
unauthorized access and that maintains accounting integrity.”

Coproduction Reporting / Validation
Note Usage
Mandatory for LOAs that include coproduction.
Mandatory for Amendments and Modifications that add coproduction.
See Chapter 11, subparagraph C11.9.3.1.3.
Note Text
“[Insert purchaser] agrees to provide periodic reporting of quantities of defense items produced under this
Agreement and will permit U.S. Department of Defense personnel access to Government and contractor
facilities, storage sites, and those records necessary to verify production quantities, as well as control of
technical data and other implementation requirements of this Agreement. Such access, if requested, will be
permitted when mutually convenient, but within a reasonable period of time after the request. Visits will be
accomplished under established visit procedures.”

Design and Construction Services
Note Usage
Mandatory for LOAs that include design and construction services.
Mandatory for Amendments and Modifications that add design and construction services.
See Chapter 4, paragraph C4.3.5.
Note Text
“This LOA includes design and construction services offered under the authority of AECA, section 29. The
construction agent for this portion of the program is [insert name/organization acting as the construction
agent].”

End Use— FAA, Section 607
Note Usage
Mandatory for Pseudo LOAs under the authority of FAA, section 607.
See Chapter 11, section C11.6.
Note Text
“The purchaser and/or benefiting country shall, except as may otherwise be mutually agreed in writing by the
USG, use the items sold under this Offer and Acceptance or direct their use by personnel and organizations
under its auspices only for purposes authorized.”

End-Use Monitoring (EUM)
Note Usage
Effective January 1, 2011, may no longer be used on Basic LOAS as note wording has been incorporated into
the Standard Terms and Conditions.
Mandatory for all Amendments and Modifications to Basic LOAs with a CWD Approval Date prior to January
1, 2011, that did not include the previous version of the standard EUM LOA note.
See Chapter 8.
Note Text
"Pursuant to section 505 of the Foreign Assistance Act of 1961, as amended (FAA), and section 40A of the
Arms Export Control Act (AECA), the USG will be permitted, upon request, to conduct end-use monitoring
(EUM) verification with respect to the use, transfer, and security of all defense articles and defense services
transferred under this LOA. The Purchaser agrees to permit scheduled inspections or physical inventories upon
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USG request, except when other means of EUM verification shall have been mutually agreed. Upon request,
inventory and accountability records maintained by the purchaser will be made available to U.S. personnel
conducting EUM verification.”

If an Enhanced EUM item is included in the FMS case, add the following sentence to the end of the standard
note text above:

“Enhanced EUM physical security and accountability requirements are annotated in note [insert LOA note
number].”

Environmental Hazards
Note Usage
Mandatory for LOAs that include items that may pose environmental hazards.
Mandatory for Amendments and Modifications that add items that may pose environmental hazards.
Note Text
“There may be items included in this sale that require special skills or equipment for operation, maintenance, or
disposal in a manner that will minimize environmental hazards. Purchaser should refer to [insert technical
manual or other source data] for details.”

Excess Defense Articles (EDA) - Salesor Grant: Condition of Materiel
Note Usage
Mandatory for LOAs that involve EDA.
Mandatory for Amendments and Modifications that add EDA sale or grant items.
See Chapter 11, section C11.5.
Note Text
“Equipment in line items [insert line item numbers] is offered in “as is, where is” condition and may not meet
serviceability standards normally prescribed by the U.S. Military for sale to security assistance purchasers.
Items may be missing basic issue items and accessories; be in excess of hour/mileage standards; and may not
have applicable publications/records. Acceptance of this Letter of Offer and Acceptance (LOA) does not imply
or commit the U.S. Government to accept separate requests for rehabilitative services, supply of shortages,
future supportability, or training. These services will be provided only if available within the resources of the
U.S. Military at the time a request is made by the purchaser and at the purchaser’s expense. Standard Form 364,
Supply Discrepancy Report (SDR), cannot be submitted against the equipment in line items [insert line items
numbers].”

Excess Defense Articles (EDA) — Salesor Grants
Note Usage

Mandatory on LOASs that involve EDA. This note should be included at the bottom of the item description for
that line.

Mandatory for Amendments and Modifications when an EDA sale or grant line item is added or changed.
See Chapter 11, section C11.5.

Note Text

"Excess Defense Articles, Original Acquisition Value is $ . Current Estimated Value is $

Excess Defense Articles (EDA) — Services Associated With an EDA Grant Transfer
Note Usage

Mandatory on LOAs when articles, services, and/or training (e.g., PCH&T, publications) are offered in
association with EDA grant transfers.

Mandatory for Amendments and Modifications that add articles, services, and/or training (e.g., PCH&T,
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publications) in association with EDA grant transfers.

See Chapter 11, section C11.5.

Note Text

“This LOA provides funds for packing, crating, handling and transportation (PCH&T) of the equipment listed in
[insert attachment or note number] that is being provided on a grant basis under the Foreign Assistance Act of
1961, section 516, as amended. The equipment listed is offered in “as is, where is” condition and may not meet
serviceability standards normally prescribed by the U.S. Military for sale to security assistance purchasers.
Items may be missing basic issue items and accessories; be in excess of hour/mileage standards; and may not
have applicable publications/records. Acceptance of this Letter of Offer and Acceptance (LOA) does not imply
or commit the U.S. Government to accept separate requests for rehabilitative services, supply of shortages,
future supportability, or training. These services will be provided only if available within the resources of the
U.S. Military at the time a request is made by the purchaser and at the purchaser’s expense. Any Standard Form
364 submitted against this LOA is limited to services provided under the case and cannot be submitted against
the materiel listed in [insert attachment or note number].”

Excess Defense Articles (EDA) — Storage Chargesfor Grant EDA
Note Usage
Mandatory for LOAs associated with EDA grant transfers of equipment.
Mandatory for Amendments and Modifications of cases associated with EDA grant transfers of equipment that
previously did not include this materiel.
See Chapter 11, section C11.5.
Note Text
“If the purchaser does not arrange to remove the materiel listed in [insert attachment or note number] within 60
days after implementation of the LOA, a storage charge will be determined by applying 1.5 percent annually
(.125 percent monthly) against the original acquisition value of the materiel. Storage charges will commence
with the materiel release order date. These costs will be recouped by adding a storage line to this LOA via
modification.”

Foreign Military Financing (FMF)
Note Usage
Effective January 1, 2011, may no longer be used on Basic LOAS as note wording has been incorporated into
the Standard Terms and Conditions.
Mandatory for Amendments and Modifications to Basic LOAs with a CWD Approval Date prior to January 1,
2011, when the purchaser is approved (or anticipated to be approved) for FMF if the note was previously not
included on the case.
See Chapter 9, section C9.7.2.
Note Text
“If the Terms of Sale specify Foreign Military Financing (FMF), the purchaser will pay to the USG, on a
dependable undertaking basis, such costs as may be in excess of the amount funded by FMF.”

Funds Expiration, Purpose, and Availability
Note Usage
Mandatory for Pseudo LOAs under the authority of NDAA, sections 1004/1033 and under the authority of
FAA, section 632 when the funds expire.
See Chapter 11, subparagraphs C11.3.3.5. and C11.7.3.5.
Note Text
“The funds associated with this Pseudo LOA are expiring funds and carry the same time, purpose, and
availability restrictions associated with the funding source [insert the Appropriation]. Failure to obligate the
funds during the period of availability ending on DDMMYY Y'Y will render them unavailable for new
obligations.”
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Funds, Purpose, Availability and Amount — P.L. 110-252, 122 Stat. 2398 for CRSP
Note Usage
Mandatory for all CRSP cases under P.L. 110-252, 122 Stat. 2398 Pseudo LOAs.
Note Text
“The funds financing this Pseudo Letter of Offer and Acceptance (LOA) remain available until expended and are
subject to all the requirements and restrictions under the heading of Coalition Support Funds, P.L. 110-252, 122
Stat. 2398. The funds are in support of authority to provide specialized training and procuring supplies and
equipment for loan on a non-reimbursable basis to coalition forces supporting U.S. military operations in Iraq
and Afghanistan. The funds carry the same time, purpose, and availability restrictions associated with fund
source X 0100 2008, DoD Operations and Maintenance (O&M) or other funds that may be available for use
starting in FY 2008.
a. Funds remain available until expended.
b. Total funds available for expenditure against this Pseudo LOA are limited to the value of [insert dollar value].
c. Amendments or Modifications to this Pseudo LOA are only authorized with DSCA written approval.”

GPS/PPS — Har dwar e Security
Note Usage
Mandatory for LOAs for Country Groups 1 and 2 (as identified in DoD Global Positioning System (GPS)
Security Policy, Interim International Supplement (reference (aw)) that include GPS/PPS equipment.
Mandatory for Amendments and Modifications for Country Groups 1 and 2 that add GPS/PPS equipment.
Note Text
“In accordance with Department of Defense Global Positioning System (GPS) Security Policy, Interim
International Supplement, dated April 4, 2006, the purchaser is a member of GPS Country Group [insert 1 or 2]
and is thereby authorized to purchase the GPS PPS equipment identified in this LOA.”

GPS/PPS — Har dwar e Security
Note Usage

Mandatory for LOAs that include GPS/PPS equipment for Country Group 3 (as identified in DoD Global
Positioning System (GPS) Security Policy, Interim International Supplement (reference (aw)).
Mandatory for Amendments and Modifications that add GPS/PPS equipment for Country Group 3.

Note Text

“In accordance with Department of Defense Global Positioning System (GPS) Security Policy, Interim
International Supplement, dated April 4, 2006, the purchaser is a member of GPS Country Group 3 and the
following security provisions apply:

Special LOA Terms and Conditions for GPS PPS Host Application Equipment (HAE) :

1. Definition: GPS PPS HAE are all applications of electronic products that implement or contain any of the
GPS PPS security functions, i.e., selective availability (SA), anti-spoofing (A-S), and associated
cryptography. GPS PPS HAE receives and processes the PPS signals transmitted from the GPS satellites.
GPS PPS HAE are categorized as standalone, embedded, and integrated. Standalone HAE are self-contained
GPS receivers that are capable of being operated independently of other systems. Embedded HAE are GPS
receiver modules or circuit card assemblies intended to be integrated into other systems. Integrated HAE are
enclosed multifunctional or multi-sensor systems that contain embedded GPS receivers.

2. Purchaser is authorized to purchase GPS HAE that have a security design approved by the GPS Joint Program
Office as “Unclassified/Controlled” when keyed.

3. Purchaser shall not use or permit the use of any GPS PPS HAE or related technical data, computer software,
or components thereof, in any complete rocket system (including ballistic missiles, space launch vehicles,
and sounding rockets) and unmanned air vehicle system (including cruise missile systems, target drones and
reconnaissance drones) capable of delivering a payload larger than 500kg beyond a range of 300 km without
the prior written consent of the United States Government.
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4. The purchaser is not authorized to perform maintenance on GPS PPS security devices (the PPS Security
Module (PPS-SM), Auxiliary Output Chip (AOC), combined PPS-SA/AQC device, Selective Availability
Anti-Spoofing Module (SAASM), or SAASM Code Block (SCB)), equipment subassemblies containing
GPS PPS security devices, or related GPS PPS software. If a malfunction of a GPS PPS HAE is isolated to a
subassembly containing a GPS PPS security device, the faulty subassembly shall be removed, replaced, and
returned to the U.S. Government for repair. If any GPS PPS security device or any subassembly containing a
GPS PPS security device is no longer needed or wanted, it shall be returned to the U.S. Government for
destruction. For disposition instructions contact the Global Positioning Systems Wing, Los Angeles Air
Force Base; 483 North Aviation Blvd; El Segundo. CA 90245-2808; Admin phone number (310) 653-3001.

5. The purchaser shall provide for the protection of GPS PPS security devices from unauthorized access, theft,
tampering, or loss.

6. The purchaser is responsible for accountability by quantity for GPS PPS HAE purchased pursuant to this
LOA. The purchaser shall account for the GPS PPS HAE by performing equipment inventories at least
annually and whenever there is a change in personnel responsible for GPS PPS HAE. Any incident
involving unauthorized access to, or tampering with, theft, or loss of, GPS PPS HAE shall be reported to the
U.S. GPS Joint Program Office.

7. If the purchaser decides to discontinue use of GPS PPS equipment, this LOA shall terminate with respect to
GPS PPS equipment and all GPS PPS security devices shall be returned to the U.S. Government.

8. This LOA does not include provision for the transfer of GPS/PPS cryptographic hardware and software
technology, design, or manufacturing information.”

GPS/PPS Security Devices Sold FM Sfor Integration Into Host Application Equipment
Note Usage
Mandatory for LOAs, Amendments, and Modifications for all sales of GPS/PPS security devices for the purpose
of integration into Host Application Equipment sold under a U.S. Direct Commercial Sale.
Note Text
“Pursuant to the Memorandum of Understanding Number 1V Among and Between the Individual Nations of
NATO and the United States Concerning the Navstar Global Positioning System, October 28, 1993, the
Government of [insert name of Government] may seek to acquire through commercial channels host application
equipment (HAE). The PPS security devices for integration into the HAE (by the HAE contractor) must,
however, be provided exclusively under this LOA. The PPS security devices and kits sold under this LOA may
not be purchased through Direct Commercial Sale.
The Foreign Purchaser has identified [insert name of U.S. Contractor] as its integration and HAE contractor and
has requested in writing that the U.S. Government deliver the PPS security devices and kits directly to [insert
name of U.S. Contractor] for integration work to be performed at a U.S. location.
The U.S. Government will not deliver the PPS security devices and kits to [insert name of U.S. Contractor]
unless the following six (6) requirements are met:

1. The contractor is a U.S. contractor.
2. Only U.S. contractor personnel who are U.S. citizens may perform the integration work.
3. The work must be performed in the United States.

4. The U.S. contractor provides a copy of the approved export license from the U.S. Department of State/DDTC
for export of the HAE to the Foreign Government Purchaser, to the LOA Implementing Agency. To
facilitate export license processing, the application to Department of State/DDTC for an export license for
the HAE should reference this FMS case for the sale of the PPS security devices and kits.

. The Foreign Government Purchaser should specify in the commercial contract with the U.S. Contractor that
the contractor may not transfer the PPS security devices and kits provided under this LOA to any other party
except to the Foreign Government Purchaser, and that the contractor should reference this FMS case in the
application to the Department of State/DDTC for an export license for the HAE.

6. Any deviation from these procedures will require USG approvals, including from the Department of State.”

(6}

Hardware Lines|Increasing By More Than $13M
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Note Usage

Mandatory for Amendments and Madifications that increase non-MDE hardware lines by more than $13M (all
line increases combined).

This note should be included at the bottom of the item description for the last line on the document (vice in the
note pages).

Note Text

“This [amendment or modification] contains no additions to Major Defense Equipment (MDE).”

Harpoon Block |1 - Category |11 Missile
Note Usage

Mandatory for LOAs that include Harpoon Block Il missiles, retrofit kits, and Guidance Control Unit (GCU)
spares.

Mandatory for Amendments and Modifications that add Harpoon Block Il missiles, retrofit kits, and GCU
spares.

Mandatory for Amendments that add no additional Harpoon Block Il missiles, retrofit kits, or GCU spares if the
note on the current implemented version of the case varies from this text.

See Chapter 8, paragraph C8.3.7.
Note Text

“1. Requirement. The Harpoon Block Il missile weapon system is accorded Category 1l protection as
addressed in Department of Defense (DoD) 5100.76-M “Physical Security of Sensitive Conventional Arms,
Ammunition, and Explosives,” current version. The Guidance Control Unit (GCU) is accorded Category Il
storage protection with an Intrusion Detection System (IDS) or is continuously manned or under constant
surveillance in such a manner that unauthorized entry into and around the storage structures can be detected.
Specific physical security requirements shall be documented and agreed upon during the site visit referenced
in paragraph 6 of this note and implemented prior to delivery of the missile system. The purchaser agrees to
adhere to the security requirements as outlined in the following paragraphs. The purchaser agrees to
perform inventory checks and allow United States Government (USG) inventory verification. The
purchaser will ensure that these requirements are conveyed to any unit and/or personnel having custody of
these items and to their higher headquarters.

2. Storage. The weapon system shall be stored in facilities that are at least equivalent in strength to USG
requirements. Specific requirements for storage shall be agreed upon and met prior to delivery of the
missile system. USG representatives shall be allowed to verify security measures and procedures prior to
the delivery of the weapon system.

a. Inventory and Accountability Documentation. Purchaser will have procedures in place that provide a
continuous accounting of missile receipt, transfer, storage, shipment, and/or destruction/demilitarization.
The purchaser agrees to inventory 100% of the missiles on this LOA (missile to serial number) and verify
from the logbook that the appropriate serial number GCU is contained in the associated missile on a semi-
annual basis. The USG will be permitted, at its discretion, to conduct an assessment of accountability
measures and, if required, inventory 100% of all missiles transferred under this LOA. Inventory and
accountability documentation maintained by the purchaser shall be retained throughout the period of
ownership and will be made available for review upon USG request. Purchaser will immediately notify
the USG (through the Security Cooperation Organization (SCO) to DSCA) of any missile expenditures,
compromises, or losses and provide necessary assistance if the USG desires to initiate recovery
operations.

b. Storage of Hardware and Technical Data. Storage of missile hardware and technical data will meet U.S.
standards for safeguarding the missile. The purchaser will maintain strict accountability records on all
classified information provided by the USG related to the missiles including extracts and copies. These
records will include documentary evidence of any weapon systems or components that are lost or
destroyed. Such records shall, to the extent possible, be centralized.

3. Reporting. The purchaser will report immediately to the SCO or other appropriate USG representative any
allegations, confirmed or unconfirmed, of missile hardware, technology or software released, or
compromised to unauthorized nations, third country nationals, or a foreign government. The purchaser will
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also report any allegations, report, or evidence of unauthorized attempts to collect information on the missile
program.

4. Operational and Intermediate Level Maintenance. Military or civilian employees of the purchaser at military
establishments will accomplish operational and intermediate level maintenance. Third-country nationals,
industries or their representatives cannot perform maintenance functions unless approved in writing by the
USG.

5. Depot Level Maintenance. Missiles or subcomponents that require depot level repair will be transported to
designated depot level repair facilities in the United States under proper security procedures unless the USG
specifically authorized the purchaser to accomplish Depot Level maintenance.

6. Site Survey. In accordance with the Security Assistance Management Manual, Chapter 8, prior to the
delivery of the missiles, the USG will conduct an in-country site survey of the physical security measures at
all facilities of the purchaser designated for storage or maintenance of the weapon system. This includes the
missile and all support equipment such as loaders, trailers, and cable harnesses.

a. The USG will provide to the purchaser a security checklist and serial numbers that should be referenced
during the site survey and throughout the life of the weapon system. The checklist is used to indicate that
the integrity of security measures in place for weapon system maintenance and storage will insure the
same level of security protection as the USG.

b. Deficiencies identified during the site survey must be corrected prior to any weapon system deliveries.

c. The purchaser agrees to adhere to security requirements associated with the weapon system for the life
cycle of the system. The purchaser agrees to allow USG verification of security arrangements for the
protection of the weapon system on both a scheduled and unscheduled basis.

7. End Use Monitoring. The purchaser understands that this system has been designated for Enhanced End-Use
Monitoring. This will include, but not be limited to, a USG inventory of missiles listed in this offer by serial
number, and a USG review of security controls and procedures, inventory and accountability
documentation, distribution of assets (i.e., a plan for in-country movement), or plan for repair and return,
transportation, access controls, storage of hardware and technical data.

8. Transportation. Transportation of the weapon system will meet U.S. standards for safeguarding classified
material in transit. The transportation plan must be coordinated and approved by Naval Air Systems
Command (NAVAIR), AIR-7.4.2, prior to delivery of the weapon system to the purchaser.

9. Disposition. The purchaser will obtain USG disposition instructions that either direct transporting missile
sections back to the USG or another designated staging area, and/or provide comprehensive guidance on
demilitarization/disposal management for in-country incineration. The USG disposition instructions indicate
parties in the USG that must be contacted prior to any demilitarization/disposal effort.”

Javelin Physical Security And Accountability Plan

Note Usage

Mandatory for LOAs for sales of Javelin Missile Systems.

Mandatory for Amendments and Madifications that add Javelin Missile Systems.

Mandatory for Amendments that add no additional Javelin Missile Systems if the note on the current

implemented version of the case varies from this text.

See Chapter 8, paragraph C8.3.5.

Note Text

“Purchaser agrees to adhere to the following security requirements associated with the Javelin Missile System.

The Office of the Provost Marshal General, Army Physical Security (DAPM-MPD-PS), U.S. Army may

approve modification of specified requirements to meet indigenous conditions.

a. Javelin Missile: The Javelin Missile is accorded Category | protection as addressed in Department of Defense
(DoD) 5100.76-M, (current revision), “Physical Security of Sensitive Conventional Arms, Ammunition, and
Explosives.” The Javelin Missile shall be stored in facilities that are at least equivalent in strength to U.S.
Army requirements as specified in subparagraph (1), below. The purchaser also agrees to comply with U.S
Army specified requirements for lighting, doors, locks, keys, fencing, and surveillance and guard systems.
Specific requirements shall be agreed upon and installed prior to delivery of the missile system. U.S. Army
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representatives shall be allowed to verify security measures and procedures established for implementation
of these requirements.

(1)_Magazines: Reinforced concrete, arch type, earth covered whose construction is at least equivalent in
strength to the requirements of DoD 6055.9-STD (current revision), “Ammunition and Explosives Safety
Standards” shall be used for storage (standards of which shall be provided to the purchaser).

(2) Lighting: Lighting shall be provided for exterior doors and along perimeter barriers. Security lighting
requirements shall conform to ammunition and safety requirements of Appendix C, U.S. Army Technical
Manual 9-1300-206 (Basic with Changes), (standards of which shall be provided to the purchaser).

(3) Doors, Locks and Keys: Exterior doors shall be class five steel vault doors secured by two-key operated
high security padlocks and a high security shrouded hasp. Keys shall be secured separately to ensure
effective two-man control of access (i.e., two authorized persons must be present to enter). Use of master
or multiple keys is prohibited.

(4) Eencing: Fencing shall be 6-foot (minimum) steel chain link with 1-foot overhang mounting on steel or
reinforced concrete posts over firm base. Clear zones shall be established 30 feet inside and 12 feet
outside the perimeter fence (provided there is adequate space).

(5) Surveillance and Guard: A full time guard or combination guard force and intrusion detection system
(IDS) must be provided. When IDS is not operational, 24-hour guard surveillance is required.

(6) Access to Storage Facilities: Two authorized persons shall be required to be present during any activity
that affords access to storage facilities containing the Javelin Missile. Lock and key procedures shall be
developed to ensure that no individual can be unescorted or have unobserved access to Javelin storage
facilities.

b. The Javelin Command Launch Unit (CLU): The purchaser shall ensure that the Javelin CLU is accorded
Category Il protection as addressed in DoD 5100.76-M (current revision), “Physical Security of Sensitive
Conventional Arms, Ammunition, and Explosives.” U.S. Army representatives shall be allowed to verify
security measures and procedures established for these requirements.

¢. Accountability:

(1) Each month, the purchaser shall perform a 100 percent physical inventory of rounds and CLUs. A 100
percent physical inventory of rounds and CLUs by serial number shall be taken quarterly of weapons
issued at the operational unit level. A 100 percent physical inventory of rounds and CLUs by serial
number shall be taken semiannually of weapons stored or retained at installation, depot, post, or base
level. To ens