DEFENSE SECURITY COOPERATION AGENCY
2800 DEFENSE PENTAGON
WASHINGTON, D.C. 20301-2800

MEMORANDUM FOR COMMANDERS OF THE COMBATANT COMMANDS

DEPUTY ASSISTANT SECRETARY OF THE ARMY FOR
DEFENSE EXPORTS AND COOPERATION

DEPUTY ASSISTANT SECRETARY OF THE NAVY FOR
INTERNATIONAL PROGRAMS

DEPUTY UNDER SECRETARY OF THE AIR FORCE FOR
INTERNATIONAL AFFAIRS

DIRECTOR, DEFENSE CONTRACT MANAGEMENT AGENCY

DIRECTOR, SECURITY ASSISTANCE, DEFENSE FINANCE AND
ACCOUNTING SERVICE

DIRECTOR, DEFENSE INFORMATION SYSTEMS AGENCY

DIRECTOR, DEFENSE LOGISTICS AGENCY

DIRECTOR, DEFENSE THREAT REDUCTION AGENCY

DIRECTOR, MISSILE DEFENSE AGENCY

DIRECTOR, NATIONAL GEOSPATIAL-INTELLIGENCE
AGENCY

DIRECTOR, DEFENSE LOGISTICS INFORMATION SERVICE

DIRECTOR, DEFENSE LOGISTICS AGENCY DISPOSITION

DEPUTY DIRECTOR FOR INFORMATION ASSURANCE,
NATIONAL SECURITY AGENCY

SUBJECT: Defense Security Cooperation Agency Policy 23-44, Update to Chapter 8 Enhanced
End Use Monitoring Designation Process Flow based on Department of Defense
Office of the Inspector General Project Number D2023-DEVOPC-0073.001
Recommendations [SAMM E-Change 644]

REFERENCE: Department of Defense (DoD) Management Advisory: Report Number DODIG-
2023-074, May 29, 2023, DoD Review and Update of Defense Articles Requiring
Enhanced End Use Monitoring.

This memo serves as notification of updates to the Security Assistance Management Manual
(SAMM) to overhaul processes for defense articles requiring Enhanced End Use Monitoring
(EEUM). These updated processes are in response to the recommendations outlined in the final
report from a Department of Defense Inspector General (DoDIG) audit and include: 1) a
recurring review process, 2) an update to the existing process for designating defense articles as
“enhanced,” and 3) a process flow for defense articles no longer requiring EEUM.

If you have questions regarding this change, please contact Mr. John Oswald, DSCA (Office
of International Operations, Global Execution Directorate (IOPS/GEX), at (703) 697-9427 or
John.A.Oswald2.civ@mail.mil. For general questions relating to the SAMM, please contact Ms.



https://media.defense.gov/2023/May/23/2003227988/-1/-1/1/DODIG-2023-074.PDF
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Mel Dockstader, DSCA (Office of Strategy, Plans, and Policy, Execution Policy and Analysis
Directorate (SPP/EPA)), at (703) 692-6657 or Melissa.M.Dockstader.civ@mail.mil. The
SAMM is available at https://samm.dsca.mil.

a . M
James A. Hursch

Director

Attachment:
Security Assistance Management Manual E-Change 644
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Security Assistance Management Manual (SAMM), E-Change 644

EEUM Designation Process Flow

1) Update the SAMM Chapter 8 as follows:

Update

Current Wording

Revised Wording

Table C8.T2. DoD
End-Use Monitoring
Responsibilities
DSCA
(IOPS/GEX/AMD)

Ensure that DSAMS has a
complete and current listing of
MASLs for all items that are
EEUM on an annual basis.

Update the DSAMS listing of
MASLs for EEUM items as they
are designated for addition or
removal.

Remove both entries.

Note: New DSCA Policy 21-43
(MASL Process) supersedes this
statement.

Table C8.T2. DoD
End-Use Monitoring
Responsibilities
Row: MILDEPs and
Implementing
Agencies (IAs)

In coordination with the DSCA
(IOPS/GEX/AMD), identify and
provide DSCA a recommended
listing and decision memos of
sensitive technologies and
defense articles to be
considered for EEUM. Provide
DSCA (IOPS/GEX/AMD) with
supporting information for the
basis for EEUM in accordance
with SAMM Figure C8.F1.

Provide DSCA (DSA-AMP &
WPNs) a copy of the decision
memo when Enhanced case
unique articles are designated
as EEUM by higher policy
guidance and directives.

In coordination with DSCA
(IOPS/GEX/AMD) & DSCA
(IOPS/WPNs), identify and provide
a recommended listing and
release decisions of sensitive
technologies and defense articles
to be considered for EEUM in
accordance with Figure C8.F1.

Annually review defense articles
designated for EEUM to ensure
the requirement for enhanced
physical security and
accountability is still relevant.
Follow the process flow in Figure
C8.F4. to recommend removal of
any defense articles deemed to no
longer require EEUM.

Section C8.4.2.
EEUM Designation
Process and Follow-
on Response

Figure C8.F1. depicts the
decision process used to
determine whether an item or
an individual transfer will be
identified and designated for
EEUM.

Figure C8.F1. depicts the decision
process used to determine
whether an item or an individual
transfer will be identified and
designated for EEUM. Figure
C8.F2. (standard EEUM) and Figure
C8.F3. (case unique EEUM) depicts
the flow process response to items
designated as requiring EEUM.

C8.T6. EUM
Compliance

The DSCA CAV team lead
submits to the Principal

The DSCA CAV team lead submits
to the Director DSCA or Assistant
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Update Current Wording Revised Wording

Assessment Visit Director, (IOPS) (through the Director (IOPS) for final CAV report
Timeline and Division Chief), the final CAV approval, providing overall
Requirements report, (using the format in assessment results of
Event No. 15 Figure C8.F4), providing overall "Satisfactory"”, "Needs
assessment results of Improvement", or
"Satisfactory", "Needs "Unsatisfactory" for the partner
Improvement", or nation and the SCO Country Team.

"Unsatisfactory" for the partner
nation and the SCO Country
Team.

2) Update the Figures as Follows:

Figure Change

Replace Existing C8.F1. with the revised figure.

The figure was updated to only include the process of designating defense articles for
C8.F1. EEUM. The process flow after EEUM determination was added to C8.F2 (standard
EEUM) and C8.F3 (case unique EEUM).

See updated figure below.

Insert New Process chart after existing C8.F1.

The process flow from the existing figure C8.F1. was added to this new chart. This

C8.F2.
figure now only includes the process flow ‘after EEUM determination.’
See new figure below.
Replace Existing C8.F2. with the revised figure after new figure C8.F2.
C8.F3 The process flow was updated to identify the process vice only explaining the details
R within DSAMS.
See updated figure below.
Insert New Process chart after new figure C8.F3.
C8.F4. New flow chart created based on DoD |G recommendation.
See new figure below.
Rename figure as “Potential Section 3 Violation Reporting Process.”
Was: Section 3 Violation Reporting Process
C8.F5.

Renumber Figure as C8.F5.

Was C8.F3.




No change to existing figure/process.

C8.F6.

)

Rename figure as: “Certification of Demilitarization”
Was “Sample Format of a DEMIL Certificate”
Renumber figure as C8.F6.

Was C8.F4.

No change to existing figure/form.




Figure C8.F1. Designating Defense Articles for Enhanced End Use Monitoring

Start

Basis For Enhanced End Use Monitoring (EEUM)

art ™\

Does the Military Department (MILDEP)
export policy for the defense article,
considering U.S. transportation and
physical security and accountability

requirements, require USG post-delivery

security and accountability verification as

-~

4@—»

part of the transfer?
\ J

é )

Does the Interagency release process for
the transfer of classified information and
sensitive technologies require USG

&

DSCA staffing to ensure all
required actions are taken and to
determine if defense articles are
considered for EEUM.

See Notes 1 and 2 below

~

J

security and accountability verification or
post transfer control as part of the

State staffing to ensure
concurrence and all necessary
actions are taken for EEUM
designation incorporation with
Foreign Military Sales (FMS)-Only

Policy List
\ Y Y,

transfer approval?

N\ J

Does DoD, as a result of consultations with
Congress, require USG post-transfer
security and accountability verification as
part of the transfer approval?

1

Does DSCA and State
leadership, after further
interagency adjudication,
agree with EEUM
designation?

®

Item monitored through routine EUMF

Implementing Agency (IA)/MILDEP creates
Memo recording decision and maintained
by Golden Sentry Program.

A

Item to be designated as EEUM.

Refer to Figure C8.F2 “Process Flow” for
Standard EEUM and Figure C8.F3.
“Process Flow” for Case Unique EEUM.to

designate item as enhanced

S J
v

Note 1: DSCA staffing will include DSCA (Office of International Operations, Global Execution Directorate, Assistance &

Monitoring Division (IOPS/GEX/AMD)), staffing actions led by the End Use Monitoring Division (EUM), DSCA (Office of
International Operations, Weapons Directorate (IOPS/WPN)), DSCA (Office of Strategy, Plans, and Policy (SPP)), DSCA
(Front Office, Office of the General Counsel (FO/OGC)), and the appropriate MILDEP.

EEUM only for specific FMS export sales.

Note 2: Case-Unique EEUM process is identified in Figure C8.F2 and for items not generally treated as EEUM designated as




Figure C8.F2. Standard Process Flow of Defense Articles Designation for Enhanced End Use Monitoring

-

Item is designated
as Enhanced

See Notes 1 and 2
below

-

~

(from Figure C8.F1.)

I

J

r

|

Obtain Enhanced End Use Monitoring (EEUM)-designation document from Military Department
(MILDEP), Interagency technology release authority or Office of the Under Secretary of Defense
for Policy (OSD(P)) organization.

~\

J

v

.

List (MASL) worksheet to DSCA (Office of Business Operations, Financial Policy & Regional
Execution Directorate, Financial Reporting and Compliance Division (OBO/FPRE/FRC)) for
coordination as Enhanced End Use Monitoring (EEUM).

4 N\
Implementing Agency (IA)/MILDEP is responsible for submitting a Military Articles and Services

v

Ve

N
Develop Letter of Offer and Acceptance (LOA) physical security and accountability EEUM note

during case development.For EEUM defense articles containing embedded Communications
Security (COMSEC), the note usage must also contain language to add the required COMSEC
note.

v

If a site certification is required (See Section C8.4.3.), the IA/MILDEP is responsible to ensure
there is an appropriate funding line within the LOA for the certification.

v

Publish DSCA policy memo to designate defense article for EEUM for all Foreign Military Sales
(FMS)-eligible countries (See Table C8.T4.) and add physical security and accountability EEUM
Note in the SAMM (Appendix 6) for inclusion on future LOA(s).

v

EEUM item is automatically added to the Security Cooperation Information Portal (SCIP) EEUM
Reconciliation Report after LOA is implemented.

v

IA/MILDEP complete Partner Nation storage facility site certification prior to EEUM-designated
weapon systems delivery

v

Serial Numbers are added to the SCIP EUM database by the MILDEP monthly report

v

Develop and Validate DoD Golden Sentry EEUM Checklist through SCO EEUM checks and DSCA
Compliance Assessment Visits (CAVs)

Note 1: DSCA staffing will include DSCA (Office of International Operations, Global Execution Directorate, Assistance &
Monitoring Division (IOPS/GEX/AMD)) (EUM), DSCA (Office of International Operations, Weapons Directorate
(IOPS/WPN)), DSCA (Office of Strategy, Plans, and Policy (SPP), DSCA (Front Office, Office of the General Counsel
(FO/OGCQ)), the appropriate MILDEP, and the Defense Technology Security Administration (DTSA).

Note 2: Case-Unique EEUM process is identified in Figure C8.F2. and for items not generally treated as EEUM designated as
EEUM only for specific FMS export sales.
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Figure C8.F3. Process Flow of Defense Articles Designation for Case Unique Enhanced End Use Monitoring

|

Basis for Case Unique
EEUM

1

|

Document & MASL
Review

.

|

Case Unique LOA
Process

H

Requirements prio
to Transfer

|

Item is designated as Enhanced (from Figure C8.F1.)

Interagency release process for sensitive technologies requires Implementing Agency(lA)/ Military
Department (MILDEP) post transfer control or Enhanced End Use Monitoring (EEUM) designation as
part of the transfer approval

IA/MILDEP Provides DSCA (Office of International Operations, Global Execution Directorate,
Assistance & Monitoring Division (IOPS/GEX/AMD)) & DSCA (Office of International Operations,
Weapons Directorate (IOPS/WPN)) a copy of the decision memo of Enhanced case unique article
designated as EEUM by higher policy guidance and directives

DSCA (IOPS/GEX/AMD), DSCA (IOPS/WPN), and appropriate MILDEP determines if defense article

warrants EEUM

IA/MILDEP determines which Military Articles and Services List (MASL(s)) require EEUM and notifies

DSCA (IOPS/GEX/AMD). DSCA (I0PS/GEX/AMD) will update the Defense Security Assistance

Management System (DSAMS) accordingly.

o If a MASL does not exist, the IA/MILDEP is responsible for submitting a MASL worksheet to DSCA
(Office of Business Operations, Financial Policy & Regional Execution Directorate, Financial
Reporting and Compliance Division (OBO/FPRE/FRC)) for coordination as routine EUM.

Authorized personnel (DSCA (IOPS/GEX/AMD), DSCA (IOPS/WPN), and selected DSAM users) will update

DSAMS to reflect case unique enhanced MASL(s)

IA/MILDEP Provides DSCA (IOPS/GEX/AMD) Draft Physical Security and Accountability EEUM Note

IA/MILDEP adds approved physical security and accountability EEUM note during case development.
If a site certification is required (See Section C8.4.3.), the IA/MILDEP is responsible to ensure there is
an appropriate funding line within the Letter of Offer and Acceptance (LOA)

Ensure the “Limitations of Material Delivery, Training, or Defense Services of Enhanced End Use
Monitoring Defense Articles” note is added to the LOA for EEUM designated defense article(s)
transferred under Building Partner Capacity (BPC) cases

IA/MILDEP to draft a DoD Golden Sentry EEUM physical security checklist and provide to DSCA
(IOPS/GEX/AMD)

If site certification is required (See Section C8.4.3.), IA/MILDEP conducts a physical security
inspection of partner nations’ facilities

IA/MILDEP to provide Serial Numbers to the dsca.eumhelpdesk@mail.mil prior to transfer
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Figure C8.F4. Process Flow for Designating Defense Articles that No Longer Require Enhanced End Use
Monitoring

Provide DSCA with formal request signed at the General Officer, Flag Officer, or Senior Executive Service (SES) level
with a detailed explanation on why the defense article no longer warrants Enhanced End Use Monitoring (EEUM) with
supporting information. See Notes 1 & 2

%

DSCA staffing to ensure that all required actions

Y are taken to remove article from the EEUM list
See Note 3
Iltem continues
‘ being monitored
through EEUM
Removal Process for Case Unique Removal Process for Standard
v v
Record decision memo and maintain with Record decision memo and maintain with Standard EEUM
case unique EEUM records records
Case Unique Military Articles and Services Implementing Agency (IA)/ Military Department
List (MASL) updated from Enhanced to (MILDEP) initiates and provides a MASL worksheet to
Routine; DSCA to update Defense Security DSCA (Office of Business Operations, Financial Policy &
Assistance Management System (DSAMS) Regional Execution Directorate, Financial Reporting and
accordingly Compliance Division (OBO/FPRE/FRC)) changing MASL
L ) from Enhanced to Routine

¢ \ # J

~

7

Update EUM Reconciliation Report, within
the Security Cooperation Information
Portal (SCIP)-EUM database; and notify

Publish memo to indicate SAMM changes; remove EEUM
listing from Table C8.T4. and Note in SAMM (See

Appendix 6)
Security Cooperation Organization (SCO)
of EUM status and MASL update #
b # g Update EUM Reconciliation Report, within the SCIP-EUM

database; and notify SCO of MASL update
Partner notified of change to routine

EUM. v

Partner notified of change to routine EUM.

Note 1: MILDEP/IAs are responsible for monitoring and reviewing for currency certain interagency release decisions designating
defense articles for EEUM. And for providing recommendations for changes to physical security requirements to DSCA;
changes to interagency decisions should be included as part of the supporting information.

Note 2: MILDEP/IA should include a MASL worksheet recommending EEUM to routine EUM as part of the submitted support
documentation.

Note 3: DSCA staffing will include DSCA (Office of International Operations, Global Execution Directorate, Assistance &
Monitoring Division (IOPS/GEX/AMD)), staffing actions led by the End Use Monitoring Division (EUM), DSCA (Office of
International Operations, Weapons Directorate (IOPS/WPN)), DSCA (Office of Strategy, Plans, and Policy (SPP)), DSCA

(Front Office, Office of the General Counsel (FO/OGC)), the appropriate MILDEP, and the Defense Technology Security
Administration (DTSA) as appropriate.
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